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 BHARAT SANCHAR NIGAM LIMITED  

(A Government of India Enterprise) 

2nd Floor, Bharat Sanchar Bhawan, HC Mathur Lane, 

Janpath, New Delhi- 110001   

 

 F.No.CA/MMT/11-34/2017 (CIT)                     Dated: 03/10/2017 

          Sub: Tender document for  Supply, Installation, Commissioning, Operation and Maintenance of  
video conferencing solution at BSNL Headquarter and various Telecom Circle offices of BSNL 

 
       Tender No. CA/CIT/video conferencing/T - 600/2017 issued on 03.10.2017  
 

Please find enclosed the tender document in respect of above tender which contains 

the following. 
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If interested, kindly submit your offers by means of online bids only through Electronic 
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-------------------------------------------------------------------------------------------------- 
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Corporate Identity Number (CIN): U74899DL2000GOI107739 
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SECTION - 1  

  

NOTICE INVITING TENDER  

 

1. On behalf of Chairman and Managing Director Bharat Sanchar Nigam Limited, digitally sealed 

online tenders, on rupee payment basis, are invited in Single Stage Bidding and two stage 

Opening using two Electronic Envelops (Techno-commercial bid & Financial bid) from 

experienced & eligible bidders for Supply, Installation, Commissioning, Operation and 

Maintenance of video conferencing solution at BSNL Headquarter and various Telecom Circle 

offices of BSNL. 

 

 

S. 

No. 

Name of the Item/ Work 

 
Estimated Quantity (Nos.) 

1 Supply, Installation, Commissioning, Operation 
and Maintenance of video conferencing solution  
at BSNL Headquarter and  various Telecom  
Circle offices of BSNL with a warranty period of 2 
years and AMC of 3 years. 
 

 

As per Commercial Bid format 

 

Note :  The quantity /no. / Sites stated above are estimated and BSNL reserves the right to 

vary the quantity to the extent of -25 % to +25 % of specified quantity at the time of award 

of the contract i.e. APO without any change in unit price or other terms & conditions. 

 

2. Purchase of Tender Document:  

2.1 As this Tender Document shall be following the e-Tendering Process, the Bidders may 

download the Detailed NIT from the BSNL Web site http:// bsnl.co.in from 03.10.2017 

onwards. 

2.2 Tender Document can be obtained in the form of CD, between 15.00 Hrs. to 17.00 Hrs. from 

04.10.2017 onwards on all working days, from AGM(MMX), O/o GM(MM-CFA), 2nd floor, BSNL 

CO., Janpath, New Delhi after submission of the following prerequisites: 

i. Tender fee  (along with applicable GST) of Payment of Rs. 2000/- +GST of Rs. 360(Rs. 2360 

/-Only), which shall be non-refundable in the form of demand draft/ Banker’s cheque drawn 

from any Nationalized/ scheduled bank in favour of ‘Accounts Officer (Cash), BSNL Corporate 

Office, New Delhi” and payable at “New Delhi”. 

ii. NDA (Non –Disclosure Agreement) on a hundred rupee non-judicial stamp paper, stamped & 

duly signed by authorized signatory along with a self – declaration  (on a bidder company 

Letter head) by the same authorized signatory stating that no addition/ deletion /corrections 

have been made in the downloaded NDA document being submitted and it is identical to the 

NDA document vide Tender No. CA/CIT/video/T - 600/2017  issued on 03 / 10 /2017  

appearing on the BSNL website. 

iii. After submitting the tender fee, NDA &self-declaration as per para (i) & (ii) above, bidder is 

required to register on the E-tender portal https://www.tcil-india-electronictender.com. 

Thereafter the prospective bidder shall be authorized on e-tender portal by MM cell, BSNL, to 

access /download the Tender document from the e-tendering portal. 

https://www.tcil-india-electronictender.com/
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iv. The tender documents shall be issued free of cost to MSE bidders  on production of requisite 

proof in respect of valid certification from MSME for the tendered item  duly signed and 

stamped. 

 

3.  e- Tendering Process  

 

BSNL has decided to use the e-Tendering Process for inviting Bids for this Tender and thus the 

physical copy of the Tender would not be sold. The special instructions to Bidders for e-

Tendering is provided in Section 4-Part C of this Tender. 

 

4. Eligibility C riteria -  

4.1. The Bidder Company shall be registered & incorporated in India under the Companies Act, 

1956 or 2013 as the case may be. 

4.2. The Bidder shall be a company having a minimum average turnover of INR 2.2 crore in last 

three financial years (i.e. 2014-15, 2015-16 and 2016-17). In case of an Indian subsidiary, 

the turnover of the Parent Company shall also be taken into consideration for determining the 

fulfillment of this condition. Annual report / Audited Balance sheets shall be enclosed as 

supporting document.  

4.3. The bidder shall submit the Manufacturerôs Authorization form from OEM for this tender as per Section7 

Part F.  

4.4. The OEM of the video conferencing solution shall provide two customer references from any 

Central Govt./State Govt./Defence/PSU/PSU Banks with a deployment of 50 ports HD MCU 

and 50 Nos. of hardware based video conferencing endpoints. The OEM shall also have two 

customer references in India from any Central Govt./State Govt./Defence/PSU/PSU Banks/ 

Corporate with deployment of 2 nos. of Immersive Telepresence Units. 

4.5. The bidder shall have successfully deployed a fully functional videoconference solution with 

minimum 20 HD ports MCU and 20 HD Video endpoints with minimum one customer in India, 

preferably in a Govt. or a PSU setup. 

4.6. The bidder shall have minimum 4 offices in country with certified post sales engineers  

4.7. The bidder shall have a Valid PAN No. 

4.8. The bidder shall have a Valid Goods and Services Tax Registration Certificate No(s). 

4.9. The bidder shall be a ISO 9000 certified Organisation 

4.10. The OEM for the Video conferencing solution shall be present in the Gartner Magic Quadrant 

for Group Video Systems (leaders & visionaries) for the year 2015 and 2016 both 

4.11. The OEM for the routers, switches shall be present in the Gartner magic quadrant for wired-

and-wireless-lan-infrastructure (leaders & visionaries) for the year 2015 and 2016 both 

4.12. The OEM shall have a Technical Assistance Centre in India 

4.13. The OEM shall have minimum 1 spares depot in India for unaffected service 

4.14. The OEM shall be ISO 9001 and 14001 certified 
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4.15. The proposed products shall not be end of sale at the time of bidding and should not go end of 

support in next 5 years  

 

5. Bid Security/ EMD: 

5.1. The bidder shall furnish the bid EMD of INR   14,08,295.00 in one of the following ways:- 

(a)  Demand Draft/ Bankerôs cheque drawn in favour of   ñAO (Cash), BSNL, C.O. N. Delhiò 

and payable at ñNew Delhiò. 

b)  Bank Guarantee from a scheduled bank in proforma enclosed at 7(A) drawn in favour of 

óDGM (MMT), Bharat Sanchar Nigam Limited, Corporate Office, New Delhiô which should 

be valid for 180 days from the tender opening date. 

5.2. The Micro and Small Enterprise (MSE) units shall be exempted from submission of Bid 

Security deposit on production of requisite proof in respect of valid certification from 

MSME for the tendered item. 

 

6. Date & Time of Submission of Tender bids: on or before 11.30 Hrs of 07.11.2017 

(Tender closing date).   

Note 3: In case the date of submission (opening) of bid is declared to be a holiday, the date of 

submission (opening) of bid will get shifted automatically to next working day at the same 

scheduled time. Any change in bid opening date due to any other unavoidable reason will 

be intimated to all the bidders separately. 

 

7. Opening of Tender Bids: After 00.30 Hours of this tender closing time & on same date 

(07.11.2017). 

 
8. Place of opening of Tender bids: 

 
8.1 Since tender is invited through e-tendering process, the tenders shall be opened through 

óPublic Online Tender Opening Event (POTOE)ô. BSNLôs Tender Opening Officers as well 

as authorized representatives of bidders can attend the Public Online Tender Opening 

Event (TOE) from the comfort of their offices. Kindly refer clause 8 of Section-4 Part C of 

Tender document for further instructions. Tender document can be downloaded from the 

e-tender portal from 18.10.2017 onwards. 

BSNLôs Tender Opening Officers would be conducting Public Online Tender Opening 

Event (POTOE) at ñMMT Section, 2nd Floor, Bharat Sanchar Bhawan, Janpath, New 

Delhiò. 

 

9. Tender bids received after due time & date will not be accepted 

 

10. Incomplete, ambiguous, Conditional tender bids are liable to be rejected.  

 
11. ñCMD, BSNLò reserves the right to accept or reject any or all tender bids without 

assigning any reason. He is not bound to accept the lowest bid.  
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12. The bidder shall furnish a declaration in his tender bid that no addition/ deletion / 

corrections have been made in the downloaded tender document being submitted and it 

is identical to the tender document appearing on the website. 

12.1. In case of any correction/ addition/ alteration/ omission in the tender document, the tender 

bid shall be treated as non-responsive and shall be rejected summarily. 

  

Note 4: All documents submitted in the bid offer should be preferably in English. In case the 

certificate viz. experience, registration etc. is issued in any other language other than 

English, the bidder shall attach an English translation of the same duly attested by the 

bidder & the translator to be true copy in addition to the relevant certificate. 

 

Note 5: All computer generated documents should be duly signed/ attested by the bidder/ vendor 

organization. 

 

The queries in respect of the bid document, if any, can be submitted through email/Fax latest by  

17.10.2017 : 

 

BSNL Contact -1  

BSNL’s Contact Person Mr. P.Balaji Venkatesh, AGM (MMX) 

Telephone/ Mobile 011) 2371 7844 

[between 9:30 hrs to 18:00 hrs on working days] 

E-mail ID balajivenkatesh1962@gmail.com 

 

BSNL Contact -2  

BSNL’s Contact Person Mr. Sanjay Vatsa, Dy. Manager (MMY) 

Telephone/ Mobile 011) 2371 7844 

[between 9:30 hrs to 18:00 hrs on working days] 

E-mail ID srvatsabsnl@gmail.com 

 

 

 

 

  

mailto:balajivenkatesh1962@gmail.com
mailto:srvatsabsnl@gmail.com
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SECTION- 2 

Tender Information 

 

1. Type of tender- :  

a) No. of Bid Submission Stages for tender: Single Stage. 

b) No. of Envelopes for submission of Bids: Two Electronic envelopes 

Note  1 : E-reverse auction shall not be applicable for this tender. 

Note 2 : The bids will be evaluated techno-commercially and financial bids of techno-

commercially compliant bidders only shall be opened. 

 

 

2. Bid Validity Period :150days from the tender opening date 

 

3. Techno-commercial envelope shall contain one set of the following documents:- 

a) 

(i) EMDï Bid Security(Scanned Copy) 

(ii) Cost of the tender documents i.e. tender fee DD (Scanned Copy). 

(iii) Documents stated in clause 10 of Section-4 Part-A.(Eligibility documents) 

(iv) Power of Attorney for signing of bid documents and submission of bid along with 

authorization for executing the said Power of Attorney in accordance with clause-14.3 of 

Section-4 Part-A. (Scanned Copy). 

(v) Clause by clause compliance as per clause 11.2 of Section-4 Part-A. To comply this, the 

bidder should sign on all pages of the tender document and annexures.  

(vi) Proposed Models of equipment (to be filled by the bidder) as in Annexure A. 

(vii) Non-Relation Certificate duly filled & signed. 

(viii) Undertaking & declaration duly filled & signed as per Section 6 

(ix) Bidderôs Profile & Questionnaire duly filled & signed. 

(x) Tender/ Bid form- Section 9 Part A 

(xi) Documentary proof of applicable rate of ED/ CD/ Sales Tax/ VAT /Service Tax, as 

applicable. 

(xii) Certificate of incorporation, if applicable. 

(xiii) Article or Memorandum of Association or partnership deed as the case may be. 

 

b)       Financial envelope shall contain:  

 

Electronic Form- financial along with signed Price Schedule (Section 9 with all relevant 

bid annexures (Since tender invited through e-tendering process). 

 

Note 1:   In case the bidder is unable to upload any of the documents listed above, he 

may submit the same physically. 

  

3.1 Since e-tendering, the following documents are required to be submitted offline (i.e. 

offline submissions) to ñAGM (MM-CFA), BSNL, C.O. 2nd Floor, Bharat Sanchar 

Bhawan, Janpath, New Delhi-110001ò on or before the date & time of submission of bids 
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in a sealed envelope, failing which bid shall be rejected. 

i) EMD ï Bid security (original copy) or valid certification from MSME for the tendered item for 

claiming exemption. 

 
ii) DD/ Bankerôs cheque of Tender fee or valid certification from MSME for the tendered item 

for claiming exemption. 

iii. Power of Attorney in accordance with clause 14.3 of section 4 Part A and 
authorization for executing the power of Attorney.(Original copy) 
iv. Pass - phrases  for technical & financial bid parts in separate sealed envelopes. 

 

3.2 The envelope shall bear the tender number, name of work and the phrase: ñDo Not Open 

Before (due date & time of opening of tender). 

 
4. Award of Contract/ Placement of Order: Purchase Order will be placed by MM Cell, 

BSNL CO on selected bidder. 

 

5. Delivery Schedule: 

 

i. The delivery of the material shall be completed within four weeks from the date of issue 
of Purchase Order and installation should be completed within twelve weeks from the 
date of P.O. If supply and installation is not made within the stipulated period, the penalty 
as specified in penalty clause shall be applicable. 

 

ii. Delivery of the goods and documents shall be made by the supplier in accordance with 
the terms specified by the purchaser in its schedule of requirements and special 
conditions of contracts, and the goods shall remain at the risk of the supplier until delivery 
has been received by the consignee. The delivery of the equipment shall be made to the 
consignee as stated in the purchase order. 
 

6. Consignee:-  

         The details of consignee shall be intimated at the time of placing the PO. 

The items are expected to be supplied at the locations as mentioned at Annexure B. 

 

7. Payment terms 

Payment terms are given in detail in Section 5 Part B 

 

8. Period of Contract: The contract shall be valid for five years from the date of Go Live. 

Go Live is defined in the tender document. This includes two years of warranty post Go 

Live and three years of AMC post warranty. 
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9. CHECK -LIST of DOCUMENTS to be submitted with BID:  

 
 

S. 
No. 

Type of Document 
(Ye
s/ 

No) 

Mod
e 

1.  EMD (DD / BG)  Off 
line 

2.  Tender Document Fee receipt  Off 
line 

3.  MAF - A certificate from the OEM/ manufacturer authorizing the 

bidder to bid for their equipment. The OEM / manufacturer should 

also give undertaking to support the equipment for the contract 

period. The certificate from OEM/Manufacturer should include BSNL 

tender number and date. Refer Section 7 for the format. The 

certificate should be given from OEM of VC solutions as well as 

OEM of networking equipment 

 On 
line 

4.  Copy of Valid PAN No. of the bidder  On 
line 

5.  Copy of Valid Sales Tax Registration/GST Registration  On 
line 

6.  List of all Directors including their name(s), Director Identification 

Number(s) (DIN) and address (es) along with contact telephone 

numbers of office and residence. 

 

 On 
line 

7.  Copy of Annual Financial Statements of the Bidder showing the 
annual turnover in the last three financial years (FY 2014-15, FY 
2015-16 and FY 2016-17).      

 On 
line 

8.  Power of Attorney  Off 
line 

9.  Clause by clause compliance as per clause 11.2 of Section-4 Part-A. 
To comply this, the bidder should sign on all pages of the tender 
document and annexures. 

 Onli
ne 

10.  Documentary proof of applicable rate of ED/ CD/ Sales Tax/ VAT 
/Service Tax/GST 

 On 
line 

11.  Proposed equipments (to be filled by the bidder) as in Annexure A  On 
line 

12.  Non-Relation Certificate duly filled & signed.  On 
line 

13.  Undertaking & declaration duly filled & signed as per Section 6  On 
line 

14.  Bidderôs Profile & Questionnaire duly filled & signed. 
 

 On 
line 

15.  Certificate of incorporation/ Registration Certificate, if applicable.  On 
line 

16.  Article or Memorandum of Association or partnership deed as the 
case may be. 

 On 
line 
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17.  Client certificate (As per Section 7) that the bidder has successfully 
deployed a fully functional videoconference solution with minimum 
20 HD ports MCU and 20 HD Video endpoints in a Govt. or a PSU 
setup. 

 On 
line 

18.  An undertaking by Authorized signatory that the bidder is having 
minimum 4 offices with certified post sales engineers, one technical 
assistance center and a spares depot in the country. Location details 
to be mentioned as well 

 On 
line 

19.  Document / website reference proving that the bidder is a ISO 9000 
certified Organization 

 On 
line 

20.  Document / website reference proving that the OEM for the Video 
conferencing solution is resent in the Gartner Magic Quadrant for 
Group Video Systems (leaders & visionaries) for the year 2015 and 
2016 both 

 On 
line 

21.  Document / website reference proving that the OEM for the routers, 
switches is present in the Gartner magic quadrant for wired-and-
wireless-lan-infrastructure (leaders & visionaries) for the year 2015 
and 2016 both 

 On 
line 

22.  Document/ website reference proving that OEM is ISO 9001 and 
14001 certified 

 On 
line 

23.  Document/website reference proving/an undertaking by Authorised 
signatory that the proposed products shall not be end of sale at the 
time of bidding and should not go end of support in next 5 years 

 On 
line 

24.  An undertaking by the bidder that the entire supplied equipment is 
new and not refurbished 

 On 
line 

25.  Valid MSE Certificate, if applicable. In case the ownership of 

such MSE Entrepreneurs happens to be from SC/ST 

category, proof of the same. 
 

 On 
line 

26.  Client certificate(s) (As per Section 7) to prove that the OEM of the video 

conferencing solution has provided two customer references from any Central 

Govt./State Govt./Defence/PSU/PSU Banks with a deployment of 50 ports HD 

MCU and 50 Nos. of hardware based video conferencing endpoints. Client 

certificate(s) (As per Section 7) to prove that the OEM also has two customer 

references in India from any Central Govt./State Govt./Defence/PSU/PSU 

Banks/ Corporate with deployment of 2 nos. of Immersive Telepresence 

Units. 

On line 

 

 On 
line 

27.  

A self-declaration along with the evidence that the bidder is not black 

listed by GST authorities. 

 On 
line 

28.  

The bidder shall submit an undertaking that incase the supplier gets 

black –listed during the tenure of BSNL contract, then the bidder shall 

ensure that no loss of Input Tax credit shall be borne by BSNL due to 

default of supplier and the same shall be borne by bidder.     

 On 
line 

29.  

In case of multiple GST numbers, all the numbers can be provided as 

Annexure. 

 On 
line 
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Section 3 Part A  
 

Introduction: 
 
 BSNL is a government owned leading telecommunications service provider in India.  It 

provides services for retail customers and offers business solutions for corporate 
customers, including voice, data and other value-added telecommunications services both 
on wire-line and wire-less. 

 
 Through this tender, BSNL intends to implement state of the art video conference solution 

at its corporate office as well as telecom circles  
 

 

Scope of Work  
 

This tender is for Supply, Installation, and Commissioning, Operation and Maintenance of 
video conferencing solution at BSNL Headquarter and various Telecom Circle offices of 
BSNL on turnkey basis and to integrate them with existing network. Broadly the scope of 
Work is defined as below (however specific details are indicated in the other sections of 
the tender document):- 
 

1.  BSNL shall provide the required IP MPLS bandwidth to bidder required for the 

deployment of the videoconferencing set up. 

2.  The complete solution by the bidder shall be IP4 and IPV6 from day one. 

3.  The bidderôs scope includes supply, unload, move to VC conference room, install, 

commission, test & configuration and integrate with offered solution, operation and onsite 

support during warranty and AMC period of all the hardware, software quoted as part of 

this project.  

4.  It is envisaged to have a centralized architecture with items such as MCU, Call control, 

firewall traversal, management software, routers, Switches etc. The offered solution shall 

be scalable to meet future requirements.  

5.  50 ports full HD MCU is required to be installed at the central site in such a way that at 

any point of time 50 full HD MCU ports shall be available to BSNL for any conferencing 

requirement. 

6.  A centralized directory for all the video units across various offices needs to be created, 

which shall be available on the touch panel for ease of dialing. 

7.  The bidderôs scope also includes complete room renovation of the immersive 

Telepresence room as per OEMôs guidelines. OEM should inspect the room before 

starting installation and report to be submitted to BSNL by the bidder.  

8.  The solution shall be quoted with 2 years of product warranty and 3 years of AMC.  

9.  The bidder is required to provide two Resident Engineers for the complete warranty and 

AMC period at BSNL Corporate Office for monitoring, operation, management, 

scheduling, 1st level troubleshooting, ticketing for all the products being supplied as part 

of the complete solution.  

10.  OEM helpdesk must be available to bidder and BSNL, 24x7x365 for remote telephonic 

support and complaint logging 

11.  The Bidder shall have certified engineers in country for all on-site support during the 

product warranty, AMC and installation periods. 
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12.  The solution offered to BSNL shall be latest technology and with products globally made 

available by the OEM with product reference documents in the form of brochures, 

datasheets with product part codes should be available on the OEMôs global website in 

public domain. 

13.  As part of the technical evaluation, it is desired to have a demonstration of the proposed 

video conference solution by the bidder at either OEM premises in India or any existing 

customer site in India. The details of the site visit to be furnished upon request. 

14.  To maintain the video quality of the video conferencing solution, the bidder needs to 
implement QoS parameters in the network so that there is no degradation of the overall 
quality 

15.   Entire supplied equipment shall be new and not refurbished.     
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SECTION 3 PART (B)  

 
Technical Specifications  

  

BSNL has specified the minimum technical specifications as below, however, the bidder is 
free to offer more or additional features to BSNL, thus ensuring to meet the overall 
functionality. Bidder shall be responsible to provide a complete end to end solution. 
 

A)  Personal Videoconferencing end point for Directors  an d ED at 
Corporate Office  
 
  MINIMUM TECHNICAL SPECIFICATIONS  Complied 

Yes/ No  

Size and Form 

Factor 

The solution should be an OEM integrated executive 

video system with a minimum 22" display or higher with 

inbuilt/external codec, inbuilt/external full HD 1080p 

camera, Microphones and integrated speakers.  

  

All the components 22” or higher display, full HD 1080p 

codec, full HD 1080p camera, microphones, 

inbuilt/external touch panel and inbuilt speakers should 

be from the same OEM.  

 

 

The codec should be tightly integrated with the 22” or 

higher screen, so that less space is occupied on the 

Executive's table.  

 

 

The system should also function as a PC Monitor to avoid 

dual monitors on an executive’s cabin. 

 

 

 The OEM website should have information of the quoted 

product along with the brochure. 

 

Camera 63 Degrees or more field of view, 

Privacy Shutter, 1080p@30fps  

 

Protocols SIP , H.323   

Video Standards H.264 or better   

Video  and 

content 

resolution 

1080p   

Video Features Ability to send and receive two live simultaneous video 

sources i.e. content and video in a single call. 

  

Data Sharing The system should support H.239/BFCP   

Video input  Should have HDMI/DVI input to connect PC/ Laptop 

directly to the Video conferencing system 

  

Audio standards 

supported 

G.722,G.711, MPEG 4 AACD or equivalent   

Other Desirable 

features 

Noise Reduction, Automatic Gain control   

Network 

Interfaces 

Min 1 x LAN /Ethernet--10/100/1000Mbps   

Bandwidth Bandwidth up to 3 Mbps or Higher   
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Network 

Capabilities 

Must support Standard based Packet loss recovery 

algorithm to handle packet loss. 

  

 IP Features Quality of Service , IPV4 and IPV6 should be supported 

on Day one 

  

  Dial In and  Dial out Mode should be supported   

Menu Control Password protected system menu   

Encryption AES/SRTP based encryption of calls.   

Audio Privacy: The system should have a provision for a headset for 

private audio conversations.  

  

Integrated 

Audio System 

Integrated stereo speakers and integrated /external 

microphones in the system 

  

Directory 

services 

Should support Local, favorites, inbuilt directory for Ease 

of dialing.  

  

 

 

Immersive Telepresence for Corporate Office  

 
 TECHNICAL SPECIFICATIONS  COMPLIED 

YES/NO  

Form Factor  A Telepresence needs to be set up which should 

have minimum 3 screens of minimum 65” or 

higher with 3 Nos. full HD 1080p60fps cameras to 

capture the participants in the room.  

 

Camera resolution 

and Frame Rate 

The cameras should be Ultra High definition 4K 

cameras should be full high definition 1080P 

supporting 30fps and 1080p 60fps. 

 

Seating Capacity  The Telepresence should be so designed that it 

should easily capture 12 or more participants for a 

live discussion during the Video call.  

The room should have extra seating capacity for 6 

additional people to view the discussion. These 

people will not be part of any ongoing 

Telepresence discussion. 

 

 The reference technical literature of the proposed 

Telepresence system should be available in OEM's 

website in public domain. Board Room Integration 

Solutions based and "mix and match solutions" will 

NOT BE ACCEPTED 

 

Protocols The immersive Telepresence should have inbuilt 

H.264, BFCP based content sharing with 

1080p30fps resolution. 

 

Content Displays The content should be visible on auxiliary 42" 

displays or 55"(or above) Telepresence monitor. 

The immersive Telepresence solution should be 

supplied along with 2 Nos. additional 42" content 

monitors or single 55” monitor 

 

Audio Input  The system should be supplied with minimum 3 or 

more microphones to be positioned in the 

Telepresence room to ensure lowest audible pick 

up from any point of the room. The microphones 

should be powerful enough to overcome audio 

distortion from personal devices such as laptops. 
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Audio Features The immersive telepresence system should have 

spatial audio combined with high-fidelity speaker 

drivers providing lifelike, location-based audio from 

every seat.  

 

Audio, Video 

standards 

The system should have video standards H.264, 

H.265/ H.264 High profile and audio standards 

G.711/G722 / AAC-LD (22 kHz)/equivalent and 

SIP, TIP, BFCP. 

 

Device Operations 

and control 

The Telepresence should be operated by using a 

touch panel for call initiation, presentation sharing 

and call disconnection. The system should be 

supplied with minimum 1 touch panel  

 

 The touch panels should be used for call initiation, 

call disconnection, presentation sharing, 

mute/unmute, integrated directory/contacts 

 

Interoperability  The system should be interoperable with H.323 

and SIP based Video conferencing endpoints. 

 

Integrations The immersive telepresence system should have 

the ability to capture content from a normal/digital 

whiteboard mode so that the content is visible at 

the other end. The bidder needs to create a 

provision for same in the telepresence room 

 

Room Renovation The Telepresence should be properly designed for 

sound acoustics, sound treatment, lighting on 

ceiling to have adequate lighting on the face of 

users. 

 

Network Interface The Telepresence Unit should have 

10/100/1000Mbps Ethernet Interface. 

 

 There should be 24 port Gigabit Ethernet Switch in 

each Telepresence Room so that participants 

seated in the Telepresence room can network to 

the data network if required. 

 

Camera 

Specifications 
Telepresence Camera Specifications: 

CMOS or equivalent sensor 

Three fixed-focal-length lenses 

1080p, 60 fps 

 

Others  The Bidder will be required to do complete room 
renovation required for the immersive Telepresence set 
up including various activities such as for sound 

acoustics, lighting, sound treatment, chairs, tables, 
carpeting, wiring (Audio/ Video/Ethernet), painting, civil 
work if any, conduiting, air conditioning , wall paneling 
for Telepresence room as per the OEM Immersive 
Telepresence Solution Guidelines. Implementation of the 

Telepresence Unit should be done by OEM itself 
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Standalone system with Dual 55ò Led and full HD 1080p codec, 

dual automatic voice tracking camera, microphones for 4 

conference rooms  
 

Feature Specifications 
Compliance 
(Yes/No) 

Package 

Full HD 1080p dual camera, Full HD 1080p Codec, 
Microphone, Cables, and Touch Panel. Codec, camera, 
microphone and touch panel should be from the same OEM. 
Should be open standard based and not based on proprietary 
protocols 

  

Protocols H.323 and SIP Compliant   

  
H.263, H.264. The system should support higher Video 
Compression protocols such as H.264 High Profile/H.265 

  

  H.239, BFCP   

  H.263 & H.264 Video error concealment   

  G.711, G.722, G.722.1 audio protocols   

  H.281 far end camera control   

Video Inputs It should 2 x Full HD Camera Interface.   

  
It should have another inbuilt 1 x HDMI/DVI port for PC/ 
Document Camera etc. 

  

Video Outputs 
It should have atleast3 x HDMI/DVI ports to connect multiple 
displays. 

  

Main Video 
Resolutions 

Shall work in high definition video resolution of 1080p60fps for 
live video for both Transmit and receive 

  

Content 
Resolutions 

The system should support 1080p30fps content along with 
1080p30fps Main Video 

  

Camera Dual camera with Full HD 1080p 60 fps   

  1280 x 1080p CCD/CMOS imager   

  Zoom - 10X optical or more   

  Field of View - 80 Degrees or Higher Horizontal FOV   

  Camera should be supplied with cable of min. 3 mts.   

  

It should be capable of enhancing video conferencing 
experience with advanced speaker-tracking technology based 
on dual camera such that it automatically scans the room and 
seamlessly commands the main camera to appropriately 
frame the speaker during a call without any manual 
intervention. 

  

Audio Inputs 
It should support 3 noôs of Omni Directional Microphones 
either directly or through array. Three Mics with 20 feet cable 
should be supplied Day One 

  

  It should have additional Audio Input for PC Audio   

Audio Outputs It should have at least 1 x HDMI port   

  It should have at least 1 x 3.5mm/ Stereo Line-Out port   

Network Should have 100/1000 Mbps auto speed Ethernet port   

  Support Data Rate of 6 Mbps or more on IP (H.323 and SIP)   

Multipoint 
The system should have capability to connect to 3more 
locations all with Full HD resolution (1+3) using the inbuilt 
capability 

  

Other Ports 
Serial/Ethernet control port for integrating with external control 
system 

  

Other Features 
Should work with IPv4 and IPv6 addressing schemes and  
Should be ipv4/ipv6 compliant from Day 1 

  



Page 16  of 147  

________________________________________________________________________  

  Should support QOS (Quality of Service) definitions   

  Should support H.460.X Firewall traversal protocol   

  Global Directory / Centralized directory support   

Power Should operate on 230v, 50 Hz Power supply   

 

 

Display 

Diagonal Size 55" (Professional Series)  

Panel Type LED Backlit with min 60 Hz Refresh rate  

Resolution 1920x1080 (16:9)  

Brightness 450 nits  

Native Contrast 
Ratio 

5000:1 
 

Viewing Angle 178:178  

Response Time 6 ms  

Connectivity ï 
Input 

Analog D-SUB, DVI-D, HDMI(2), Component (CVBS 
Common),Display Port 1.2 Stereo mini Jack 

 

Connectivity ï 
Output 

Stereo mini Jack, Display Port 1.2 
 

External Control RS232C(in/out) thru stereo jack, RJ45  

Speakers Built in Speaker(10W + 10W) (No External Speakers allowed) 
 

Power Supply 
Internal Power Supply, AC 100 - 240 V~ (+/- 10 %), 50/60 Hz, 
TBD, Sleep mode less than 0.5W 

 

Operating 
Temperature 

0ᴈ~ 40ᴈ 
 

Humidity 10~80%  

Certifications UL, FCC (USA) class A, ENERGY STAR 6.0, BIS  
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Standalone system with 55ò Led and full HD 1080p codec, 

camera, microphones for rooms of territorial  CGMs  
 

Feature Specifications 
Compliance 
(Yes/No) 

Package 
Full HD 1080p camera, Full HD 1080p Codec, Microphone, 
Cables, Touch Panel. Codec, camera, microphone and touch 
panel should be from the same OEM  

  

Protocols H.323 and SIP Compliant   

  
H.263, H.264. The system should support higher Video 
Compression protocols such as H.264 High Profile/H.265 

  

  H.239, BFCP   

  H.263 & H.264 Video error concealment   

  G.711, G.722, G.722.1 audio protocols   

  H.281 far end camera control   

Video Inputs It should have 1 x Full HD Camera Interface.   

  
It should have another inbuilt 1 x HDMI/DVI port for PC/ 
Document Camera etc. 

  

Video Outputs 
It should have at least 3 x HDMI/DVI ports to connect multiple 
displays. 

  

Main Video 
Resolutions 

Shall work in high definition video resolution of 1080p60fps for 
live video for both Transmit and receive 

  

Content 
Resolutions 

The system should support 1080p30fps content along with 
1080p30fps Main Video 

  

Camera Full HD 1080p 60 fps   

  1280 x 1080p CCD/CMOS imager   

  Zoom - 10X optical or more   

  Field of View - 80 Degrees or Higher Horizontal FOV   

  Camera should be supplied with cable of min. 3 mts.   

Audio Inputs 
It should support 3 noôs of Omni Directional Microphones 
either directly or through array. Three Mics with 20 feet cable 
should be supplied Day One 

  

  It should have additional Audio Input for PC Audio   

Audio Outputs It should have at least 1 x HDMI port   

  It should have at least 1 x 3.5mm/Stereo Line-Out port   

Network Should have 100/1000 Mbps auto speed Ethernet port   

  Support Data Rate of 6 Mbps or more on IP (H.323 and SIP)   

Multipoint 
The system should have capability to connect to 3 more 
locations all with Full HD resolution (1+3) using the inbuilt 
capability 

  

Other Ports 
Serial/Ethernet control port for integrating with external control 
system 

  

Other Features Should work with IPv4 and IPv6 addressing schemes   

  Should support QOS (Quality of Service) definitions   

  Should support H.460.X Firewall traversal protocol   

  Global Directory / Centralized directory support   

 Should be ipv4/ipv6 compliant from Day 1  

 
Should be open standard based and not based on proprietary 
protocols 

 

Power Should operate on 230v, 50 Hz Power supply   

 

 

 



Page 18  of 147  

________________________________________________________________________  

Display 

Diagonal Size 55"(Professional Series)  

Panel Type LED Backlit with min 60 Hz Refresh rate  

Resolution 1920x1080 (16:9)  

Brightness 450 nits  

Native Contrast 
Ratio 

5000:1 
 

Viewing Angle 178:178  

Response Time 6 ms  

Connectivity ï 
Input 

Analog D-SUB, DVI-D, HDMI(2), Component (CVBS 
Common),Display Port 1.2 Stereo mini Jack 

 

Connectivity ï 
Output 

Stereo mini Jack, Display Port 1.2 
 

External Control RS232C(in/out) thru stereo jack, RJ45  

Speakers Built in Speaker(10W + 10W) (No External Speakers allowed) 
 

Power Supply 
Internal Power Supply, AC 100 - 240 V~ (+/- 10 %), 50/60 Hz, 
TBD, Sleep mode less than 0.5W 

 

Operating 
Temperature 

0ᴈ~ 40ᴈ 
 

Humidity 10~80%  

Certifications UL, FCC (USA) class A, ENERGY STAR 6.0, BIS  
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OEM integrated system with a 55" LED /LCD  display, full HD 

1080p codec, camera for CMD  room  

 
Features Specifications Complied 

(Yes/No) 

Form Factor ¶ The solution should be an OEM integrated system 

with a single 55" or more LED/LCD display, full 

HD 1080p codec, Microphones and touch panel 

 

¶ All the components including single 55"display with 

floor mounting kit/Wall mount, codec, camera, 

microphones and touch panel should be from the 

same OEM. The bidder shall provide floor mount or 

wall mount as per decision of BSNL 

 

¶ The OEM website should have information of the 

quoted product along with part numbers on 

brochures. No customized fabricated units should be 

quoted by the bidder 

 

Video Standards H.263, H.264,H.265/H264 High profile  

 H.264 should be possible when sending or receiving 

two live video sources e.g. Presenter and 

Presentation. 

 

Protocol H.323 , SIP and TIP  

Video Frame Rate Should support 60 fps with 1080p resolution from 

day one 
 

Video Features Ability to send and receive two live simultaneous 

video sources in a single call, so that the image from 

the main camera and PC can be seen 

simultaneously. 

 

Content Sharing Should support H.239 and BFCP protocols with full 

High definition resolution for presentations.  

 

 

The VC endpoint should be able to do wireless and 

wired content sharing during the call 
 

Video Output The system should be an OEM integrated solution 

with a single 55"(or more) LED/LCD Monitor with 

floor mounting /wall mounting kit 

 

Video Input Should have DVI (Digital Video Interface)/HDMI 

input to connect PC / Laptop directly to the Video 

conferencing system and display resolutions 

HD1080p along with PC Audio. 

 

Audio standards 

supported 

G.711, G.722, G.722.1 standards must be supported.  

Other Desirable 

features 

Noise Reduction, Automatic Gain control, Acoustic 

Echo Canceller 
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Audio Interfaces The system should be supplied with minimum 2-

table top microphones day one. 
 

The pickup of the microphones should be at least 10 

feet from the microphone. 
 

Echo Cancellation for every input must be available.  

The system should have inbuilt speakers as part of 

the integrated unit 

 

Network Interfaces 1 LAN / Ethernet - 10/100/1000 Mbps full duplex  

Bandwidth IP bandwidth up to 6 Mbps  

Network 

Capabilities 

Packet Loss Based Down-speeding  

H.323/ IP Features Quality of Services, IPV4 and IPV6  

 Auto Gatekeeper discovery  

 Network Address Translation(NAT) support  

 Standards based- Packet Loss Recovery feature on 

H.323 call 
 

 Should support URL Dialing  

SIP Features The endpoints must support SIP in addition to H323 

protocol 
 

Menu Control Password protected system menu  

Encryption of 

video call 

ITU-T standards based Encryption of the video call  

 Call should be encrypted end-to-end on IP  

 Should support Standards-based: H.235 and AES 

Encryption via Automatic key generation and 

exchange.  

 

 Ability to manually turn encryption On or OFF 

should be there. 
 

Camera Dual Full HD 1080p automatic voice tracking 

cameras CMOS or equivalent 
 

PTZ Capabilities : +/-10° tilt, +50/-50° pan,  

Camera Zoom: Minimum of 10x optical or more 

zoom 
 

1920 x 1080 pixels progressive @ 60fps  

Should have at least 65 degrees field of view  

Device Operations The device should be operated for call connection, 

disconnection, presentation sharing using a start of 

the art touch panel 

 

Inbuilt Multisite 

1+3 

Must have built-in Multi-conference capability to 

connect at least 1+3  sites at 1080p in a continuous 

presence mode 

 

Directory services Should support Local and Global directories.  
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Desktop Clients with HD Web Cameras and Audio Kits 

Solution 
Video Client must be standards based Software VC systems. It should work Windows and 
MAC based operating system, and should interoperate with multiple vendorsô MCU & 
endpoints.  

Video 
Standards 
and 
Protocols 

H.323/SIP, H.264 

Video 
Features 

Display up to full screen 

  Far end camera control 

  Video privacy (video mute) 

  Packet Loss Recovery 

  Dynamic video input/output selection 

Video 
Resolution 

Up to 720p, 30fps 

Audio 
Standards 
and 
Protocols:  

G.711, G.722, G.722.1 

Audio 
Features 

Dynamic audio input/output selection 

 Audio lost packet recovery 

 DTMF 

Content H.239 (H.323) / BFCP (SIP) 

  Up to HD720p 

  View shared content 

  Share specific application 

Security H.460 firewall traversal 

  AES-128 bit media encryption or SIP SRTP 

  

Presence The Desktop clients should show presence status of users - Available/Busy/Idle/Offline. 

Instant 
Messaging 

The Desktop Client should support instant messaging between the users. 

 
All software upgrade and update of the client should be pushed from the central 
Infrastructure. 

 
USB based Camera with Twin Microphone having on board H.264 encoding with min. 90 degree viewing 
angle. 

Solution 
USB based Camera with Twin Microphone having on board H.264 encoding 
with min. 90 degree viewing angle. 

Video Standards 
and Protocols 

webcam to support H.264  

webcam field-of-
view 

view ï 90 degrees 

Video Resolution Up to 720p 

Pan, tilt and zoom 
option  

Pan, tilt and zoom within the 90-degree field-of-view scene for focused 
viewing during desktop video conferences 

Convenient privacy 
shutter 

Easy lens enclosure for added privacy and security. 

Plug-and-play USB 
connectivity 

Easily connects to PCs or Mac with no additional software required. 

Audio USB speakerphone with Bluetooth & NFC connectivity 
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Network Solution  

a)  Remote end Router ( for BSNL CO and Circle Offices )  

Architecture  

The Router should support  modular architecture, multi-core 

Processor,1RU .The Router should support Online insertion and 

removal of modules 

DRAM  1G DRAM &  2 GB flash memory  

Console or 

auxiliary port  The Router should support 1 USB console port  

WAN 

interfaces  

The Router should support 1 port combo GE RJ45 /SFP onboard WAN 

ports 

LAN 

interfaces  The Router should support 8 RJ-45 onboard LAN 10/100/1000 ports 

Power 

specifications  

AC Power Adapter  

● Maximum power consumption: 60W,Input voltage and currents 

supported: 100–240 VAC  

Enhanced 

Features  

● Generic routing encapsulation (GRE) and MGRE/GDOI or equivalent 
● Standard 802.1d Spanning Tree Protocol 

● Layer 2 Tunneling Protocol (L2TP)/ IPSEC, Network Address 

Translation 

● Dynamic Host Configuration Protocol (DHCP) server, relay, and 

client 

● Router should have ability to intelligently identify and classify 

Mission critical applications on WAN and should be able to guarantee 

a minimum amount of bandwidth, policy routed, and mark for 

preferential treatment.  

● IPv6 translation: Transport packets between IPv6-only and IPv4-

only endpoints /Dual stacking 

●  Access control lists (ACLs) 

● IPv4 and IPv6 Multicast 

● RIPv2,Open Shortest Path First (OSPFv3),Border Gateway Protocol 

(BGP4+) 

● Policy based routing, Virtual Route Forwarding (VRF) Lite, Next Hop 

Resolution Protocol (NHRP) 

● Bidirectional Forwarding Detection (BFD) 

Switch 

features  

● Auto Media Device In/Media Device Cross Over (MDI-MDX) 

● 802.1Q VLANs, MAC filtering, Switched Port Analyzer (SPAN),Storm 

control 

● Internet Group Management Protocol Version 3 (IGMPv3) snooping, 

802.1x 
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Security 

features  

Secure connectivity:  

● Support SSL/SSH for remote access. 

● Hardware-accelerated DES, 3DES, AES 128, AES 192, and AES 256 

● Public-key-infrastructure (PKI) support 

● 20 IPsec tunnels 

● Site to site VPN  tunnels can be created between the hub and 

spokes through RFC2332/IPSEC& Multicast over IPSec. 

● IPsec with IKEv1& IKEv2, IPsec over IPV6, VRF-aware IPsec  

● VRF-aware IPsec 

● IPsec over IPv6 

● Session Initiation Protocol (SIP) application layer gateway 

Security 

features  

Firewall:  

● Zone-Based Policy Firewall 

● VRF-aware stateful inspection routing firewall 

● Stateful inspection transparent firewall 

● Advanced application inspection and control 

● Secure HTTP (HTTPS), FTP, and Telnet Authentication  

● Dynamic and static port security 

● Firewall stateful failover 

● VRF-aware firewall 

QoS features  

Low Latency Queuing (LLQ),Weighted Fair Queuing (WFQ), Class-

Based WFQ (CBWFQ),Standard Traffic Shaping, Standard Traffic 

Policing, Policy-Based Routing (PBR), RsVP, cRTP, application 

recognition 

Management 

features  

IP service-level agreement (IP SLA) or equivalent, Telnet, SNMPv3, 

SSH2, CLI, and HTTP management, RADIUS and TACACS+ 

 

High -

availability 

features  
● Virtual Router Redundancy Protocol (VRRP)  

IPv6 features  

● IPv6 addressing architecture 

● IPv6 name resolution 

● IPv6 statistics 

● Internet Control Message Protocol Version 6 (ICMPv6) 

● should be IPv6 Ready from day one. 
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BACKEND INFRASTRUCTURE  

 

1)  Multipoint control Unit with Call Control with firewall 

traversal and  management and scheduling  

 Minimum Technical Specification  Complied 

Yes/No  

Form Factor The MCU shall be at least 1U or more provided with all 

the necessary accessories to integrate into a 19 inches 

or 23 inches rack. The MCU should support redundant 

power supply from day 1 

  

 The MCU shall operate on a non-Windows based 

operating system. 

  

Network Interface The MCU shall have 2x10/100/1000 Mbps Ethernet 

interface for IP communication and dedicated 

serial/USB/Ethernet connection for 

maintenance/upgrade. 

  

Ports The MCU should support 50 ports at HD1080p 30fps 

(transmit and receive) or 100 Ports HD 720p up to 4Mbps 

on IP in continuous presence mode with 30fps and H.264 

AVC resolution and AES encryption on the MCU in the 

same chassis/appliance.  

  

Standards The MCU should support H.323, SIP standards for 

communications. 

  

Video standards The MCU should support H.263, H.264 AVC   

Resolution and 

frame rate 

The MCU should support 1080p60fps, 1080p 30 fps, 

720p 60 fps and 720p 30fps and 4CIF30 

  

Standards - 

Presentation 

The MCU should support content sharing using standard 

based H.239 /BFCP over SIP with HD 1080p30p 

resolution 

  

 The MCU should support H.239 and encryption in SIP & 

H.323 modes 

  

Standards - Audio It should support G.711, , G.722, G.722.1, AAC LC 

/AAC-LD or better 

  

Audio Features Automatic Gain Control and Automatic Noise 

Suppression 

  

Aspect Ratio The MCU shall support aspect ratio of 16:9 and 4:3.   

 The MCU shall support a mix of resolutions in both Voice 

Activated mode and Continuous Presence. 

  

 Each endpoint shall receive at the maximum of its 

capacity without reducing the capacity of another. 

  

Conference 

Features 

Dynamic CP layout adjustment (MCU will choose the 

best video layout according to the number of 

participants in the conference).Must support embedded 

site naming, Active speaker with border highlight video 

participant. The MCU must also support the ability to 

view at least 16 sites minimum simultaneously on the 

screen.  

  

Conference 

Features 

The MCU should support distributed architecture with 

intelligent and automatic call routing. The MCU should 

be able to register and authenticate with H.323 

gatekeeper / SIP registrar. 
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 The solution should support Permanent conferences, 

which can allow users to join into a conference call, 

without reaching out to the administrator. 

  

 The MCU shall support an inbuilt/external reservation 

plug-in for scheduling calls. 

  

 The MCU should support User and managed mute 

control, DTMF support.  

  

 The MCU should support dial in, dial out, adhoc and 

scheduled conferences. 

  

 The MCU must support minimum 10 or more conference 

layouts. 

  

 The MCU must support scheduled, on demand calls and 

hybrid calls in any combination across Port capacity and 

it should be possible to schedule/support multiple 

multiparty conferences on the MCU from day one. 

  

Security The MCU shall support AES encryption using H.235 V3 

for every participant without affecting any other feature, 

functionality or port count. 

  

 The MCU must support TLS / QoS. The MCU must 

provide standards based on method of compensating 

and correcting for packet loss of media streams. 

  

IPV4 and IPV6 The MCU shall interoperate with multiple vendors’ 

endpoints. The supported mediums should be IP v4 and 

IP v6. 

  

Updates All software updates and upgrades should be pushed on 

the client from the central server 

 

Other Features The user should be able to join the video meeting with 

an internet user by sending a guest link to the remote 

user 

 

 The guest user should be able to join the meeting from 

the IE / equivalent browser  

 

 Each personal VC endpoint user should be provided with 

a unique meeting room ID and a Unique PIN to ensure 

adhoc meetings without much dependency on the IT 

teams 

 

 Both room based VC users and internet mobile users 

should be able to seamlessly join into these adhoc 

meetings by dialing the unique meeting room ID from 

their devices. 

 

 The MCU should allow creation of dedicated meeting 

rooms for all BSNL executives so that they can initiate 

multiparty calls as and when required without the 

administrator. 

 

 

 

2) Call Control,  Scheduling,  Management and Firewall Traversal -  

Call control server must provide call control capabilities on H.323/SIP 

protocol.  

Complied  

Yes/No  

  The Call control server must be able to provide 

Gatekeeper services using H323 protocol. It should be 

able to integrate with other Gatekeepers using H323 

trunks or Neighboring Trunk. The Call control server must 

also provide SIP registrar and SIP proxy service.  

  

H323 

registration: 

The video conferencing endpoints and MCU must be able 

to register with the H323 Gatekeeper. 
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SIP 

registration: 

The video conferencing endpoints and MCU must be able 

to register with the SIP Server. 

  

H.323-SIP 

interworking 

The Call control device should be able to connect calls 

between "H323 only device "and "SIP only device". 

  

IPV4-IPV6 

Interworking 

The Call control device should be able to interwork 

between IPV4-IPV6 networks. 

  

Capacity Should allow at least 500 device registrations and 

minimum 50 concurrent calls from day one. The solution 

should be scalable to 200 concurrent calls in future by just 

adding licenses in the same box, without changing the 

hardware 

  

Bandwidth 

management 

Should allow restricting the bandwidth at the server level 

so that calls cannot exceed the defined bandwidth. 

  

  Firewall Traversal Solution to allow Video calls to be made 

from the intranet network to the Internet and vice versa. 

The calls should be H323 and SIP and must be able to 

support HD resolutions.  

  

Standards Should support firewall traversal solution using the 

H.460.18 / H.460.19 protocol. 

  

Dial plan and 

call 

connectivity 

The solution should support ability to call to public IP 

addresses. 

  

  Should support the ability for devices on the internet to be 

reached using a H323 ID or E.164 alias. 

  

Capacity Should support at least 50 concurrent calls over the 

Internet with H.264 video compression  from day one and 

must have the scalability to upgrade to 100 concurrent 

calls traffic with H.264 video compression in future on the 

same hardware. 

  

Protocols Should support all the H323 and SIP functionalities such 

as: H.239, BFCP, AES encryption, H.235 

  

Management Management of recommended Video Conferencing devices 

and Infrastructure shall be deployed centrally 

  

  The Management application should provide system 

management capabilities of all the proposed full high 

definition solution comprising of video conferencing 

endpoints, MCU, Gate keepers, firewall traversal. It should 

be possible to get detailed configuration of these devices. 

  

  It should allow monitoring of conferences and participant    

  The system must be able to manage minimum 100 

devices including endpoints and call control from day one 

and should be scalable to 500 devices in future on the 

same hardware by just adding licenses, without any 

additional hardware 

  

Scheduling The Application should Schedule multi-point conferences   

  MCU meetings that will have Dial in and dial out 

participants from the MCU. 

  

  Lock conference, Preventing new participants from joining.    

  Should be able to book recurring meetings and video 

resources 

  

  Should show overview of scheduled meetings, resources 

and participants. 

  

Templates / 

Provisioning 

The application should have provision for custom template 

creation for management and provisioning. 

  



Page 27  of 147  

________________________________________________________________________  

  It must be possible to monitor live ongoing conferences. 

Both Scheduled as well as ad-hoc conferences must be 

manageable. 

  

  Functionalities such a mute/unmute of individual sites, 

connect/disconnect of individual sites, view bandwidth of 

each sites, audio and video protocol of each site, snapshot 

if needed must also be possible. 

  

 

3) CORE ROUTER  

 

Minimum Required Specifications  

Complian

ce  

Yes/No  

 
The router should support IP routing, IP multicast, QoS, 

multiprotocol label switching (MPLS), VPNs and redundant 

power supply. 

  

Interfaces/Modules 

and Ports Routers should have at least 1 or more free slots for LAN 

or WAN modules after populating all interfaces. Router 

should have minimum 4 GB of DRAM/RAM & should 

support increasing of flash/compact flash size 

  

Performance The router should have a minimum performance of 2 Gbps 

or more   
  

 

The router shall support adaptive routing adjustments by 

doing routing path selection based upon advanced criteria 

like Response time, packet loss, delay, jitter and traffic 

load to intelligently control the traffic to maximize the 

quality of the user experience. 

  

 
Routers should support marking, policing and shaping   

IPV4 and IPV6 IPv4 and IPv6 enabled from day one   

Protocols 

HSRP/VRRP, Static Routes, RIPv1, RIPv2, RIPng, OSPFv2, 

OSPFv3, BGP4, MBGP, BGP route reflector, BFD, Policy 

based routing IGMP V1/V2/V3, PIM-DM, PIM-SM enabled 

from day one 

  

 
Should support SLA monitoring for metrics like delay, 

latency, jitter, packet loss  

Parameters 
Support for accounting of traffic flows for Network 

planning and Security purposes 
  

 
Should support extensive support for SLA monitoring for 

metrics like delay, latency, jitter, packet loss, 
  

 Routers should support SNMPv2 and SNMPv3   
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 Routers should support Software upgrades   

 Extensive debugs on all protocols   

 Shall support Secure Shell for secure connectivity   

 

Should support Out of band management through Console   

 Pre-planned scheduled Reboot Facility   

 Real Time Performance Monitor – service-level agreement 

verification probes/alerts 
  

 The Router should be NDPP or EAL3 certified at the time 

of Bidding 
  

 
All necessary SFP's, interfaces, connectors, patch cords (if 

any) & licenses must be delivered along with the Router 

from day one. 

  

 
The Router should be 19" Rack mountable & should be 

supplied with Indian standard AC (5Amp) power cord. 
  

Interface 

requirement- Day 

one 

Interfaces on Day1: The router should be supplied with 2 

No. of onboard 10/100/1000 BaseT WAN or LAN Port, 2 

GE RJ45 ports and 1SFP based GE Port  

  

 

4) CORE SWITCH  

 

Technical Specifications  

Complian

ce  

Yes/No  

Performance The product MUST be capable to deliver at least 1.44 Tbps 

and 1150 mpps of non-blocking performance FIXED PORT 

SWITCH 
  

 The product SHOULD have latency of less than 2 

microseconds   

 The product SHOULD have air-intake at the front   

 The product SHOULD support at least 48 x 1 G SFP/10G 

SFP+ ports   

 The product SHOULD support at least 6 x 40G ports   

 All the components MUST be hot-pluggable   

Power 

Requirements Power Input Requirements: 100 to 240 VAC, 50 to 60 Hz   

 The product SHOULD support 1+1 redundancy modes hot 

swappable Power Supply   

 Operating  temperature: 0 to +40ºC    

 Relative humidity: 5 to 90%    
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General Features 

Requirements 

The product SHOULD be able to support the following 

features by upgrading software and without any hardware 

changes. The software must be already available and 

ready for testing if required:   

 1. VRF   

 2. VXLAN   

 3  BGP / OSPF / Static   

 4. vPC/ECMP   

 5. HSRP/VRRP   

 6. IGMP Snooping   

 7. Router/VLAN/Port ACL   

 8. SPAN/ERSPAN   

 
 

  

Availability 

Requirements 
The product SHOULD support STP (Spanning Tree 

Protocol)   

 The product SHOULD support RPVST (Rapid Per VLAN 

Spanning Tree Protocol)   

 The product SHOULD support MST (Multiple Spanning Tree 

Protocol)   

 The product SHOULD support at least 500 Rapid per-VLAN 

Spanning Tree (RPVST) instances   

 The product SHOULD support at least 64 Multiple Spanning 

Tree (MST) instances   

 
 

  

Security 

Requirements 
The product SHOULD support access control in hardware 

  

 The product SHOULD support MAC ACL   

 The product SHOULD support RADIUS, TACACS+, AAA   

 
 

  

Routing 

Requirements  

The product SHOULD support at least 12K IPv4 and 6K 

IPv6 unicast routes   

 The product SHOULD support at least 8k multicast routes   

 The product SHOULD support at least 1000 VRF Instances   

 The product SHOULD support dual stack   

 The product SHOULD support at least 45k IPv4 ARP   

 The product SHOULD support at least 64 ECMP    

 The product SHOULD support HSRP/VRRP, SVI, Policy 

Based Routing, BFD, BGP, OSPF, Static Route, DHCP and 

DHCP relay   

High Availability 

Requirements     

 The product SHOULD support Power supplies   

 The product SHOULD support ECMP   

 The product SHOULD support virtual Port Channel   
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Operation and 

Management 

Requirements  
 

  

 The product SHOULD support SNMPv1, v2, and v3 

instrumentation, delivering comprehensive in-band 

management   

 The product SHOULD provide Command line interface 

(CLI)-based management console to provide detailed out-

of-band management   

 The product SHOULD have support HTTP/HTTPS interface   

 The product SHOULD support XML/NetConf interface   

 The product SHOULD support syslogs   

 The product SHOULD support neighbor discovery with CDP 

and LLDP   

 The product SHOULD support SPAN or ERSPAN   

 The product SHOULD support RMON   

 Interfaces on Day1: The Switch should be supplied with 

16x 1 G RJ45 SFP, 4 1G LX SFP, 4 10 G LH SFP+ ports   

 

5) CORE FIREWALL  

 
Minimum Required Specifications  

Compliance 

Yes/No  

 

 

  

Industry 

Certifications 

and Evaluations  
The proposed vendor must have a track record of 

continuous improvement in threat detection and must 

have successfully completed NSS Labs’ NGFW 

Methodology testing with a minimum exploit blocking 

rate of 95% or more   

 

 

  

Hardware 

Architecture  The appliance based security platform should be capable 

of providing firewall, IPS, URL filtering and VPN (both 

IPSec and SSL) functionality in a single appliance    

 
The appliance hardware should be a multicore CPU 

architecture with a hardened 64 bit operating system to 

support higher memory   

 
Proposed appliance should have integrated redundant 

power supply   

Performance & 

Scalability   

 

  

 It should support throughput (FW + AVC) of up to 4 

Gbps   

 
It should support Maximum concurrent sessions of 2 

Million   

 It should support 240000 max. new 

connections/sessions per second   

 It should have 10nos 10/100/1000 BaseT Ethernet 

Interfaces and 2 nos. of 10 Gigabit LH SFP+ Ethernet 

Interfaces (populated). After populating the asked 

interfaces, it should have additional 4x1G SFP slots 

vacant for future scalability    
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Firewall 

Features  

 

  

 
Firewall should support creating access-rules with IPv4 & 

IPv6 objects simultaneously   

 Should support Static, RIP, OSPF v2 & v3,BGP, BGPv6,  

PBR   

 Firewall should support SLA monitoring for static routes    

 
Should support Non Stop Forwarding in HA during 

failover and Graceful Restart   

High - Availability 

Features  

 

  

 
Firewall should support stateful failover of sessions in 

Active/Standby, Active/Active mode or Clustering mode   

 
Firewall should support ether channel functionality for 

the failover control & date interfaces for provide 

additional level of redundancy    

 
Firewall should support redundant interfaces to provide 

interface level redundancy before device failover     

 
Firewall should support 802.3ad Ether channel 

functionality to increase the bandwidth for a segment.   

 Firewall should support failover of IPv4 & IPv6 sessions     

 
Firewall should replicate Nat translations, TCP,UDP 

connection states, ARP table, ISAKMP & IPSec SA's, SIP 

signaling sessions   

VPN Features  

 

  

 
Firewall should support client based and clientless SSL 

vpn from day one.    

 

Firewall should support latest IKEv2 standards for 

supporting SHA-2 256   

 

For Mobile devices the SSL VPN/IPSEC client software 

should also be available for download from the Mobile 

Application Store/Market/OEM website other than the 

Firewall/Device.   

 
Should support pre-shared keys & Digital Certificates for 

VPN peer authentication   
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Support Next 

Generation IPS  

 

  

 

Should support the capability of passively gathering 

information about virtual machine traffic, network hosts 

and their activities, such as operating system, services, 

open ports, client applications, and vulnerabilities, to 

assist with multiple activities, such as intrusion event 

data correlation, elimination of false positives, and policy 

compliance.   

 Should support the capability of automatically providing 

the appropriate inspections and protections for traffic 

sent over non-standard communications ports. 
  

 Should support the capability to link Active Directory 

and/or LDAP usernames to IP addresses related to 

suspected security events. 
  

 Should support the capability of detecting and blocking 

IPv6 attacks.  
  

 Solution support the capability of IP reputation 

intelligence feeds from third party/in house and custom 

lists of IP addresses including a global blacklist. 
  

 

Solution support the capability of passively gathering 

details unique to mobile devices traffic to identify a wide 

variety of mobile operating systems, mobile applications 

and associated mobile device hardware.   

 

The device OEM must support its own threat intelligence 

analysis center and should use the global footprint of 

security deployments for more comprehensive network 

protection.    

 

 The detection engine should support capability of 

detecting and preventing a wide variety of threats (e.g., 

malware, network probes/reconnaissance, VoIP attacks, 

buffer overflows, P2P attacks, etc.).   

 
Should be able to identify attacks based on Geo-location 

and define policy to block on the basis of Geo-location   

 The detection engine should support the capability of 

detecting variants of known threats, as well as new 

threats   

 
The detection engine must support the capability of 

incorporate multiple approaches for detecting threats, 

including at a minimum exploit-based signatures, 

vulnerability-based rules, protocol anomaly detection, 

and behavioral anomaly detection techniques. Identify 

and explain each type of detection mechanism 

supported.   
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Management  

 

  

 
Firewall should support management of firewall policies 

via Cli, SSH & GUI management capabilities   

 
Firewall should support syslog with the functionality of 

sending syslogs messages    

 
Firewall should support packet capturing functionality to 

send the packet capture to Wire shark for detailed 

packet analysis   

 Firewall should support SNMP v1,2c & 3 simultaneously    
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Section 4 Part A  

GENERAL INSTRUCTIONS TO BIDDERS (GIB)  

1.  DEFINITIONS:  

(a) “The Purchaser” means the CMD, Bharat Sanchar Nigam Ltd. (BSNL), New Delhi 

(b) “The Bidder” means the individual or firm who participates in this tender and submits its bid. 

(c) “The Supplier” or “The Vendor” means the individual or firm supplying the goods under 

the contract. 

(d) “The Goods” means all the equipment, machinery, and/or other materials which the Supplier 

is required to supply to the Purchaser under the contract. 

(e) “The Advance Purchase Order” or “Letter of Intent” means the intention of Purchaser to 

place the Purchase Order on the bidder. 

(f) “The Purchase Order” means the order placed by the Purchaser on the Supplier signed by 

the Purchaser including all attachments and appendices thereto and all documents 

incorporated by reference therein.  The purchase order shall be deemed as “Contract” 

appearing in the document. 

(g)    “The Contract Price” means the price payable to the Supplier under the purchase order for 

the full and proper performance of its contractual obligations. 

(h)     “Validation” is a process of testing the equipment as per the Generic Requirements in the 

specifications for use in BSNL network.  Validation is carried out in simulated field 

environment and includes stability, reliability and environmental tests. 

(i) “Telecom Service Provider ” means any Telecom operator in India, who is licensed by the 

Department of Telecommunications (DOT), Government of India to provide telecom services 

to the general public or to the other DOT licensed Telecom operators. 

“Telecom Service Provider ” also refers to any Telecom operator in other countries providing 

telecom services to general public of that country or to other telecom operators of the same 

country.  

In this tender, reference to TSP also cover Internet Service provider (ISP). 

(j) RPOP- Regional Point of Presence (Policy manager and authentication platform presently 

installed by BSNL. 

(K) “Successful bidder(s)” means the bidder(s) to whom work in this tender is awarded. 

2.  ELIGIBILITY CONDITIONS:  

2.1   Kindly refer to Section ï 1 i.e. detailed NIT. 

 

3.  COST OF BIDDING  

The bidder shall bear all costs associated with the preparation and submission of the bid. The 

Purchaser will, in no case, be responsible or liable for these costs, regardless of the conduct or 

outcome of the biding process.  

4.  DOCUMENTS REQUIRED  

4.1 The goods required to be supplied; bidding procedures and contract terms and conditions are 

prescribed in the Bid Documents. The contents of the Bid documents are specified in the 

covering letter. 
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4.2 The Bidder is expected to examine all instructions, forms, terms and specifications in the Bid 

Documents and clarifications /amendments/ addenda, if any. Failure to furnish all information 

required as per the Bid Documents or submission of the bids not substantially responsive to 

the Bid Documents in every respect will be at the bidder’s risk and may result in rejection of 

the bid. 

5.  CLARIFICATION OF BID DOCUMENTS  

5.1 A prospective bidder, requiring any clarification on the Bid Documents shall notify the Purchaser 

in writing by FAX or by Email of the Purchaser as indicated in the invitation of Bid. The Purchaser 

shall respond in writing to any request for the clarification of the Bid Documents, which it receives 

21 days prior to the date of opening of the Tenders. Copies of the query (without identifying the 

source) and clarifications by the Purchaser shall be sent to all the prospective bidders who have 

received the bid documents. 

5.2 Any clarification issued by BSNL in response to query raised by prospective bidders shall form an 

integral part of bid documents and shall amount to an amendment of the relevant clauses of the bid 

documents 

 

6.  AMENDMENT OF BID DOCUMENTS  

6.1 The Purchaser may, for any reason, whether at its own initiative or in response to a clarification 

requested by a prospective bidder, may modify bid documents by amendments prior to the date of 

submission of Bids with due notification to prospective bidders. 

6.2 The amendments shall be notified in writing by FAX or Email or by Addendum through e-

tendering portal ( for tenders invited through e-tendering process)to all prospective bidders on the 

address intimated at the time of purchase of the bid document from the purchaser and these 

amendments will be binding on them 

6.3 In order to afford prospective bidders a reasonable time to take the amendment into account in preparing 

their bids, the purchaser may, at its discretion, extend the deadline for the submission of bids suitably. 

7.  DOCUMENTS COMPRISING THE BID  

The bid prepared by the bidder shall ensure availability of the following components: 

a. Documentary evidence establishing that the bidder is eligible to bid and is qualified to perform 

the contract if its bid is accepted in accordance with the clause 2 & 10. 

b. Bid Security furnished in accordance with clause 12. 

c. A Clause by Clause compliance as per clause 11.2 (c) 

d. A Bid form and price schedule completed in accordance with clause 8&9. 

 

8.  BID FORM  

The bidder shall complete the bid form and appropriate Price schedule furnished in the Bid 

documents, indicating the goods to be supplied, brief description of the goods, quantity and 

prices as per section-9. 

9.  BID PRICES  

9.1 The bidder shall give the total composite price inclusive of all Levies & Taxes i.e. custom duty, 

Goods and Services Tax on packing, forwarding, freight and insurance etc.  The basic unit 

price and all other components of the price need to be individually indicated up to two decimal 

points only against the goods it proposes to supply under the contract as per the price 

schedule given in Section 9 Part B(I & II).  Prices of incidental services should also be quoted. 

The offer shall be firm in Indian Rupees. No Foreign exchange will be made available by the 

purchaser.   

9.2 Prices indicated in the Price Schedule shall be entered in the following manner: 
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(i)  The Basic Unit price (Ex-Factory Price) of the goods,  CIR, Assessible Value, BCD, Cesses, 

IGST, Freight,  Forwarding,  Packing, Insurance, GST(CGST, SGST, IGST) on Freight already 

paid or payable by the supplier shall be quoted separately item wise. 

(ii) The supplier shall quote as per price schedule given in section 9 for all the items given in 

schedule of requirement. 

9.3 A bid submitted with an adjustable price quotation will be treated as non - responsive and 

rejected. 

9.4 The prices quoted by the bidder shall be in sufficient detail to enable the Purchaser to arrive 

at the price of equipment/system offered. 

9.5 “DISCOUNT, if any, offered by the bidders shall not be considered unless specifically indicated 

in the price schedule.  Bidders desiring to offer discount shall therefore modify their offers 

suitably while quoting and shall quote clearly net price taking all such factors like Discount, 

free supply, etc, into account”. 

9.6 The price approved by BSNL for procurement will be inclusive of levies and taxes, packing, 

forwarding, freight and insurance as mentioned in clause 9.1 subject to other terms and 

condition as stipulated in clause 22.2 of Section 4 Part A. and clause 11 of Sec-5 Part A of 

Bid-document. Unloading charges at the consignee end shall be borne by the supplier and no 

separate charges shall be paid for transportation to individual sites for installation.  

9.7 The freight by sea for transportation of equipment/Stores from the nearest port in the main 

land to Andaman & Nicobar Islands will be reimbursed to the supplier at the concessional 

rates levied by Ministry of Water and Surface Transport on production of proof. 

10.  DOCUMENTS ESTABLISHING BIDDE R’S ELIGIBILITY AND QUALIFICATION 

10.1 The bidder shall furnish, as part of the bid documents establishing the bidder's eligibility, 

the following documents or whichever is required as per terms and conditions of Bid 

Documents. 

a) Valid MSE Certificate, if applicable. In case the ownership of such MSE Entrepreneurs happens 

to be from SC/ST category, proof in this regard also need to be submitted. 

b) Type Approval Certificate given by Telecom Engineering Centre (TEC)/ TSEC issued by 

the Quality Assurance Circle of BSNL or proof of having applied for TSEC (Copy of Form 

QF 103 be attached). 

c) Inspection Certificate issued by BSNL (QA) for execution of educational/ Commercial 

Order. 

d) Additional documents to establish the eligibility and qualification of bidder as specified in 

Section-I and Section-4 Part B. 

e) Power of Attorney as per clause 14.3 (a) and (d) and authorization for executing the 

power of Attorney as per clause 14.3 (b) or (c). 

f) Documentary proof of GST Registration. 

g) Undertaking duly signed by front bidder and its technology/ consortium partner stating that 

both of them shall be liable for due performance of the contract jointly and severally as 

per clause 12.7(d). 

h) Certificates from all Directors of the bidder stating that none of their near relatives are 

working in BSNL in accordance with clause 34. 

i) Certificate of incorporation. 

j) Article or Memorandum of Association or partnership deed or proprietorship deed as the 

case may be. 

k) List of all Directors including their name(s), Director Identification Number(s) (DIN) and 



Page 37  of 147  

________________________________________________________________________  

address (es) along with contact telephone numbers of office and residence. 

 

l) Registration certificate from State Director of Industries or from Secretariat for Industrial 

Assistance (SIA), Ministry of Industries, Government of India. 

m) Approval from Reserve Bank of India/ SIA in case of foreign collaboration. 

 

Note 1:  Documents at S. No 10.1(g), (k), (l), (m) are applicable in case of tenders with 

estimated cost more than Rs 1 Crore. 

10.2 Documentary evidence for financial and technical capability 

 a) The bidder shall furnish audited Annual Report and /or a certificate from its bankers to 

assess its solvency / financial capability. 

b)  The bidder shall furnish documentary evidence about technical and production capability 

necessary to perform the contract. 

 10.3  In order to enable the Purchaser to assess the proven-ness of the system offered, the 

bidder   shall provide documentary evidence regarding the system being offered by him. 

10.4  The offered product has to be type approved. For this purpose, the supplier shall submit a 

sample type for evaluation. The sample would be evaluated for its ability to meet the 

technical specifications, manufacturability, reliability, testability, ease of installation, 

maintainability etc. Necessary documents to substantiate these attributes will have to be 

submitted at the time of application for approval by the supplier for obtaining type 

approval. Or In case goods offered have already been type approved/ validated by the 

Purchaser, documentary evidence to this effect shall be submitted by the bidder. 

10. 5  A signed undertaking from Authorized Signatory of the bidder that shall certify that all 

components/ parts/ assembly/ software used in the Desktops and Servers like Hard disk, 

Monitors, Memory etc. shall be original, new components/ parts/ assembly/ software and 

that no refurbished/ duplicate/ second hand components/ parts/ assembly/ software are 

being used or shall be used. 

10.6. For supply of any software i.e. operating system or any applications software the bidder 

should submit a Certificate Of Authenticity (COA), signed by Authorized Signatory stating 

that all Software supplied are authentic and legal copy is/ are being supplied. 

10.7   Documentary evidence/ Declaration to the effect that the type of software to be utilized in 

the system/ equipment i.e. Packaged/ Canned OR Customized shall be furnished by the 

bidder. In case of Packaged/ Canned, the portion of value which represents consideration 

paid or payable for transfer of right to use such goods subject to provisions laid down in 

Central Excise/Custom Notificationsò. 

 

11.  DOCUMENTSESTABLI SHI NGGOOD’SCONFORMI TYTOBI D DOCUMENTS 

11.1  Pursuant to clause7, the bidder shall furnish, as part of his bid, documents 
establishing the conformity of his bid to the Bid Documents of all goods and services 
which he proposes to supply under the contract. 
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11.2 The documentary evidences of the ñgoods and servicesò conformity to the Bid 
Documents, may be, in the form of literature, drawings, data etc. and the bidder shall 
furnish: 

(a) A detailed description of goods with essential technical and performance characteristics; 

(b) A list, giving full particulars including available sources and current prices of all spare parts, 

special tools, etc., necessary for the proper and continuous functioning of the goods 

 for a  period  of three years following commencement of use of the goods by the 

purchaser,  and 

(c)  A clause-by-clause compliance on the purchaser's Technical Specifications and Commercial 

Conditions demonstrating substantial responsiveness to the Technical Specifications and 

Commercial Conditions. In case of deviations, a statement of the deviations and exception to 

the provision of the Technical Specifications and Commercial Conditions shall be given by the 

bidder. A bid without clause-by-clause compliance of the Scope of Work, Technical 

Specifications, SOR (Section-3 Part A, B & C),    General (Commercial) Conditions & Special 

(Commercial) Conditions, General Conditions of AMC (Section- 5 Part A, B & C) shall not be 

considered. 

 

11.3 For the purpose of compliance to be furnished pursuant to the clause 11.2(c) above, the 

bidder shall note that the standards for the workmanship, material and equipment and 

reference to the brand names or catalogue number, designated by the Purchaser in its 

Technical specifications are intended to be descriptive only and not restrictive. 

12.  BID SECURITY/EMD   

12.1 The bidder shall furnish, as part of its bid, a bid security as mentioned in Section-1(NIT). 

12.2 The MSE bidders are exempted from payment of bid security: 

a. A proof regarding valid registration with body specified by Ministry of Micro, Small & Medium 

Enterprise for the tendered items will have to be attached along with the bid. 

b. The enlistment certificate issued by MSME should be valid on the date of opening of tender. 

c. MSE unit is required to submit its monthly delivery schedule. 

d. If a vender registered with body specified by Ministry of Micro, Small & Medium Enterprise 

claiming concessional benefits is awarded work by BSNL and subsequently fails to obey any of 

the contractual obligations, he will be debarred from any further work/ contract by BSNL for 

one year from the date of issue of such order.   

12.3 The bid security is required to protect the purchaser against the risk of bidder's 

conduct, which would warrant the forfeiture of bid security pursuant to Para 12.7. 

12.4 A bid not secured in accordance with Para 12.1 &12.2 shall be rejected by the Purchaser being 

non-responsive at the bid opening stage and archived unopened on e-tender portal for e-

tenders and returned to the bidder unopened(for manual bidding process) 

12.5  The bid security of the unsuccessful bidder will be discharged/ returned as promptly as 

possible and within 30 days of finalization of the tender or expiry of the period of the bid 

validity period prescribed by the purchaser pursuant to clause 13. 

12.6 The successful bidder's bid security will be discharged upon  the bidder's     
acceptance of the advance purchase order satisfactorily in accordance with clause 27 

and furnishing the performance security, except in case of L-1 bidder, whose 
EMBG/EMD shall be released only after the finalization of ordering of complete 
tendered quantity in pursuance to clause no. 24.4 & 27.3 of this section. 

12.7 The bid security may be forfeited: 

a) If the bidder withdraws or amends its bid or impairs or derogates from the bid in any  
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 respect during the period of bid validity specified by the bidder in the bid form or extended 

subsequently; or 

b)  If the bidder does not accept the APO/ AWO and/ or does not submit PBG & sign the 

contract/ agreement in accordance with clause 28. 

 

Note: - The bidder shall mean individual company/ firm or the front bidder and its 

technology/ consortium partner, as applicable. 

 

13.  PERIOD OF VALIDITY OF BIDS   

13.1 Bid shall remain valid for period specified in clause 2 of Tender information.  A bid valid for a 

shorter period shall be rejected by the purchaser being non-responsive. 

13.2 In exceptional circumstances, the purchaser may request the consent of the bidder for an 

extension to the period of bid validity. The request and the response thereto shall be made in 

writing. The bid security provided under clause 12 shall also be suitably extended. The bidder 

may refuse the request without forfeiting his bid security. A bidder accepting the request and 

granting extension will not be permitted to modify his bid. 

14.  FORMAT  AND SIGNING OF BID  

14.1 The bidder shall submit his bid, online (in case of e-tendering) & through sealed envelopes 

physically (in case of tenders with manual bidding process), complying all eligibility 

conditions, other terms and conditions of tender document to be read along with the 

clarifications and amendments issued in this respect. All the documents must be 

authenticated, using Digital Signature (in case of e-tendering) & by hand signatures (for 

manual bidding process), by the authorized person. The letter of authorization shall be 

indicated by written power-of-attorney accompanying the bid. 

 Note: -The Purchaser may ask the bidder(s) to supply, besides original bid, additional copy of 

bids as required by him. 

14.2 The bid shall contain no interlineations, erasures or overwriting except as            necessary to 

correct errors made by the bidder in which case such corrections shall be signed by the 

person or persons signing the bid. All pages of the original bid, except for un-amended printed 

literatures, shall be digitally signed by the person or persons signing the bid. 

14.3 Power of Attorney  

a. The power of Attorney should be submitted and executed on the non-judicial stamp paper of 

appropriate value as prevailing in the concerned states(s) and the same be attested by a 

Notary public or registered before Sub-registrar of the state(s) concerned.  

b. The power of Attorney be executed by a person who has been authorized by the Board of 

Directors of the bidder in this regard, on behalf of the Company/ institution/ Body corporate. 

c. In case of the bidder being a firm, the said Power of Attorney should be executed by all the 

partner(s) in favor of the said Attorney. 

d. Attestation of the specimen signatures of authorized signatory by the Company’s/ firm’s bankers shall be 

furnished. Name, designation, Phone number, mobile number, email address and postal address of the 

authorized signatory shall be provided 

 

15.  SEALING AND MARKING OF BIDS:  

15.1 The bid should be submitted as per Clause 3 of tender information.   

15.1.1 The bids may be called under 
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a) Single stage bidding & Single envelope system    OR 

b) Single Stage Bidding & Two Envelope System 

The details of sealing & marking of bids in each case is given below: 

15.1.2 In Single stage bidding & single envelope system, the bidder shall submit all the 

documents specified for Techno-commercial bid & Financial bid in a single envelope. The 

cover shall contain the óOriginal Copyô of the bids subject to clause 14.2. The envelope 

should be sealed by the personal seal of the bidder. 

15.1.3 In Single stage bidding & two envelopes system, the bidder shall submit his bid in two 

envelopes;  

 The First envelope will be named as Techno-commercial bid. This envelope will contain 

documents of bidder’s satisfying the eligibility / Technical & commercial conditions as per 

clause 2 &10 with Bid Security as per Clause 12. Second envelope will be named as Financial 

bid containing Price Schedules as per Section 9 Part B(I&II). 

 

 The cover of first envelope shall contain the ‘Original Copy’ of the Techno-commercial bid, 

subject to clause 14.2, duly marked 'TECHNO-COMMERCIAL BID '. The cover of second 

envelope shall contain the ‘Original Copy’ of the financial bid, subject to clause 14.2, duly 

marked ' FINANCIAL BID '.   

  

 Both the envelopes should be sealed separately and further kept in a single main envelope 

under the personal seal of the bidder.  

  

15.2 a) The envelopes shall be addressed to the purchaser inviting the tender. 

 i) In case of tenders invited by MMT section of BSNL CO, the Purchaser Address shall be: 

          DGM (MMT), 

          Bharat Sanchar Nigam Limited (Corporate Office), 

 2nd Floor, Bharat Sanchar Bhawan, Janpath, New Delhi-110001. 

ii) In case of tenders invited from other section of BSNL CO. / Circles/ SSA of BSNL, the 

Purchaser Address shall be specified by the purchaser inviting the tender of concerned Circle/ 

SSA. 

b) The envelope shall bear the name of the tender, the tender number and the words 'DO NOT 

OPEN BEFORE' (due date & time).  

      c)  The inner and outer envelopes shall indicate the name and complete postal address of the 

bidder to enable the purchaser to return the bid unopened in case it is declared to be received 

'late'.                                           

d) Tender should be deposited in the tender box provided by tendering authority or sent by 

registered post or delivered in person on above mentioned address (address is given in Clause 

15.2 (a) above). The responsibility for ensuring that the tenders are delivered in time would 

vest with the bidder.  

e) Bids delivered in person on the day of tender opening shall be delivered up to specified time & 

date as stated in NIT to Section Officer (MMT) [in case of tenders invited by MMT section of 

BSNL C.O.] / concerned officer to be specified by tendering authority [In case of tenders 

invited from other units of BSNL CO. / Circles/ SSA of BSNL] at the venue (address is given in 

clause 15.2 (a) above). The purchaser shall not be responsible if the bids are delivered 

elsewhere. 

      f)   Venue of Tender Opening:   

(i) In case of Tenders invited by MMT section of BSNL, C.O., tenders will be opened  in Meeting 

Room, 2nd Floor, Bharat Sanchar Bhawan, Janpath, New Delhi-110001 at specified time & date 
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as stated in NIT. 

 

(ii) In case of tenders invited from other units of BSNL CO. / Circles / SSA of BSNL, the details of 

Venue shall be specified by the purchaser inviting the tender of concerned Circle/ SSA. 

If due to administrative reasons, the venue of Bid opening is changed, it will be displayed 

prominently on Meeting Room, 2nd Floor, Bharat Sanchar Bhawan and notice board on 2nd 

Floor, Bharat Sanchar Bhawan) [in case of tenders invited by MMT section of BSNL C.O.] & at 

a place notified by other section of BSNL CO. / Circle/SSA [In case of tenders invited from 

other sections of BSNL CO. / Circles/ SSA of BSNL]. 

 

15.3 If both the envelopes are not sealed and marked as required at para 15.1 and 15.2, the bid 

shall be rejected. 

16.  SUBMISSION OF BIDS  

16.1 Bids must be submitted online by the bidders on or before the specified date & time indicated 

in Clause 6 of Section-I i.e. DNIT. 

16.2 The Purchaser may, at its discretion, extend this deadline for the submission of bids by 

amending the Bid Documents in accordance with clause 6 in which case all rights and 

obligations of the purchaser and bidders previously subject to the deadline will thereafter be 

subjected to the extended deadline. 

16.3 The bidder shall submit his bid offer against a set of bid documents purchased by him for all 

or some of the systems / equipment / packages as per requirement of the Bid Documents. He 

may include alternate offer, if permissible, as per the bid.  However not more than one 

independent and complete offer shall be permitted from the bidder. 

17.  LATE BIDS  

No bid shall be accepted either online by E-Tender Portal or physically in case of manual 

bidding process after the specified deadline for submission of bids prescribed by the 

purchaser. 

18.  MODIFICATION AND WITHDRAWAL OF BIDS  

18.1 The bidder may modify, revise or withdraw his bid after submission prior to deadline 

prescribed for submission of bid.  

18.2 The bidder’s modification, revision or withdrawal shall have to be online and digitally 

authenticated (in case of e-tendering) & physically (in case of manual bidding process) as per 

clause 15. 

18.3 Subject to clause 20, no bid shall be modified subsequent to the deadline for submission of 

bids. 

 

19.  OPENING OF BIDS BY PURCHASER         

19.1 The purchaser shall open bids online (in case of e-Tenders) or physically (in case of manual bidding process) 

in the presence of the authorized representatives of bidders online (in case of e-Tenders) or physically 

present (in case of e-Tenders as well as manual bidding process) who chose to attend, at time & date 

specified in Clause 7 of D NIT (Section-1) on due date. The bidder's representatives, who are present, shall 

sign in an attendance register. Authority letter to this effect shall be submitted by the authorized 

representatives of bidders before they are allowed to participate in bid opening (A Format is given in 

enclosed in Section-7 C).. 
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19.2 A maximum of two representatives of any bidder shall be authorized and permitted to attend 

the bid opening. 

19.3  Name of envelopes to be opened & information to be read out by Bid Opening Committee 

 

(i) In Single stage bidding & single envelope system; techno-commercial bid & financial Bid will 

be opened on the date of tender opening given in NIT. 

(ii) In Single stage bidding & two envelopes system; the bids will be opened in 2 stages i.e. the 

techno-commercial bid shall be opened on the date of tender opening given in NIT. The 

financial bid will not be opened on the Date of opening of techno commercial bids in this case 

& sealed financial bids will be handed over to DGM (MMT), BSNL, CO./ Other section in BSNL, 

CO./ ‘MM’ cell in circle/ SSA offices (as applicable) for retention.  

 

Thereafter the CET will evaluate Techno-commercial bids & the report of CET will be approved 

by competent authority.  

 

The financial bids of those bidders who are approved to be techno-commercially compliant by 

the competent authority, will be opened by TOC in front of techno commercially eligible 

bidders/ authorized representatives by sending them a suitable notice. 

(iii) The following information should be read out at the time of Techno-commercial bid opening:-                                                                                                          

a)   Name of the Bidder                                                                                  

b) Name of the item 

c) EMD amount & validity and acceptability 

d) Information in respect of eligibility of the bidder. 

e) Details of bid modification/ withdrawal, if applicable. 

(iv) The following information should be read out at the time of Financial bid opening:-                                                                                

a) Name of the Bidder                                                                                  

b)  Name of the item                                                                                              

 c)  Quantities/prices quoted in the bid                                                           

d)  Discount, if offered 

e)  Taxes & levies 

 

19.4 The date fixed for opening of bids, if subsequently declared as holiday by the BSNL, the 

revised date of schedule will be notified. However, in absence of such notification, the bids will 

be opened on next working day, time and venue remaining unaltered. 

 

20.  20. CLARIFICATION OF BIDS  

20.1 To assist in the examination, evaluation and comparison of bids, the purchaser may, at its 

discretion ask the bidder for the clarification of its bid. The request for the clarification and the 

response shall be in writing. However, no post bid clarification at the initiative of the bidder 

shall be entertained.  

20.2 If any of the document required to be submitted along with the technical bid is found wanting, 

the offer is liable to be rejected at that stage. However, the purchaser at its discretion may 

call for any clarification regarding the bid document within the stipulated time period. In case 

of non-compliance to such queries, the bid will be out rightly rejected without entertaining any 

further correspondence in this regard.  

21.  PRELIMINARY EVALUATION  

21.1 Purchaser shall evaluate the bids to determine whether they are complete, whether any 

computational errors have been made, whether required sureties have been furnished, 
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whether the documents have been properly signed and whether the bids are generally in 

order. 

21.2 Arithmetical errors shall be rectified on the following basis. Based on the quoted percentage of 

duties and taxes, Freight etc. the amounts quoted thereof shall be worked out and rounded 

off to 2 decimal points. In case the unit price quoted in column 12 does not tally with its 

breakup quoted in col. 4, 6, 8, 10 & 11, the same shall be corrected by summing up the 

breakups. If there is a discrepancy between the unit price and total price that is obtained by 

multiplying the unit price and quantity, the unit price shall prevail and the total price shall be 

corrected by the purchaser. 

21.3 If there is a discrepancy between words and figures, the amount in words shall prevail. If the 

supplier does not accept the correction of the errors, its bid shall be rejected. 

21.4 Prior to the detailed evaluation pursuant to clause 22, the Purchaser will determine the 

substantial responsiveness of each bid to the Bid Document. For purposes of these clauses, a 

substantially responsive bid is one which confirms to all the terms and conditions of the Bid 

Documents without material deviations. The purchaser's determination of bid's responsiveness 

shall be based on the contents of the bid itself without recourse to extrinsic evidence. 

21.5 A bid, determined as substantially non-responsive will be rejected by the purchaser and shall 

not subsequent to the bid opening be made responsive by the bidder by correction of the non-

conformity. 

21.6 The Purchaser may waive any minor infirmity or non-conformity or irregularity in a bid which 

doesn't constitute a material deviation, provided such waiver doesn't prejudice or affect the 

relative ranking of any bidder. 

22.  EVALUATION AND COMPARISON OF SUBSTANTIALLY RESPONSIVE BIDS  

22.1 The Purchaser shall evaluate in detail and compare the bids previously determined to be 

substantially responsive pursuant to clause 21. 

22.2 The evaluation and comparison of responsive bids shall be done on the basis of Net cost to 

BSNL on the prices of the goods offered along with all applicable Taxes, Packing, Forwarding, 

Freight and Insurance charges etc.as arrived in Col. 16of the price schedule in the Section-.9 

Part B Part I (Indigenous items)and Col 22 of Price schedule in Section 9 Part B Part II 

(Imported items) of the Bid-document after arithmetical correction in the manner laid down in 

clause 21.2 above but excluding taxes which are creditable to BSNL. Further, the bidder is 

also required to mention the taxes (if any) applicable on the movement of Goods. 

  

(a) “Duties, taxes & Cesses for which the firm has to furnish GST Challans / Tax Invoices will be 

indicated separately in the PO/APO. 

(b)   Suppliers should furnish the correct HSN/SAC classification/ Customs tariff Head in the price 

Schedule. If the credit for the Duties, Taxes and Cesses under provisions/ rules under GST law 

is found to be not admissible at any stage subsequently owing to wrong furnishing of Tariff 

Head, then the suppliers will be liable to refund such non-admissible amount, if already paid, 

along with penalty and interest if charged by the concerned authority. 

(c)     In case the Duties, Taxes and Cesses which are not eligible for input tax credit as per the 

quotes indicated in the price schedule by the suppliers and subsequently at any stage it is 

found that Credit for such Duties, Taxes and Cesses is admissible as per provision of GST law, 

then the suppliers will be liable to refund the amount equivalent to such Duties, Taxes and 
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Cesses if already paid to them provided the credit can be claimed within the time prescribed  

under the applicable legislation and BSNL has all documents to claim such credit. The refund 

is also subject to the bidder performing necessary act for enabling BSNL to claim the credit 

viz. upload the information on GSTN. However, the purchaser may allow the supplier to 

submit necessary documents in this regard which may enable the purchaser to avail the input 

tax credit provided such credit is still available for the amount so paid as per provisions of 

GST Law. 

(d)   The purchaser reserves the right to ask the bidders to submit documentary proof confirming 

the correct HSN or SAC classification/ Customs Tariff Head from the CGST/ SGST/ IGST officer 

or Customs authority where the HSN or SAC classification/ Customs Tariff Head furnished 

against the particular tendered item by different bidders, differs from each other or the same 

is found apparently not furnished in accordance with GST Act/ Customs Tariff notifications. 

(e)  “If the supplier fails to furnish necessary supporting documents i.e. Tax invoices/ Customs 

invoices etc. in respect of the Duties, taxes and Cesses which are eligible for input tax credit, 

the amount pertaining to such Duties, Taxes and Cesses will be deducted from the payment 

due to the firm.” 

(f)      If the supplier fails to perform necessary compliances which would any manner restrict BSNL 

to claim input tax credit, then the amount pertaining to such Duties, Taxes and Cesses will be 

deducted from the payment due to the supplier. 

(g)     If the supplier does not disclose the correct details on the invoice or on the GSTN viz. GSTIN, 

Place of Supply, etc. which restricts BSNL to claim input tax credit, then the amount 

pertaining to such Duties, Taxes and Cesses will be deducted from the payment due o the 

supplier. 

 

23.  CONTACTING THE PURCHASER  

23.1 Subject to Clause 20, no bidder shall try to influence the Purchaser on any matter relating to 

its bid, from the time of the bid opening till the time the contract is awarded. 

23.2 Any effort by a bidder to modify his bid or influence the purchaser in the purchaser’s bid 

evaluation, bid comparison or contract award decision shall result in the rejection of the bid.  

24.  PLACEMENT OF ORDER  

24.1 The Purchaser shall consider placement of orders for commercial supplies only on those 

eligible bidders whose offers have been found technically, commercially and financially 

acceptable and whose goods have been type approved/ validated by the purchaser. The 

Purchaser reserves the right to counter offer price(s) against price(s) quoted by any bidder. 

24.2 The ordering price of any bidder shall not exceed the lowest evaluated package price. 

However, at a later stage if there is any increase in Govt. duties/taxes within scheduled 

delivery date (SDD), the unit prices with applicable revised duties/taxes will be paid to 

suppliers irrespective of their ranking viz.L1/ L2/ L3 …..etc. keeping other levies & charges 

unchanged. 

24.3 The purchaser reserves the right for the placement of order of entire tendered quantity on the 

bidder with the lowest evaluated price. 

24.4 In the event of L2 and so on bidders refusing to accept its package de rated to the price of L1 

bidder, BSNL reserves the right to place the order for entire quantity to the L1 bidder. It is 

mandatory for the L1 bidder to accept such an offer (second APO) at evaluated L-1 price and 
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shall perform the whole contract as envisaged in the tender document. The additional 

quantity, due to non-acceptance of respective quantity by L2 and/or L3 and so on bidders, as 

envisaged in clause3 (Distribution of Quantity) in section 4 Part B, shall be supplied by the L-1 

bidder as part of whole contract. 

25.  PURCHASER’S RIGHT TO VARY QUANTITIES  

25.1 BSNL reserves the right to increase or decrease up to 25% of the quantity of goods and 

services specified in the schedule of requirements without any change in the unit price or 

other terms and conditions at the time of award of contract.  

25.2 BSNL also reserves the right for placement of additional order or up to 50% of the additional 

quantities of goods and services contained in the running tender/ contract within a period of 

twelve months from the date of acceptance of first APO in the tender at the same rate or a 

rate negotiated (downwardly) with the existing venders considering the reasonability of rates 

based on prevailing market conditions and the impact of reduction in duties and taxes etc. 

and supplies to be obtained within delivery period scheduled afresh. 

25.3 In exceptional situation where the requirement is of an emergent nature and it is necessary to 

ensure continued supplies from the existing venders, the purchaser reserves the right to place 

repeat order up to 100% of the quantities of goods and services contained in the running 

tender /contract within a period of twelve months from the date of acceptance of first  APO in 

the tender at the same rate or a rate negotiated (downwardly) with the existing venders 

considering the reasonability of rates based on prevailing market conditions and the impact of 

reduction in duties and taxes etc. Exceptional situation and emergent nature should be spelt 

out clearly detailing the justification as well as benefits accrued out of it and loss incurred in 

case this provision is not invoked and approved by the authority competent to accord 

administrative and financial approval for the procurement calculated on the basis of total 

procurement i.e. initial and proposed add-on quantity 

26.  PURCHASER’S RIGHT TO ACCEPT ANY BID AND TO REJECT ANY OR ALL BIDS 

The Purchaser reserves the right to accept or reject any bid, and to annul the bidding process 

and reject all bids, at any time prior to award of contract without assigning any reason 

whatsoever and without thereby incurring any liability to the affected bidder or bidders on the 

grounds of purchaser’s action. 

27.  ISSUE OF ADVANCE PU RCHASE ORDER  

27.1 The issue of an Advance Purchase Order shall constitute the intention of the Purchaser to 

enter into contract with the bidder. 

27.2 The bidder shall within 14 days of issue of the advance purchase order, give its acceptance 

along with performance security in conformity with the proforma provided with the bid 

document at Section-7B. 

27.3 L-1 bidder may be issued Advanced Purchase Order (APO) in two stages. The first APO shall 

be issued for L-1 quantity as defined in clause above. The second APO may be issued to L-1 

bidder only when the Purchaser exercises the right for placement of order on balance 

tendered quantity on the bidder with the lowest evaluated price in conformity to Clause 24.3 

& 24.4 of Section 4 Part A. 

28.  SIGNING OF CONTRACT  

28.1 The issue of Purchase order shall constitute the award of contract on the bidder. 
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28.2 Upon the successful bidder furnishing performance security pursuant to clause 27, the 

Purchaser shall discharge the bid security in pursuant to clause 12, except in case of L-1 

bidder, whose EMBG/ EMD shall be released only after  finalization of ordering of complete 

tendered quantity in pursuance to clause no. 24.4 & 27.3 of this section. 

29.  ANNULMENT OF AWARD  

Failure of the successful bidder to comply with the requirement of clause 27 &28 shall 

constitute sufficient ground for the annulment of the award and the forfeiture of the bid 

security in which event the Purchaser may make the award to any other bidder at the 

discretion of the purchaser or call for new bids. 

30.  QUALITY ASSURANCE REQUIREM ENTS  

          The supplier shall have Quality Management System supported and evidenced by the 

following: 

a)      A Quality Policy. 

b)    A management representative with authority and responsibility for fulfilling QA requirements 

and for interfacing with purchaser in the matters of Quality.  

c)    Procedure for controlling design/ production engineering, materials, choice of 

components/vendors, manufacturing and packaging process for supplying quality products. 

(d)      System of Inward Good Inspection. 

(e)    System to calibrate and maintain required measuring and test equipment. 

(f)    System for tracing the cause for non-conformance (traceability) and segregating product 

which don't conform to specifications. 

(g)      Configuration management and change-control mechanism. 

(h)     A quality plan for the product.  

(i)       Periodical internal quality audits. 

(j)      A 'Quality Manual' detailing the above or infrastructure assessment certificate and Type 

Approval Certificate (TAC)/ Technical Specifications Evaluation Certificate (TSEC) issued by 

"QA Circle" shall be furnished. 

31.  REJECTION OF BIDS  

31.1 While all the conditions specified in the Bid documents are critical and are to be complied, 

special attention of bidder is invited to the following clauses of the bid documents. Non-

compliance of any one of these shall result in outright rejection of the bid. 

a. Clauses 12.1, 12.2 &13.1 of Section- 4 Part A:  The bids will be rejected at opening stage if 

Bid security is not submitted as per Clauses 12.1 &12.2 and bid validity is less than the period 

prescribed in Clause 13.1 mentioned above. 

b. Clause 2 &10 of Section-4Part A:  If the eligibility condition as per clause 2 of Section 4 Part A 

is not met and/ or documents prescribed to establish the eligibility as per Clause 10 of section 

4 Part A are not enclosed, the bids will be rejected without further evaluation. 

c. Clause 11.2 (c) of Section-4 Part A:  If clause-by-clause compliance as well as deviation 

statements as prescribed are not given, the bid will be rejected at the stage of primary 

evaluation.   
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d. While giving compliance to Section-5 Part A, General Commercial conditions, Section-4 Part B, 

Special Instructions to Bidders, Section-5B Special (Commercial) Conditions of Contract and 

Section-3 Technical Specifications ambiguous words like "Noted", "Understood", “Noted & 

Understood" shall not be accepted as complied. Mere "Complied" will also be not sufficient, 

reference to the enclosed documents showing compliances must be given. 

e. Section-9 Price Schedule:  Prices are not filled in as prescribed in price schedule. 

f. Section-4 Part A clause 9.5 on discount which is reproduced below:- "Discount, if any, offered 

by the bidder shall not be considered unless specifically indicated in the price schedule.  

Bidders desiring to offer discount shall therefore modify their offer suitably while quoting and 

shall quote clearly net price taking all such factors like Discount, free supply etc. into account” 

31.2 Before outright rejection of the Bid by Bid-opening team for non-compliance of any of the 

provisions mentioned in clause 31.1(a), 31.1(b) of Section-4PartA, the bidder company is 

given opportunity to explain their position, however if the person representing the company is 

not satisfied with the decision of the Bid opening team, he/they can submit the representation 

to the Bid opening team immediately but in no case after closing of the tender process with 

full justification quoting specifically the violation of tender condition if any. 

31.3 Bid opening team will not return the bids submitted by the bidders on the date of tender 

opening even if it is liable for rejection and will preserve the bids in sealed cover as submitted 

by taking the signatures of some of the desirous representatives of the participating 

bidder/companies present on the occasion. 

31.4 The in-charge of Bid opening team will mention the number of bids with the name of the 

company found unsuitable for further processing on the date of tender opening and number of 

representations  received in Bid opening Minutes and if Bid opening team is satisfied with the 

argument of the bidder/company mentioned in their representation and feel that there is 

prima-facie fact for consideration, the in-charge of the bid opening team will submit the case 

for review to Officer competent to approve the tender as early as possible preferably on next 

working day and decision to this effect should be communicated to the bidder company within 

a week positively. Bids found liable for rejection and kept preserved on the date of tender 

opening will be returned to the bidders after issue of P.O. against the instant tender. 

31.5 If the reviewing officer finds it fit to open the bid of the petitioner, this should be done by 

giving three (working) days’ notice to all the participating bidders to give opportunity to 

participants desirous to be present on the occasion. 

32.  ACTION BY PURCHASER AGAINST  BIDDER(S)/ VENDOR(S) IN CASE OF DEFAULT.  

 In case of default by Bidder(s)/ Vendor(s) such as  

a) Does not supply the equipment in time; 

b) Equipment does not perform satisfactory in the field in accordance with the specifications; 

c) Or any other default whose complete list is enclosed in Appendix-1.  

 Purchaser will take action as specified in Appendix-1 of this section. 

   

33.  Near Relationship Certificate : 

33.1 The bidder should give a certificate that none of his/her near relative is working in the units as 

defined below where he is going to apply for the tender. In case of proprietorship firm, 

certificate will be given by the proprietor. For partnership firm, certificate will be given by all 

the partners. In case of Limited Company, certificate will be given by all the Directors of the 

company excluding Government of India/Financial institution nominees and independent non-
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Official part time Directors appointed by Govt. of India or the Governor of the state and full 

time Directors of PSUs both state and central. Due to any breach of these conditions by the 

company or firm or any other person the tender will be cancelled and Bid Security will be 

forfeited at any stage whenever it is noticed and BSNL will not pay any damage to the 

company or firm or the concerned person.   

33.2 The company or firm or the person will also be debarred for further participation in the 

concerned unit. 

33.3 The near relatives for this purpose are defined as:- 

(a) Members of a Hindu undivided family. 

(b) They are husband and wife. 

(c) The one is related to the other in the manner as father, mother, son(s) & Son’s wife 

(daughter in law), Daughter(s) and daughter’s husband (son in law), brother(s) and brother’s 

wife, sister(s) and sister’s husband (brother in law). 

33.4 Please refer to the Performa enclosed in Section 6 Part (B). 

34.  Verification of Document and Certificates  

The bidder will ensure that all the documents and certificates, including experience/ 

performance and self-certificates submitted by him are correct and genuine before enclosing 

them in the bid. The onus of proving genuineness of the submitted documents would rest with 

the bidder.  

 If any document/ paper/ certificate submitted by the participant bidder is found / discovered 

to be false / fabricated / tempered / manipulated either during bid evaluation or during award 

of contract or thereafter, then the Purchaser will  take action as per Clause-1 of Appendix-1 of 

this section. 

35.  Security Clause as per latest guideline s and requirement  

Mandatory Licensing requirements with regards to security related concerns issued by the 

Government of India from time-to-time shall be strictly followed and appropriate clauses shall 

be added in all bid documents. Necessary guidelines in this regard shall be issued separately. 

 

  



Page 49  of 147  

________________________________________________________________________  

Appendix - 1 to Section 4 Part A  

 

  

S. 

No.  

Defaults of the bidder / vendor.  Action to be taken  

A B C 

1(a) Submitting fake / forged    

 

i)  Rejection of tender bid of respective Vendor.                                                                   

ii)  Banning of business for 3 years which implies 

barring further dealing with the vendor for 

procurement of Goods & Services including 

participation in future tenders invited by BSNL for 

3 years from date of issue of banning order.                                                                            

iii)  Termination/ Short Closure of PO/WO, if 

issued. This implies non-acceptance of further 

supplies / work & services except to make the 

already received material work/ complete work in 

hand.  

 

a) Bank Instruments with the bid 

to meet terms & condition of 

tender in respect of tender fee 

and/ or EMD; 

 

b) Certificate for claiming 

exemption in respect of tender fee 

and/ or EMD; 

 

and detection of default at any 

stage from receipt of bids till award 

of APO/ issue of PO/WO. 

Note 1: - However, in this case the performance guarantee if alright will not be forfeited. 

Note 2: - Payment for already received supplies/ completed work shall be made as per terms & 

conditions of PO/ WO. 

 

1(b) Submitting fake / forged 

documents towards meeting 

eligibility criteria such as 

experience capability, supply proof, 

registration with Goods and 

Services Tax, Income Tax 

departments etc. and as supporting 

documents towards other terms & 

conditions with the bid to meet 

terms & condition of tender : 

 

  

(i)     If detection of default is prior 

to award of APO  

i) Rejection of Bid &                                                                                              

ii) Forfeiture of EMD. 

(ii)   If detection of default after 

issue of APO but before receipt of 

PG/ SD (DD , BG  etc.)  

i) Cancellation of APO                                                                                      

ii) Rejection of Bid &                                                                                                

iii) Forfeiture of EMD. 

1(b) 

cont

d. 

 

 

 

 

(iii)  If detection of default after 

receipt of PG/ SD (DD , BG  etc. ).  

i) Cancellation of APO                                                                                          

ii) Rejection of Bid &                                                                                                      

iii) Forfeiture of PG/ SD.                                                                    

However on realization of PG/ SD amount, EMD, 

if not already released shall be returned. 
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(iv)  If detection of default after 

issue of PO/ WO  

i) Termination/ Short Closure of PO/WO  and 

Cancellation of APO                                                                                                       

ii) Rejection of Bid &                                                                                          

iii) Forfeiture of PG/ SD.                                                                  

However on realization of PG/ SD amount, EMD, 

if not released shall be returned. 

Note 3 :- However, settle bills for the material received in correct quantity and quality 

if pending items do not affect working or use of supplied items. 

Note 4: -  No further supplies are to be accepted except that required to make the 

already supplied items work. 

2 If vendor or his representative uses 

violent/ coercive means viz. Physical 

/ Verbal means to threatens BSNL 

Executive  / employees and/ or 

obstruct him from functioning in 

discharge of his duties & 

responsibilities for the following : 

 

 

 

 

 

 

Banning of business for 3 years which implies 

Barring further dealing with the vendor for 

procurement of Goods & Services including 

participation in future tenders invited by BSNL 

for 3 years from date of issue of banning 

order.  

 

 

a) Obstructing functioning of tender 

opening executives of BSNL in 

receipt/ opening of tender bids from 

prospective Bidders, suppliers/ 

Contractors. 

b) Obstructing/ Threatening other 

prospective bidders i.e. suppliers/ 

Contractors from entering the tender 

venue and/ or submitting their tender 

bid freely. 

3 Non-receipt of acceptance of APO/ 

AWO and SD/ PG by L-1 bidder within 

time period specified in APO/ AWO. 

 

Forfeiture of EMD. 

4.1 Failure to supply and/ or Commission 

the equipment and /or execution of 

the work at all even in extended 

delivery schedules, if granted against 

PO/ WO. 

i)  Termination of PO/ WO.                                                                                   

ii)  Under take purchase/ work at the risk       

& cost of defaulting vendor.                                                                                                                          

iii)  Recover the excess charges if incurred 

from the PG/ SD and outstanding bills of the 

defaulting Vendor.                                         

4.2 Failure to supply and/ or Commission 

the equipment and /or execution of 

the Work in full even in extended 

delivery schedules, if granted against 

PO/ WO. 

i)   Short Closure of PO/ WO to the quantity 

already received by and/ or commissioned in 

BSNL and/ or in pipeline provided the same is 

usable and/or the Vendor promises to make it 

usable.                                                                                                       

ii)   Under take purchase/ work for balance 

quantity at the risk & cost of defaulting vendor.                                                                                        

iii)  Recover the excess charges if incurred 

from the PG/ SD and outstanding bills of the 

defaulting Vendor.       
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5.1 The supplied equipment does not 

perform satisfactory in the field in 

accordance with the specifications 

mentioned in the PO/ WO/Contract. 

i)  If the material is not at all acceptable, then 

return the non-acceptable material (or its part) 

& recover its cost, if paid, from the o/s bills/ 

PG/ SD.                                                                              

OR                                                                                                                 

 ii)  If the material is inducted in network & it 

is not possible to return it and/ or material is 

acceptable with degraded performance, the 

purchaser may determine the price for 

degraded equipment (Financial penalty = Price 

– price determined for degraded equipment) 

himself and/ or through a committee.                                                                                          

Undertake recovery of financial penalty from 

outstanding dues of vendor including PG/ SD. 

 

5.2 Major quality problems (as 

established by a joint team / 

committee of User unit(s) and QA 

Circle) / performance problems and 

non-rectification of defects (based on 

reports of field units and QA circle). 

i)  If the material is not at all acceptable, then 

return the non-acceptable material (or its part) 

& recover its cost, if paid, from the o/s bills/ 

PG/ SD;                                                                               

OR                                                                                                                   

ii)  If the material is inducted in network & it is 

not possible to return it and/ or material is 

acceptable with degraded performance, the 

purchaser may determine the price for 

degraded equipment (Financial penalty = Price 

– price determined for degraded equipment) 

himself and/ or through a committee.                                                                             

Undertake recovery of financial penalty from 

outstanding dues of vendor including PG/ SD;                                                                                                     

and                                                                                                                                                

iii) Withdrawal of TSEC/ IA issued by QA Circle. 

6 

 

 

 

 

 

 

 

 

 

 

Submission of claims to BSNL against 

a contract 

i)  Recovery of over payment from the 

outstanding dues of Vendor including  EMD/ PG 

& SD etc. and by invoking ‘Set off ’ clause 21 

of Section 5 Part A or by any other legal 

tenable manner.                                                                                          

ii)  Banning of Business for 3 years from date 

of issue of banning order or till the date of 

recovery of over payment in full, whichever is 

later. 

(a) For amount already paid by BSNL. 

(b) For Quantity in excess of that 

supplied by Vendor to BSNL. 

c) For unit rate and/ or amount 

higher than that approved by BSNL 

for that purchase. 

Note 5 :- The claims may be submitted with or without collusion of BSNL    Executive/ 

employees. 

Note 6: -  This penalty will be imposed irrespective of the fact that payment is 

disbursed by BSNL or not. 

7. a)  Adversely affects the normal working 

of BSNL equipment(s) and/ or any other 

TSP through BSNL. 

b) Disrupts/  Sabotages functioning of the 

BSNL network equipments such as 

exchanges, BTS, BSC/ MSC, Control 

equipment including IN etc.,  transmission 

equipments but not limited to these 

elements and/ or any other TSP through 

BSNL. 

c)  Tampers with the billing related data/ 
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invoicing/ account of the Customer/ 

User(s) of BSNL and/ or any other TSP(s). 

d) Hacks the account of BSNL Customer 

for unauthorized use i.e. to threaten 

others/ spread improper news etc. 

e)  Undertakes any action that affects/ 

endangers the security of India. 

8 If the vendor is declared bankrupt or 

insolvent or its financial position has 

become unsound and in case of a limited 

company, if it is wound up or it is 

liquidated.  

i) Termination/ Short Closure of the PO/ 

WO.                                                                                         

ii)  Settle bills for the quantity received in 

correct quantity and quality if pending 

items do not affect working or use of 

supplied items.                                                                                                                  

iii)  No further supplies are to be 

accepted except that required to make 

the already supplied items work.                                                                    

iv) In case of turnkey projects, If the 

material is commissioned and is usable 

without any degradation of performance, 

then settle bills for the acceptable 

equipment/ material (or its part).                                                                    

v)   In case of turnkey projects, if the 

material is inducted in network & it is not 

possible to return it and/ or material is 

acceptable with degraded performance, 

the purchaser may determine the price 

for degraded equipment (Financial 

penalty = Price – price determined for 

degraded equipment) himself and/ or 

through a committee.   

Undertake recovery of financial penalty 

from outstanding dues of vendor 

including PG/ SD.     

9 In the event of the vendor, its proprietor, 

Director(s), partner(s) is / are convicted by 

a Court of Law following prosecution for 

offences involving moral turpitude in 

relation to the business dealings. 

i)  Termination/ Short Closure of the PO/ 

WO.                                                                         

ii) Settle bills for the material received in 

correct quantity and quality if pending 

items do not affect working or use of 

supplied items.                                                                                                          

iii)  No further supplies are to be 

accepted except that required to make 

the already supplied items work.                                                                             

iv) In case of turnkey projects, If the 

material is commissioned and is usable 

without any degradation of performance, 

then settle bills for the acceptable 

equipment/ material (or its part).                                                                    

v)   In case of turnkey projects, If the 

material is inducted in network & it is not 

possible to return it and/ or material is 

acceptable with degraded performance, 

the purchaser may determine the price 

for degraded equipment (Financial 
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penalty = Price – price determined for 

degraded equipment) himself and/ or 

through a committee.                                                                                          

Undertake recovery of financial penalty 

from outstanding dues of vendor 

including PG/ SD. 

10 

  

If the vendor does not return/ refuses to 

return BSNL’s dues: 

i)  Take action to appoint Arbitrator to 

adjudicate the dispute. 

a) In spite of order of Arbitrator. i) Termination of contract, if any.                                                                                 

ii) Banning of business for 3 years which 

implies barring further dealing with the 

vendor for procurement of Goods & 

Services including participation in future 

tenders invited by BSNL from date of 

issue of banning order or till the date by 

which vendor clears the BSNL’s dues, 

whichever is later.   

iii) Take legal recourse i.e. filing recovery 

suite in appropriate court. 

 

b) In spite of Court Orders. i)  Termination of contract, if any.                                                                                 

ii)  Banning of business for 3 years which 

implies barring further dealing with the 

vendor for procurement of Goods & 

Services including participation in future 

tenders invited by BSNL from date of 

issue of banning order or till the date by 

which vendor clears the BSNL’s dues, 

whichever is later. 

11 If the Central Bureau of Investigation/ 

Independent External Monitor (IEM) / 

Income Tax/ Goods and Services Tax/ 

Custom Departments recommends such a 

course  

Take Action as per the directions of CBI 

or concerned department.  

 

 

 

 

12  The following cases may also be 

considered for Banning of business: 

 

 

 

 

 

 

 

i)   Banning of business for 3 years which 

implies Barring further dealing with the 

vendor for procurement of Goods & 

Services including participation in future 

tenders invited by BSNL for 3 years from 

date of issue of banning order. 

 

 

 

(a) If there is strong justification for 

believing that the proprietor, manager, 

MD, Director, partner, employee or 

representative of the vendor/ supplier has 

been guilty of malpractices such as 

bribery, corruption, fraud, substitution of 

tenders, interpolation, misrepresentation 

with respect to the contract in question. 

(b)  If the vendor/ supplier fails to execute 

a contract or fails to execute it 

satisfactorily beyond the provisions of Para 

4.1 & 4.2. 
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 (c)  If the vendor/ supplier fails to submit 

required documents/ information, where 

required. 

 

 

 

 

 

 

 

 

 

(d)     Any other ground which in the 

opinion of BSNL is just and proper to order 

for banning of business dealing with a 

vendor/ supplier. 

Note 7: The above penalties will be imposed provided it does not clash with the provision of 

the respective tender. 

Note 8: - In case of clash between these guidelines & provision of invited tender, the provision 

in the respective tender shall prevail over these guidelines. 

Note 9 :  Banning of Business dealing order shall not have any effect on the existing/ ongoing 

works/ AMC / CAMC which will continue along with settlement of Bills.  
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SECTION-4 Part-B 
 

SPECIAL INSTRUCTIONS TO BIDDERS 

(These instructions may be read along with Section-4, Part-A) 

The Special Instructions to Bidders shall supplement the 'Instructions to Bidders' 

and in case of any conflict with those in Section-4 Part A i.e. GENERAL 

INSTRUCTIONS TO BIDDERS (GIB), the provisions herein shall prevail.  

 
In this Section some clauses of Section-4 Part A has been modified or deleted and 

some additional clauses has been incorporated as per the tender requirement. 

 

1. Bid Security 

The bank guarantee/DD for bid security or Micro & Small Enterprise (MSE) registration 

certificate for claiming exemption from submission of bid security, as prescribed in 

clauses 12.1 &12.2 of Section-4 A of the bid document should be submitted by the bidder 

in a separate cover. The bank guarantee/DD so submitted shall be as per the format 

given in Section-7 A on prescribed judicial paper with stamps of proper value and should 

contain full address of the issuing branch of the bank with its telephone number and FAX 

number.  

 

2.  CLARIFICATION OF BID DOCUMENTS (This will supersede clause 5.1 of Section 4 

Part A)  

a) A prospective bidder, requiring any clarification on the Bid Documents shall notify the 

Purchaser in writing i.e. by Email as well as by FAX to the Purchaser as indicated in the DNIT 

i.e. Section - 1 . The Purchaser shall respond in writing to any request for the clarification of 

the Bid Documents, which it receives21 days prior to the date of opening of the Tenders. 

Copies of the query (without identifying the source) and clarifications by the Purchaser shall 

be sent to all prospective bidders and shall also be uploaded on ETS portal, as addendum, for 

all the prospective bidders who have downloaded the official copy of tender documents from 

ETS portal. 

b) The format in which the clarifications are to be sent via E-mail (soft copy in Excel format), on 

e-tender portal and FAX is as under: 

S. No. Section Clause Page no. Brief 

Description of 

the clause 

Bidder query 

      

 

3. DOCUMENTS ESTABLISHING BIDDER’S ELIGIBILITY AND QUALIFICATION 

 

3.1 Clause 10.1 of Section 4A is superseded by clause 9 of Section 2 (i.e. checklist). 

3.2 Clauses 10.2, 10.3, 10.4 and 10.7 of Section 4 Part A stand deleted. 

 

4.0   FORMAT AND SIGNING OF BID 

(Clause 4.1 and 4.2 shall supersede clause 14.1 and Clause 14.2 of Section 4 
Part A respectively. Clause 4.3 is added as Clause14.3 (e) of inSection-4 Part A) 
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4.1 The bidder shall submit his bid, online complying all eligibility conditions, other terms and 

conditions of tender document to be read along with the clarifications and amendments issued 

in this respect. All the documents must be authenticated, using Digital Signature (in case of e-

tendering), by the authorized person. The letter of authorization shall be indicated by written 

power-of-attorney accompanying the bid. 

 Note: -The Purchaser may ask the bidder(s) to supply, besides original bid, additional copy of 

bids as required by him. 

4.2 The bid shall contain no interlineations, erasures or overwriting except as            necessary to 

correct errors made by the bidder in which case such corrections shall be signed by the 

person or persons signing the bid. All pages of the original bid, except for un-amended printed 

literatures, shall be digitally signed by the person or persons signing the bid. 

 

4.3 For e-tender bid submission process, in case the representative of bidder company, who 

uploads the document on e-tender portal using his digital signature certificate (DSC), is 

different from the authorized signatory for the bid (power of attorney holder) then the 

representative who uploads the documents on e-tender portal using DSC issued in his name., 

shall also be made as one of the power of attorney holder by the bidder company, in addition 

to the authorized signatory for the bid. 

 

5.0 SEALING AND MARKING OF BIDS: 

      Clause 15 of Section 4 Part A stands deleted. 

6.0   SUBMISSION OF BIDS 

(Modified as below ï This supersedes Clause16.0 of Section-4 Part A) 
6.1. Bids must be submitted by the bidders ,online only, on or before the specified date & time 

indicated in Clause 6 of Section-I i.e. DNIT. 

6.2 The Purchaser may, at its discretion, extend this deadline for the submission of bids by 

amending the Bid Documents in accordance with clause 6 in which case all rights and 

obligations of the purchaser and bidders previously subject to the deadline will thereafter 

be subjected to the extended deadline. 

6.3 Clause 16.3 deleted. 

 

7. MODIFICATION AND WITHDRAWAL OF BIDS  

7.1 The bidder may modify, revise or withdraw his bid after submission prior to deadline 

prescribed for submission of bid.  

7.2 The bidder’s modification, revision or withdrawal shall have to be online and digitally 

authenticated. 

7.3 Subject to clause 20 (OF Section 4 Part A), no bid shall be modified subsequent to the 

deadline for submission of bids. 

 

8. Distribution of Quantity 

(i) The Purchaser intends to limit the number of technically and commercially responsive 1 

(one) bidder from the list of such bidders arranged in increasing order of their evaluated 
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prices starting from the lowest for the purpose of ordering against this tender.  The 

distribution of the quantity shall be as given in Table 1 below.  

 

Table 1(A) (Without provisions for MSE Units) 

No. of Bidders 
to be 
approved       
(Col. 1) 

Quantity allotted to the respective bidder   
                                   (Col. 2) 

L1 L2 L3 L4 L5 and so on 

One bidder 100% Nil Nil Nil Nil 
 

  

 

 

9.0    PLACEMENT OF ORDER 

(Modified as below ï This supersedes Clause 24.0 of Section-4 Part A) 

 

9.1. The Purchaser shall consider placement of orders for commercial supplies only on those 

eligible bidders whose offers have been found technically, commercially and financially 

acceptable. The Purchaser reserves the right to counter offer price(s) against price(s) 

quoted by any bidder. 

9.2 The ordering price of any bidder shall not exceed the lowest evaluated package price. 

However, at a later stage if there is any increase in Govt. duties/taxes within scheduled 

delivery date (SDD), the unit prices with applicable revised duties/taxes will be paid to 

suppliers irrespective of their ranking viz.L1/ L2/ L3 é..etc keeping other levies & charges 

unchanged. 

9.3.  The purchaser reserves the right for the placement of order of entire tendered quantity on 

the bidder with the lowest evaluated price. 

9.4 Clause 24.4 Deleted. 

 

10.0.   QUALITY ASSURANCE REQUIREMENTS 

(Clause 30.0 of Section-4 Part A-Deleted) 
 
 

 

11.0 SCOPE OF WORK FOR RESIDENT ENGINEERS 

 (Clause Added) 

 

 

1. The resident engineers shall be responsible for monitoring, operation management, 
scheduling, 1st level troubleshooting, ticketing for all the products being supplied as part 
of the complete solution and its maintenance, support and handling. He may be utilized 
for other operational activities of IT team as well. 
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2. The duty hours for the Engineers shall be as per BSNL office working hours which are 5 
days a week from Monday to Friday (9:30 am to 6 pm) 
 

3. Bidder shall also make available required manpower on Saturdays, Sundays, holidays 

and beyond office hours on working days as and when their services are required by 

BSNL without any extra remuneration. Such occasions shall not however exceed once 

per month or 12 times in a year. Bidder shall ensure that such person be accessible at all 

times on mobile phones. 

4. The services of resident engineers shall start from the date of Go Live. 
 

12.0 Integration with other equipment 

 

Bidder shall be responsible for ensuring the interworking of VC Equipment available at other 

locations not supplied by the bidder under this PO. Bidder shall be responsible to carry out 

any kind of integration required for the same. 
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Section 4 Part C  

SPECIAL INSTRUCTIONS TO BIDDERS  for E - tendering  

 

1.  General  

1.1 The Special Instructions (for e-Tendering) supplement ‘Instruction to Bidders’, as given in 

these Tender Documents. Submission of Online Bids is mandatory for this Tender. 

1.2 E-Tendering is a new methodology for conducting Public Procurement in a secured manner. 

Suppliers/ Vendors will be the biggest beneficiaries of this new system of procurement.  For 

conducting electronic tendering, BSNL has decided to use the portal (https://www.tcil-india-

electronictender.com) of M/s TCIL, a Government of India Undertaking. 

1.3 Benefits to Suppliers are outlined on the Home-page of the portal. 

2.  Instructions  

2.1 Tender Bidding Methodology:  – ‘Single Stage Bidding, Two stage opening using – Two 

Electronic Envelopes’. 

3.   Broad outline of activities from Bidders’ prospective: 

3.1 Procure a Digital Signing Certificate (DSC) 

3.2 Register on Electronic Tendering System® (ETS)  

3.3 Create Users and assign roles on ETS 

3.4 View Notice Inviting Tender (NIT) on ETS 

3.5 Submit Tender fee and  NDA offline to BSNL 

3.6 Download Official Copy of Tender Documents from ETS 

3.7 Attend training on e-tendering to be arranged by BSNL(optional) 

3.8 Clarification to Tender Documents on ETS 

3.9 Query to BSNL (Optional)  

3.10 View response to queries/clarifications posted by BSNL as addenda 

3.11 Bid-Submission on ETS 

3.12 Attend Public Online Tender Opening Event (TOE) on ETS 

3.13 Opening of Technical-Part 

3.14 View Post-TOE Clarification posted by BSNL on ETS  

3.15 Respond to BSNL’s Post-TOE queries 

3.16 Attend Public Online Tender Opening Event (TOE) on ETS 

3.17 Opening of Financial-Part (Only for Technical Responsive Bidders) 

4.  Other Instructions  

For participating in this Tender online, the following instructions are to be read carefully. 

These instructions are supplemented with more detailed guidelines on the relevant screens of 

the ETS. 

 

5.  Digital Certificates  

 For integrity of data and authenticity/ non-repudiation of electronic records, and to be 

complaint with IT Act 2000, it is necessary for each user to have a Digital Certificate (DC) also 

referred to as Digital Signature Certificate (DSC), of Class 2 or above, issued by a Certifying 

https://www.tcil-india-electronictender.com/
https://www.tcil-india-electronictender.com/
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Authority (CA) licensed by Controller of Certifying Authorities (CCA) [refer 

http://www.cca.gov.in]. 

 

6.  Registration  

 To use the Electronic Tender® portal (https://www.tcil-india-electronictender.com) vendors 

need to register on the portal. Registration of each organization is to be done by one of its 

senior persons who will be the main person coordinating for the e-tendering activities. In ETS 

terminology, this person will be referred to as the Super User (SU) of that organization. For 

further details, please visit the website/portal, and click on the ‘Supplier Organization’ link 

under ‘Registration’ (on the Home Page), and follow further instructions as given on the web 

site. Pay Annual Registration Fee as applicable. 

 [ Note :  After successful submission of Registration details and Annual Registration Fee (Rs 

6000/- plus service tax as applicable, payable etc. TCIL), please contact TCIL Helpdesk (as 

given below), to get your registration accepted/activated]. 

 

 

TCIL Helpdesk 

Telephone (011) 26202699 (Multiple Lines) 

 [between 9:30 hrs . to 18:00 hrs . on working days]  

Emergency Mobile Nos. 98683 93717 / 98683 93775 / 98683 93792  

E-mail  ID ets_support@tcil - india.com  

 

 

7.  Some Bidding related Information for this Tender (Sealed Bid)  

(a) Procurement of Official Copy of Tender Document/ addendum 

 After the process of registration on ETS portal, , those Bidders who have already procured 

Tender document offline from  MM Cell, BSNL C.O, New Delhi or have downloaded it from 

BSNL website, would download the official copy of the same Tender Document/ addendum 

online from the e-tendering portal. 

(b) Online Submission of Bids  

 The entire bid-submission would be online on ETS. Broad outline of submissions are as 

follows: 

i) Submission of information about Bid Security/ Earnest Money Deposit (EMD) being 

submitted ‘offline’ on or before the date & time of submission of bids. 

ii) Submission of digitally signed copy of Tender Documents/ Addenda 

(c) Submission of Two Electronic Envelopes 

i) Technical-Part   

Á Electronic Forms-Mandatory 

Á Main-Bid-Mandatory 

Á Bid-Annexures (Optional) 

ii) Financial-Part 

Á Electronic Forms-Mandatory 

Á Main-Bid-Mandatory 

Á Bid-Annexures (Optional) 

(Financial price schedule should be uploaded as Main Bid in this part and it should not be 

uploaded again in the Bid annexures. If a bidder does so then price schedule as per ‘Main Bid’ 

only, shall be taken into consideration during financial evaluation. 

 

NOTE:  Bidder must ensure that after above submissions & all other functional steps of the 

ETS portal the status of bid submission must become – “Complete ”. It should be noted that 

only when ‘Status pertaining overall bid submission’ becomes ‘Complete’ then only the bid of 

a bidder appears in the Electronic Tender Box on ETS portal and can be opened by tender 

opening committee of BSNL. Even if a bidder submits some parts (as per ETS portal) of the 

online bid are submitted these will not be transferred to Electronic tender Box until all the 

http://www.cca.gov.in/
https://www.tcil-india-electronictender.com/
tel:+91-11-26241071
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steps are completed and ‘Status pertaining overall bid submission’ becomes ‘Complete’. After 

status pertaining ‘Status pertaining overall bid submission’ becomes ‘Complete’ may generate 

a receipt for ‘Confirmation of final bid submission’ on ETS portal.  

 

Bidders should refer to User Manual for SO (Supplier Organization) in USER GUIDANCE link of 

ETS portal and follow all Do’s and Don’ts and other essential settings & guidelines. 

Bidders must ensure that all documents uploaded on e-tender portal as files or zipped folders, 

contain valid files and are not corrupt or damaged due to any processing at bidder PC system 

like zipping etc. It shall be the responsibility of bidder himself for proper extractability of 

uploaded zipped files. Any error/ virus creeping into files/folder from client end PC system 

cannot be monitored by e-tender software/ server and will be bidder’s responsibility only. 

In case the files are non-extractable or illegible otherwise, then the bidder’s authorized 

representative shall be given one chance by Tender Opening Committee to open & 

demonstrate the contents of bid data downloaded from the e-tender portal in his presence. 

 

 If, even after above chance, the bidder is unable to open & demonstrate the contents of bid 

data downloaded from the e-tender portal in his presence then no fresh bid in any form, soft 

or hard copies, shall be accepted by tendering authority and his bid shall be summarily 

rejected and treated as non-responsive. 

 

8. Offline Submissions : 

The Bidder is requested to submit the original documents as per clause 4 of section 2 offline 

to DM (MMT), BSNL Corporate Office, 2nd Floor, Bharat Sanchar Bhawan, Janpath, New Delhi 

– 110001 on or before the Bid Closing Date specified in covering letter of this Tender 

Document, in a sealed envelope. The envelope shall bear (the Tender/Project name), the 

tender number and the words ‘DO NOT OPEN BEFORE’ (due date & time).  

(a) Bid Security. 

(b) Power of attorney in accordance with clause 14 of Section-4 Part A. 

Note :     The Bidder has to upload the Scanned copy of all above said original documents as Bid-

Annexure during Online Bid-Submission except Pass-phrases for technical & financial bid parts 

in separate sealed envelopes. 

 

9.  Special Note on Security of Bids  

9.1 Security related functionality has been rigorously implemented in ETS in a multi-dimensional 

manner. Starting with 'Acceptance of Registration by the Service Provider', provision for 

security has been made at various stages in Electronic Tender's software. Specifically for Bid 

Submission, some security related aspects are outlined below.  

9.2 As part of the Electronic Encrypter™ functionality, the contents of both the ‘Electronic Forms’ 

and the ‘Main-Bid’ are securely encrypted using a Pass-Phrase created by the Bidder himself. 

Unlike a ‘password’, a Pass-Phrase can be a multi-word sentence with spaces between words 

(e.g. I love this World). A Pass-Phrase is easier to remember, and more difficult to break. It is 

recommended that a separate Pass-Phrase be created for each Bid-Part. This method of bid-

encryption does not have the security and data-integrity related vulnerabilities which are 

inherent in e-tendering systems which use Public-Key of the specified officer of a Buyer 

organization for bid-encryption. Bid-encryption in ETS is such that the Bids cannot be 

decrypted before the Public Online Tender Opening Event (TOE), even if there is connivance 

between the concerned tender-opening officers of the Buyer organization and the personnel of 

e-tendering service provider.  

9.3 Typically, ‘Pass-Phrase’ of the Bid-Part to be opened during a particular Public Online Tender 

Opening Event (TOE) is furnished online by each Bidder during the TOE itself, when demanded 

by the concerned Tender Opening Officer.  
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9.4 It is important for the bidder to keep a safe record of his Pass-phrases. It is the 

RESPONSIBILITY of the bidder to provide the CORRECT PASS-PHRASE for decrypting his bid 

part. In case the bidder is unable to provide the correct pass-phrase during the TOE, it will not 

be possible to open his bid and as his bid will be REJECTED (i.e. Archived Un-opened). Before 

rejection in such a situation, the bidder will be given opportunity to himself enter the pass-

phrase from his own office or from BSNL’s office if his representative is physically present 

there. 

9.5 There is an additional protection with SSL Encryption during transit from the client-end 

computer of a Supplier organization to the e-tendering server/ portal. 

10.   Public Online Tender Opening Event (TOE)   

10.1 ETS offers a unique facility for ‘Public Online Tender Opening Event (TOE)’. Tender Opening 

Officers as well as authorized representatives of Bidders can attend the Public Online Tender 

Opening Event (TOE) from the comfort of their offices. Alternatively, duly authorized 

representatives of Bidders (i.e. Supplier organization) are requested to carry a Laptop with 

Wireless Internet Connectivity, if they wish to come to BSNL office for the Public Online TOE. 

10.2 Every legal requirement for a transparent and secure ‘Public Online Tender Opening Event 

(TOE)’ has been implemented on ETS.  

10.3 As soon as a Bid is decrypted with the corresponding ‘Pass-Phrase’ as submitted online by the 

Bidder himself (during the TOE itself), salient points of the Bids are simultaneously made 

available for downloading by all prospective Bidders. The tedium of taking notes during a 

manual ‘Tender Opening Event’ is therefore replaced with this superior and convenient form of 

‘Public Online Tender Opening Event (TOE)’.  

10.4 ETS has a unique facility of ‘Online Comparison Chart’ which is dynamically updated as each 

online bid is opened. The format of the chart is based on inputs provided by the Buyer for 

each Tender. The information in the Comparison Chart is based on the data submitted by the 

Bidders. A detailed Technical and/ or Financial Comparison Chart enhances Transparency. 

Detailed instructions are given on relevant screens.  

10.5 ETS has a unique facility of a detailed report titled ‘Minutes of Online Tender Opening Event 

(TOE)’ covering all important activities of ‘Online Tender Opening Event (TOE)’. This is 

available to all prospective Bidders for ‘Viewing/ Downloading’.  

10.6 There are many more facilities and features on ETS. For a particular tender, the screens 

viewed by a Supplier will depend upon the options selected/programmed by the Purchaser for 

the relevant tender.   

IMPORTANT NOTE : In case of internet related problem at a bidder’s end, especially during 

‘critical events’ such as – a short period before bid-submission deadline, during online public 

tender opening event, during e-auction, it is the bidder’s responsibility to have backup 

internet connections.  In case there is a problem at the e-procurement/ e-auction service-

provider’s end (in the server, leased line, etc.) due to which all the bidders face a problem 

during critical events, and this is brought to the notice of BSNL by the bidders in time, then 

BSNL will promptly re-schedule the affected event(s). 

 

11.  Other Instructions  

11.1 For further instructions, the vendor should visit the home-page of the portal 

(https://www.tcil-india-electronictender.com) and go to the User-Guidance Center 

11.2 The help information provided through ‘ETS User-Guidance Center’ is available in three 

categories – Users intending to Register / First-Time Users, Logged-in users of Buyer 

organizations, and Logged-in users of Supplier organizations. Various links are provided under 

each of the three categories. 

https://www.tcil-india-electronictender.com/
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11.3 It is strongly recommended that all authorized users of Supplier organizations should 

thoroughly peruse the information provided under the relevant links, and take appropriate 

action. This will prevent hiccups, and minimize teething problems during the use of ETS.  

11.4 The following ‘FOUR KEY INSTRUCTIONS for BIDDERS’ must be assiduously adhered to:   

(a) Obtain individual Digital Signing Certificate (DSC or DC) well in advance of your first tender 

submission deadline on ETS 

(b) Register your organization on ETS well in advance of your first tender submission deadline on 

ETS. 

(c) Get your organization’s concerned executives trained on ETS well in advance of your first 

tender submission deadline on ETS 

(d) Submit your Bids well in advance of tender submission deadline on ETS (There could be last 

minute problems due to internet timeout, breakdown, et al).  

(e) While the first three instructions mentioned above are especially relevant to first-time users of 

ETS, the fourth instruction is relevant at all times. 

12.  Minimum Requirements at Bidders end  

12.1 Computer System with good configuration (Min PIV, 1 GB RAM, Windows XP) 

12.2 Broadband connectivity  

12.3 Microsoft Internet Explorer 6.0 or above 

12.4 Digital Certificate(s) 

13.  Training Program  

13.1 One day training (10:00 to 17:00) would be provided as per the following table. Training is 

optional but is advisable for first time users. 

13.2 The prospective Bidders are requested to carry a Laptop and Wireless Connectivity to 

Internet. 

Scheduled Date Date of uploading of Tender document + 7 days 

Venue BSNL Corporate Office, 

Bharat Sanchar Bhawan,  

Janpath, New Delhi – 110001 

Training Charges 

(Per Participant) 

Rs. 2,500/-  

(plus GST as applicable). This amount is 

charged by M/s TCIL from bidders directly. 

 

 
14. In case there is any discrepancy between information entered in the electronic form 

and that as per the document uploaded, then information as per uploaded 

documents shall prevail over the information in electronic form . 
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Section 5 part A  

GENERAL (COMMERCIAL) CONDITIONS OF CONTRACT (GCC)  

1.  APPLICATION  

The general condition shall apply in contracts made by the purchaser for the procurement of goods. 

2.  STANDARDS  

The goods supplied under this contract shall conform to the standards prescribed in the Technical 

Specifications mentioned in section -3. 

 

3.  PATENT RIGHTS  

The Supplier shall indemnify the Purchaser against all third-party claims of infringement of 

patent, trademark or industrial design rights arising from use of the Goods or any part thereof 

in Indian Telecom Network. 

4.  PERFORMANCE SECURITY  

4.1 All suppliers (including MSEs who are registered with the designated MSME bodies, like National 

Small Scale Industries Corporation etc. shall furnish performance security to the purchaser for an 

amount equal to 5% of the value of Advance purchase order within 14 days from the date of issue 

of Advance Purchase Order by the Purchaser. 

4.2 The proceeds of the performance security shall be payable to the Purchaser as compensation 

for any loss resulting from the supplier's failure to complete its obligations under the contract. 

4.3 The performance security Bond shall be in the form of Bank Guarantee issued by a scheduled 

Bank and in the proforma provided in 'Section-7B of this Bid Document. 

4.4 The performance security Bond will be discharged by the Purchaser after completion of the 

supplier's performance obligations including any warranty obligations under the contract. 

5.  INSPECTION AND TESTS  

5.1 The Purchaser or its representative shall have the right to inspect and test the goods as per 

prescribed test schedules for their conformity to the specifications. Where the Purchaser 

decides to conduct such tests on the premises of the supplier or its subcontractor(s), all 

reasonable facilities and assistance like Testing instruments and other test gadgets including 

access to drawings and production data shall be furnished to the inspectors at no charge to 

the purchaser. 

5.2 Should any inspected or tested goods fail to conform to the specifications the purchaser may 

reject them and the supplier shall either replace the rejected goods or make all alterations 

necessary to meet Specification / requirements free of cost to the purchaser. 

5.3 Notwithstanding the pre-supply tests and inspections prescribed in clause 5.1 & 5.2 above, 

the equipment and accessories on receipt in the Purchaser's premises will also be tested 

during and after installation before "take over" and if any equipment or part thereof is found 

defective, the same shall be replaced free of all cost to the purchaser as laid down in clause 

5.4 below. 

5.4 If any equipment or any part thereof, before it is taken over under clause 5.5, is found 

defective or fails to fulfill the requirements of the contract, the inspector shall give the 
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Supplier notice setting forth details of such defects or failure and the supplier shall make the 

defective equipment good, or alter the same to make it comply with the requirements of the 

contract forthwith and in any case within a period not exceeding three months of the initial 

report. These replacements shall be made by the supplier free of all charges at site. Should it 

fail to do so within this time, the purchaser reserves the discretion to reject and replace at the 

cost of the supplier the whole or any portion of equipment as the case may be, which is 

defective or fails to fulfill the requirements of the contract. The cost of any such replacement 

made by the purchaser shall be deducted from the amount payable to the supplier. 

5.5 When the performance tests called for have been successfully carried out, the inspector / 

ultimate consignee will forthwith issue a Taking over Certificate. The inspector /ultimate 

consignee shall not delay the issue of any "taking Over Certificate" contemplated by this 

clause on account of minor defects in the equipment which do not materially affect the 

commercial use thereof provided that the supplier shall undertake to make good the same in 

a time period not exceeding six months. The Taking over Certificate shall be issued by the 

ultimate consignee within six weeks of successful completion of tests. In this case, BCPC (Bills 

Copy Payable Challan) shall be equivalent to "Taking over Certificate", issuance of which shall 

certify receipt of goods in safe and sound condition.  However, they shall not discharge the 

supplier of their warranty obligation.  BCPC in respect of last consignment against the 

purchase order will be equivalent to "Taking over Certificate". 

5.6 Nothing in clause 5 shall in any way release the Supplier from any warranty or other 

obligations under this contract. 

6.  DELIVERY AND DOCUMENTS  

6.1 Delivery of the goods and documents shall be made by the supplier in accordance with the 

terms specified by the purchaser in its schedule of requirements and special conditions of 

contracts, and the goods shall remain at the risk of the supplier until delivery has been 

completed. The delivery of the equipment shall be to the ultimate consignee as given in the 

purchase order. 

6.2 The delivery of the goods and documents shall be completed within time frame stated in 

Section-2 (Tender information). 

6.3 All Technical assistance for installation, commissioning and monitoring of the equipment shall 

be provided by the Supplier at no extra cost during laboratory evaluation, validation/ type 

approval and field trial, if any. 

6.4 The extension of delivery period against the purchase order, if any, should be granted subject 

to the condition that BSNL shall have the absolute right to revise the price(s) and also to levy 

penalty for the delayed supplies. 

7.  TRAINING  

7.1 The bidder shall provide training for installation and maintenance staff of the purchaser free of 

cost where required. 

7.2 The bidder shall specify in its bid the number of trainees, quantum of proposed  

training, pre-training qualifications required of the trainees and duration of the proposed 

training. 

7.3 The bidder shall provide all training material and documents. 

7.4 Conduct of training of the purchaser's personnel shall be at the suppliers' plant and/or on-site 

in assembly start-up operation, maintenance and/or repair of the supplied goods. 
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8.  INCIDENTAL SERVICES  

The Supplier may be required to provide any or all of the following Services: 

a. Performance or supervision of on-site assembly and/or start-up of the   supplied goods: 

b. Furnishing of tools required for assembly and/or maintenance of supplied goods: 

c. Performance of supervision or maintenance and/or repair of the supplied goods, for a period 

of time agreed by the parties that this service shall not relieve the Supplier of any Warranty 

obligations under this Contract 

9.  SPARES  

9.1 The supplier shall be required to provide a list of the following material and notifications 

pertaining to spare parts manufactured or distributed by the supplier of spares including cost 

and quantity considered for arriving at the price of spares in Sec-4 Part A clause 9. 

(a) Such spare parts as the purchaser may elect to purchase from the supplier provided that such 

purchase shall not relieve the supplier of any warranty obligation under the contract. 

(b) In the event of termination of production of the spare parts, the supplier shall: 

(i) give advance notification to the purchaser pending termination (not less than 2 years), in 

sufficient time to enable the purchaser to procure life time spare;  and 

(ii) Following such advance intimation of termination, furnish at no cost to the purchaser, the blue 

prints, drawings and specifications of spare parts, if and when requested. 

9.2 Over a period of three years starting from the date of final acceptance, the supplier shall supply, at 

its own cost, all necessary spares which have not been included in the offer as part of the 

requirement. These spares should be supplied within a maximum period of 30 days from the 

notification by the purchaser of its need. 

10.  WARRANTY  

10.1 The supplier shall warrant that the stores to be supplied shall be new and free from all defects and 

faults in materials used, workmanship and manufacture and shall be of  the highest grade and 

consistent with the established and generally accepted standards for  materials of the type ordered 

and shall perform in full conformity with the specifications and drawings. The supplier shall be 

responsible for any defect that may develop under the conditions provided by the contract and 

under proper use, arising from faulty material, design or workmanship such as corrosion of the 

equipment, inadequate quantity of  material  to  meet  equipment requirements, inadequate contact 

protection, deficiencies in circuit design and/ or otherwise and shall remedy such defects  at its 

own cost when called upon to do so by the Purchaser who shall state in  writing in what respect the 

stores are faulty. This warranty shall survive inspection or payment for/ and acceptance of goods, 

but shall expire (except in respect of complaints notified prior to such date) twelve months after the 

stores have been taken over under clause 5.5 above. 

10.2 If it becomes necessary for the Supplier to replace or renew any defective portion(s) of the 

equipment under this clause, the provisions of the clause 10.1 shall apply to the portion(s) of the 

equipment so replaced or renewed or until the end of the above mentioned period of twelve 

months, whichever may be later. If any defect is not remedied by the supplier within a reasonable 

time, the Purchaser may proceed to get the defects remedied from other supplier etc., at the 

supplier's risk and expenses, but without prejudice to any other rights which the purchaser may 

have against the supplier in respect of such defects. 
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10.3 Replacement under warranty clause shall be made by the supplier free of all charges at site 

including freight, insurance and other incidental charges. 

11.  PAYMENT TERMS  

11.1 Payment of specified percentage of the price as stated in Section -2 (Tender Information) 

shall be made on receipt of goods by consignee. For claiming this payment the following 

documents are to be submitted to the paying authority. 

(a) Invoice clearly indicating break up details of composite price i.e. Basic, Goods and Services 

Tax (GST), any other Duties and Taxes, Freight/Packing Charges etc. 

(b) Acknowledged Delivery Challan in original. 

(c) Inspection Certificate of QA(Payable copy in original) 

(d) The sea freight receipt as per the rates approved by the Ministry of Water and Surface 

Transport, if applicable. 

(e) E-Way bill as prescribed in the GST law in case of movement of goods 

(f) Proof of payment of GST, if applicable. 

(g) Timely upload of correct and necessary information on GSTN portal is mandatory as 

prescribed in GST compliances. 

 

Note: -  1) If the supplier fails to furnish necessary supporting documents i.e. GST Invoice /Customs 

invoices etc. and also fails to upload the information on GSTN in respect of the Duties/taxes 

which input tax credit is available, the amount pertaining to such Duties/Taxes will be 

deducted from the payment due to the supplier 

2) Tax amount will be paid to the supplier only after supplier declares the details of the invoices 

in its return n GSTR-3 uploaded by the supplier and the same is reflected in GSTR-2A of BSNL 

on GSTN portal. 

3) TDS/ TCD shall be deducted at the prescribed rate, if any (as the case may be). 

4) BSNL can adjust / forfeit Bank Guarantee obtained from the supplier against any loss of input 

tax credit to SNL on account of supplier’s default. 

5) In case BSNL has to pay GST on reverse charge basis, the supplier would not charge GST on 

its invoices. Further, the supplier undertakes to comply with the provisions of GST law as may 

be applicable.  

11.2 The balance payment shall be made within a period of 6 months from invoice date to 

ensure availability of input tax credit (ITC) & subject to condition that there are no 

damage/shortages.  In those cases where such shortages/damages are intimated to the 

supplier in writing, the balance payment shall be released only after the cases are settled 

in accordance with the provision of the P.O. 
Further the case of any dispute on the payment to be made to the supplier, the same shall be settled on or 

before the month of September following the end of financial year to which the invoice pertains. 

Additionally, in case the dispute is not settled due to any act of the supplier and input credit on the said 

invoice is lost by BSNL, the same shall be recovered from the supplier. 
11.2.1 100% Payment (in place of Payment % specified in clause 11.1 above) may be made on delivery, provided 

that an additional Bank Guarantee for an amount equal to Balance Payment % of the value of supplies 

[specified in clause 11.2 above] valid for a minimum period of seven months is furnished by the supplier 

along with an undertaking that the equipment/stores supplied shall be free from damages/shortages. In 

case purchaser intimates shortages/ damages in received stores to the supplier in writing, the Bank 

Guarantee shall be extended without fail by the supplier for a suitable period as requested by the purchaser 

in writing.  Failure to do so shall result in forfeiture of Bank Guarantee. The Bank Guarantee shall be 

accepted at Circle Head Quarter and shall be released only after the cases are settled in accordance with 

the provisions available in the Purchase Order/ Tender document.   
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11.3 Necessary declaration, statutory forms (if any) shall be provided by BSNL to avail 

concessional rate of tax wherever applicable on the request of the bidder as and when asked 

for. 

11.4 No payment will be made for goods rejected at the site on testing. 

11.5 The bidder has to give the mandate for receiving payment costing Rs.5 lakhs and above 

electronically and the charges, if any, levied by bank has to be borne by the bidder/ 

contractor/supplier. The bidder company is required to give the following information for this 

purpose:- 

(a) Beneficiary Bank Name: 

(b) Beneficiary branch Name: 

(c) IFSC code of beneficiary Branch: 

(d) Beneficiary account No.: 

(e) Branch Serial No. (MICR No.): 

12.  PRICES  

12.1 Prices charged by the supplier for goods delivered and services performed under the contract 

shall not be higher than the prices quoted by the Supplier in its Bid except for variation 

caused by change in taxes/ duties as specified in Clause-12.2 mentioned below. 

12.2 For changes in taxes/ duties during the scheduled delivery period, the unit price shall be 

regulated as under:   

(a) Prices will be fixed at the time of issue of purchase order as per taxes and statutory duties 

applicable at that time 

(b) In case of reduction of taxes and other statutory duties during the scheduled delivery period, 

purchaser shall take the benefit of decrease in these taxes/ duties for the supplies made from 

the date of enactment of revised duties/taxes.  

(c) In case of increase in duties/taxes during the scheduled delivery period, the purchaser shall 

revise the prices as per new duties/ taxes for the supplies, to be made during the remaining 

delivery period as per terms and conditions of the purchase order.   

12.3 Any increase in taxes and other statutory duties/ levies, after the expiry of the delivery date 

shall be to the supplier's account.  However, benefit of any decrease in these taxes/duties 

shall be passed on to the Purchaser by the supplier. The total price is to be adjusted (by 

reducing the basic price) with increased duties and taxes as per price mentioned in PO. 

13.  CHANGES IN PURCHASE ORDERS  

13.1 The Purchaser may, at any time, by a written order given to a Supplier, make changes within 

the general scope of the Contract in any one or more of the following: 

(a) Drawings, designs or specifications, where goods to be supplied under the Contract are to be 

specifically manufactured for the Purchaser; 

(b) the method of transportation or packing; 

(c) the place of delivery; or  

(d) The services to be provided by the Supplier. 

13.2 If any such change causes an increase or decrease in the cost and quantity of, or the time 

required for the execution of the Contract an equitable adjustment shall be made in the 

Contract Price or delivery schedule, or both, and the Contract shall accordingly be amended. 
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Any proposal by the Supplier for adjustment under this clause must be made within thirty 

days from the date of the receipt of the change in order. 

14.  SUBCONTRACTS  

The Supplier shall notify the Purchaser in writing of all subcontracts awarded under this 

Contract if not already specified in his Bid. Such notification, in his original bid or later shall 

not relieve the Supplier from any liability or obligation under the Contract. 

15.  DELAYS IN THE SUPPLIER’S PERFORMANCE 

15.1 Delivery of the Goods and performance of the services shall be made by the Supplier in 

accordance with the time schedule specified by the purchaser in its purchase order. In case 

the supply is not completed in the stipulated delivery period, as indicated in the Purchase 

Order, purchaser reserves the right to short-close/ cancel this purchase order and/ or recover 

liquidated damage charges. The cancellation/ short-closing of the order shall be at the risk 

and responsibility of the supplier and purchaser reserves the right to purchase balance 

unsupplied item at the risk and cost of the defaulting vendors. 

15.2 Delay by the Supplier in the performance of its delivery obligations shall render the Supplier 

liable to any or all of the following sanctions:  

(a) forfeiture of its performance security,  

(b) imposition of liquidated damages, and/ or  

(c) Short closure of the contract in part or full and/ or termination of the contract for default. 

15.3 If at any time during the performance of the contract, the supplier encounters condition 

impending timely delivery of the goods and performance of service, the supplier shall: 

(a) Promptly notify to the Purchaser in writing the fact of the delay, its likely duration and its 

cause(s). As soon as practicable after receipt of the supplier's notice, the purchaser shall 

evaluate the situation and may at its discretion extend the period for performance of the 

contract (by not more than 20 weeks or as per provisions of clause 16.2 Section-5A as per 

provision given below : 

(b) The vendor has to submit their request for extension along with the undertaking as per clause 

24 Section-5A (Fall Clause) and a copy of QA inspection certificate at least two weeks before 

the expiry of delivery period. The vendor shall also submit unconditional acceptance of the 

conditions for delivery period extension i.e. applicability of liquidated damages, prices to be 

provisional and to be regulated as per clauses 12.3 and 24 of section-5A and submission of 

additional BG, wherever applicable. The decision regarding extension shall be communicated 

within two weeks of the receipt of request and after receipt of the unconditional acceptance 

and the undertaking mentioned above. 

(c) In case extension is being granted beyond 20 weeks then the vendor shall submit additional 

BG while seeking extension. For piecemeal items the amount of additional BG shall be 5% of 

the value of balance quantity of items to be supplied for which extension in delivery period 

has been sought. In case of infrastructure/turnkey projects other than as stated above, 1% of 

the total project value shall be the value for additional BG. The additional BG shall be valid for 

six months beyond extension of delivery period sought and shall be discharged after the full 

ordered quantity has been supplied to the ultimate consignee within the last extended 

delivery period on submission of inspection certificate from QA and consignee receipt without 

prejudice to the other remedies available to the purchaser.  

(d) If the vendor fails to deliver the full ordered quantity even during extended delivery period 

then the PO shall be short-closed and the Performance Bank Guarantee as well as additional 
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BG shall be forfeited. 

(e) Format of (i) letters conveying conditions of DP extension and (ii) DP extension letter are at 

Section 7 Part D& E.   

15.4 If the supplies are not completed in the extended delivery period, the purchase order shall be 

short-closed and both the Performance securities shall be forfeited. 

16.  LIQUIDATED DAMA GES 

16.1 The date of delivery of the stores stipulated in the acceptance of the tender should be deemed 

to be the essence of the contract and delivery must be completed not later than the dates 

specified therein. Extension will not be given except in exceptional circumstances. Should, 

however, deliveries be made after expiry of the contracted delivery period, without prior 

concurrence of the purchaser and be accepted by the consignee, such delivery will not deprive 

the purchaser of its right to recover liquidated damage under clause 16.2 below. However, 

when supply is made within 21 days of the contracted original delivery period, the consignee 

may accept the stores and in such cases the provision of clause 16.2 will not apply. Further, 

DP extension for this grace period of 21 days shall not be necessary. 

16.2 While granting extension of delivery period as per clause 15.3, the liquidated damages shall 

be levied as follows: 

(a) Should the supplier fails to deliver the store or any consignment thereof within the period 

prescribed and agreed for delivery, the purchaser, without prejudice to other remedies 

available to the purchaser shall be entitled to recover, as agreed liquidated damages for 

breach of contract, a sum equivalent to 0.5% of the value of the delayed supply and/ or 

undelivered material/ supply for each week of delay or part thereof for a period up to 10 

(TEN) weeks, and thereafter at the rate of 0.7% of the value of the delayed supply and/ or 

undelivered material/ supply for each week of delay or part thereof for another TEN weeks of 

delay. 

(b) DP extension beyond 20 weeks would not be generally allowed. The extension beyond 20 

weeks may be decided in most exceptional circumstances on case to case basis, by the CGM 

concerned in case of tenders floated by Circles and by the Functional Director concerned in 

case tenders floated by Corporate Office, stating reasons and justifications for grant of 

extension of delivery period beyond 20 weeks.  

(c) In the case of package supply/ turnkey projects when the delayed portion of the supply 

materially hampers installation and commissioning of the systems, LD charges shall be levied 

as above on the total value of the concerned package of the Purchase Order.   

(d) Quantum of liquidated damages assessed and levied by the purchaser and decision of the 

purchaser thereon shall be final and binding on the supplier, further the same shall not be 

challenged by the supplier either before Arbitration tribunal or before the court. The same 

shall stand specifically excluded from the purview of the arbitration clause, as such shall not 

be referable to arbitration. However, when supply is made to the ultimate consignee within 21 

days of QA clearance in the extended delivery period and the goods were dispatched within 

this delivery period, the consignee may accept the stores and in such cases the LD shall be 

levied up to the date of dispatch after QA clearance only. 

 

(e) The total value of the liquidated damages as per above sub-clauses shall be limited to a 

maximum of 12% (Twelve percent) i.e. LD shall be levied up to 20 weeks only as per 

provision at Para (a). 
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16.3 In cases where the scheduled delivery period is distributed month-wise or is in installments, 

the liquidated damages shall be imposed for delay in each scheduled month/ installment. 

Liquidated damages shall be calculated separately for quantities to be supplied in every 

month/ installment and the corresponding delay. If the supplier supplies full quantity before 

the expiry of the scheduled delivery period of the last month/ installment but there is delay in 

month-wise/ installment-wise supply, then also liquidated damages shall be levied on the 

supplies against the earlier months/ installments that have been delayed. Twenty (20) weeks 

for the purpose of additional BG and grant of DP extension shall be counted from the last 

month/ installment. 

16.4 Wherever Clause of grace period of 21 days exists in the Purchase Order as well as in the 

Tender document against which the Purchase Order has been released, applicability of the 

grace period shall be subject to: 

(a) The Store has been offered to ‘QA’ by the Supplier for Inspection/Testing within the 

contracted original delivery period. 

 

(b) 'QA’ has cleared the equipment for dispatch within the contracted original delivery period. 

 

(c) The Supplier has carried out dispatch/ dispatched the equipment with in contracted original 

delivery period. For claiming benefit of grace period, the supplier shall have to satisfy the 

Paying Authority by furnishing documents of dispatch confirming that it has actually 

dispatched the equipment within contracted original delivery period. 

 

(d) The Store has been received by the ultimate consignee within 21 days of the expiry of 

contracted original delivery period. 

 

(e) The grace period of 21 days shall be allowed only in those cases which fulfill all the conditions 

given in Para (a) to (d) above.  During grace period no LD charges shall be levied. 

Note :  1. In case of turnkey projects, the additional BG and LD clauses related to delay in 

Installation & commissioning activities, shall be fine-tuned to meet the requirements of the 

project and shall be included in the special conditions Section-5 Part B of the concerned bid 

document) after approval of the Management. In these cases, the tender approving authority 

as per delegation of financial powers shall be competent authority to decide applicability of LD 

on the Installation and commissioning portion in case delay is on part of BSNL. However, for 

supply of equipment in such projects, the terms and conditions shall be the same as 

mentioned in clauses 15.3 and 16.2 of Section-5 Part A. 

16. 5 GST (if applicable) on account of liquidated damages due to delay in supply of goods 

would be borne by supplier. 

17.  FORCE MAJEURE  

17.1 If, at any time, during the continuance of this contract, the performance in whole or in part by 

either party of any obligation under this contract is prevented or delayed by reasons of  any 

war or hostility, acts of the public enemy, civil commotion, sabotage , fires, floods, explosions, 

epidemics, quarantine restrictions, strikes, lockouts or act of God (hereinafter referred to as 

events) provided notice of happenings of any such eventuality is given by either party to the 

other within 21 days from the date of occurrence thereof, neither party shall by reason of 

such event be entitled to terminate this contract nor shall either party have any  claim for 

damages against  other in respect of such non-performance or delay in performance, and  

deliveries under the contract shall be resumed as soon as practicable after such an event 

come to an end or cease   to exist, and the decision of the Purchaser as to whether the 
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deliveries have been so resumed or not shall be final and conclusive.  Further that if the 

performance in whole or part of any obligation under this contract is prevented or delayed by 

reasons of any such event for a period exceeding 60 days, either party may, at its option, 

terminate the contract. 

 

17.2 Provided, also that if the contract is terminated under this clause, the Purchaser shall be at 

liberty to take over from the Supplier at a price to be fixed by the purchaser, which shall be 

final, all unused, undamaged and acceptable materials, bought out components and stores in 

course of manufacture which may be in possession of the  Supplier at the time of such 

termination or such portion thereof as the purchaser may deem fit, except such materials, 

bought out components and stores as the Supplier may with the concurrence of the purchaser 

elect to retain. 

18.  ACTION BY PURCHASER AGAINST BIDDER(S)/ VENDOR(S) IN CASE OF DEFAULT.  

18.1 In case of default by Bidder(s)/ Vendor(s) such as 

(a) Failure to deliver and/ or commission any or all of the goods within the time period(s) 

specified in the contract, or any extension thereof granted by the purchaser pursuant to 

clause15 of this section; 

(b) Failure to perform any other obligation(s) under the Contract; and 

(c) Equipment does not perform satisfactory in the field in accordance with the specifications; 

(d) Or any other default whose complete list is enclosed in Appendix-1 of Section-4, Part-A; 

Purchaser will take action as specified in Appendix-1 of Section-4, Part-A. 

19.  Tax Indemnity clause: 

BSNL has the right to recover input Tax Credit loss suffered by it due to any mis-declaration 

on invoice by the supplier. 

20.  ARBITRATION  

20.1 In the event of any question, dispute or difference arising under this agreement or in 

connection there-with (except as to the matters, the decision to which is specifically provided 

under this agreement), the same shall be referred to the sole arbitration of the CMD, BSNL or 

in case his designation is changed  or his office is abolished, then in such cases to the sole 

arbitration of the officer for the time being entrusted (whether in addition to his own duties or 

otherwise) with the functions of the CMD, BSNL or by whatever designation such an officer 

may be called (hereinafter referred to as the said officer), and if the CMD or the said officer is 

unable or unwilling to act as such, then to the sole arbitration of some other person appointed 

by the CMD or the said officer. The agreement to appoint an arbitrator will be in accordance 

with the Arbitration and Conciliation Act 1996.  There will be no objection  to any such 

appointment on the ground that the arbitrator is a Government Servant or that he has to deal 

with the matter to which the agreement relates or that in the course of his duties as a 

Government Servant he has expressed his views on all or any of the matters in dispute. The 

award of the arbitrator shall be final and binding on both the parties to the agreement. In the 

event of such an arbitrator to whom the matter is originally referred, being transferred or 

vacating his office or being unable to act for any reason whatsoever, the CMD, BSNL or the 

said officer shall appoint another person to act as an arbitrator in accordance with terms of 

the agreement and the person so appointed shall be entitled to proceed from the stage at 

which it was left out by his predecessors. 
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20.2 The arbitrator may from time to time with the consent of both the parties enlarge the time 

frame for making and publishing the award. Subject to the aforesaid, Arbitration and 

Conciliation Act, 1996 and the rules made there under, any modification thereof for the time 

being in force shall be deemed to apply to the arbitration proceeding under this clause. 

 

20.3 The venue of the arbitration proceeding shall be the office of the CMD, BSNL, New Delhi or 

such other places as the arbitrator may decide. 

21.  SET OFF  

Any sum of money due and payable to the supplier (including security deposit refundable to him) 

under this contract may be appropriated by the purchaser or the BSNL or any other person(s) 

contracting through the BSNL and set off the same against any claim of the Purchaser or 

BSNL or such other person or person(s) for payment of a sum of money arising out of this 

contract or under any other contract made by the supplier with  the Purchaser or BSNL or 

such other person(s) contracting through the BSNL.  

        In case of set off of the security deposit against any claim of the purchaser or BSNL or such 

other person or person(s) for payment of a sum of money arising out of this contract or under 

any other contract made by the supplier with the Purchaser or BSNL or such other person(s) 

contracting through BSNL, the GST on such set off will be borne by the supplier. GST would 

not be liable on security deposit. But of supplier set off the security deposit against any claim 

of the purchaser or BSNL or such other person or person(s) for payment of a sum of money 

arising out of this contract or under any other contract made by the supplier with the 

Purchaser or BSNL or such other person(s) contracting through the BSNL, then GST would be 

levied. 

22.  INTIMATION OF SUPPLY STATUS  

The bidders, who are given Purchase Orders, must give the details of the supplies made 

against all the Purchase Orders every month on the first working day of the following month 

to MM and the concerned Planning Branches of BSNL. 

23.  DETAILS OF THE PROD UCT  

The bidder should furnish the name of his collaborator (if applicable), brand name, model 

number, type of the products and HSN classification under GST and Customs Law offered in 

this tender. The technical literatures of the products should also be submitted.  No change in 

either technology or product shall be permitted after opening of bids. 

24.   FALL CLAUSE  

24.1 The prices once fixed will remain valid during the scheduled delivery period except for the 

provisions in clause 12.1 of Section 5 Part A.  Further, if at any time during the contract 

 

(a) It comes to the notice of purchaser regarding reduction of price for the same or similar 

equipment/ service; 

and /or  

(b) The prices received in a new tender for the same or similar equipment/ service are less than 

the prices chargeable under the contract. 

 

24.2 The purchaser, for the purpose of delivery period extension, if any, will determine and 

intimate the new price, taking into account various related aspects such as quantity, 
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geographical location etc., and the date of its effect for the balance quantity/ service to the 

vendor.  In case the vendor does not accept the new price to be made applicable during the 

extended delivery period and the date of its effect, the purchaser shall have the right to 

terminate the contract without accepting any further supplies. This termination of the contract 

shall be at the risk and responsibility of the supplier and the purchaser reserves the right to 

purchase the balance unsupplied quantity/ service at the risk and cost of the defaulting 

vendor besides considering the forfeiture of his performance security. 

 

24.3 The vendor while applying for extension of time for delivery of equipment/services, if any, 

shall have to provide an undertaking as “We have not reduced the sale price, and/ or offered 

to sell the same or similar equipment/ service to any person/organization including 

Department of central/state Government or any central/state PSU at a price lower than the 

price chargeable under the contract for scheduled delivery period.” 

 

24.4 In case under taking as in Clause 23.3 is not applicable, the vendor will give the details of 

prices, the name(s) of purchaser, quantity etc.  to the purchaser, while applying extension of 

delivery period. 

25.  COURT JURISDICTION:  

25.1 Any dispute arising out of the tender/bid document/evaluation of bids/issue of APO shall be 

subject to jurisdiction of the competent court at the place from where the NIT/tender has 

been issued. 

 

25.2 Where a contractor has not agreed to arbitration, the dispute/claims arising out of the 

Contract/PO entered with him shall be subject to the jurisdiction of the Competent Court at 

the place from where Contract/PO has been issued. Accordingly ,a stipulation shall be made in 

the contract as under: 

 

“This Contract/PO is subject to jurisdiction of Court at Delhi only” 

 Note : -  Mandatory Licensing requirements with regards to security related concerns issued by 

the Government of India from time - to - time shall be strictly followed and appropriate clauses 

shall be added in all bid documents. Necessary guidelines in this regard shall be issued 

separately.  

 

 

26.  GST Invoice: 

26.1 All the details of supplier (name, address, GSTIN/ unregistered supplier, place of supply, SAC/ 

HSN code etc.) and other mandatory details shall be mentioned on the invoice. 

26.2 Invoice/Supplementary invoice/Debit Note/Credit Note/Receipt Voucher need to be issued in 

compliant format and timely within the time prescribed under GST law. 

26.3 In case of any deficient/incomplete/rejected supply, BSNL shall convey the same in a reasonable 

time to enable the supplier to issue credit note and take tax adjustment. 

26.4 It would be the responsibility of the supplier to declare correct information on invoice and GSTN 

viz. the amount, the place of supply, rate of tax etc. In case, the eligibility of input tax credit is 
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questioned or denied to BSNL on account of default by the supplier, the same would be recovered 

by BSNL from the supplier. 

26.5 Registered location of the both the parties i.e. BSNL and supplier should be mentioned in the 

agreement with GSTIN No. Further, supplier should raise invoices at the registered premise of 

BSNL for availing of credit and ensure that the place of supply as per GST law is same as 

registered premise 

26.6 BSNL could at any time instruct the supplier to raise its invoices at a particular location of BSNL 

26.7 It is the responsibility of the supplier to ensure that place of supply and the GSTN of BSNL are in 

the same state. If for any reason they are not in the same state, the supplier shall intimate to BSNL 

and give adequate time before raising of the invoice. 

26.8 E-waybill number should be mentioned on the invoices. 

26.9 Supplier shall be responsible for timely issuance and delivery of invoice/ DN/ CN to enable BSNL 

to claim tax benefit on or before the stipulated time period provided by the GST law. 

(a) It is the responsibility of the supplier to ensure that outward supply return (GSTR-1) would be filed 

correctly. If not, than cost would be borne by supplier. 

(b) (b) Reporting of correct outward supply by supplier in the outward return (GSTR-1) is the 

responsibility of the supplier. In case of mismatch because of supplierôs fault, prompt amendments 

must be made by the supplier else supplier would be required to indemnify BSNL of the loss of 

credit due to mis-match. The compliances to be adhered by supplier includes (but is not limited to) 

the following: 

(i) Uploading appropriate invoice details on the GSTN within the stipulated time; 

(ii)  Issuing GST compliant invoice / CN/ DN.  PO issued by BSNL should be referred by supplier for 

capturing information on the invoice. 

(iii)  Supplier needs to pay the entire self-assessed tax on timely basis. 

(iv) Where invoice is not uploaded or incorrect upload of invoice detail of GSTN by supplier then 

credit on such invoice will be given provisionally subject to matching. So, acceptance of changes 

made by BSNL on GSTN on account of non-upload or incorrect upload of invoice details on 

GSTN is to be submitted by supplier. Such changes w.r.t. the mismatch are required to be accepted 

by supplier within the time limit prescribed under the GST law. It should be noted that in case 

supplier does not accept such changes within the time limit prescribed under GST law, the loss of 

input tax credit (if any) would be recovered from the supplier. In case of mismatch because of 

Supplier's fault, prompt amendments must be made by the supplier else supplier would be required 

to indemnify BSNL for the losses of credit and interest paid due to mismatch. 

(v) Supplier to issue all necessary documentation and perform all necessary compliances for BSNL to 

be eligible to claim the input tax credit of GST tax to them.  In case BSNL is unable to claim the 

input tax credit, the amount w.r.t. GST charged by the supplier would be recovered from the 

supplier 

(vi) A self-declaration along with evidence that the bidder is not blacklisted by GST authorities. In case 

supplier gets black listed during the  tenure of BSNL contract, then supplier must indemnify  

BSNL to ensure that no loss of input tax credit is borne by BSNL due to default of supplier. 

26.10  Refer Tables below for clause stating that all the details of supplier (name, address, GSTN/ 

unregistered supplier, place of supply, SAC/ HSN code etc.) and other mandatory details shall be 

mentioned on the invoice 
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Sr. 

No. 

Particulars for óInput Invoiceô 

1.  Name and registered address of the supplier 

2.  GST Registration number of supplier 

3.  Name of BSNL entity 

4.  óBill toô and óShip toô address of BSNL 

5.  GST registration number of BSNL 

6.  Date of Invoice 

7.  Invoice Number 

8.  Place of supply (including state) 

9.  Type of Tax(CGST, SGST and IGST) 

10.  Rate of Tax 

11.  Value of goods/ service and type / rate/ amount of Tax should be separately mentioned 

12.  Quantity of goods 

13.  Total value of invoice 

14.  Description of Supply of goods /service 

15.  HSN Code in case of goods 

16.  Accounting Code in case of service  

17.  In case invoice has more than one tax rates, rate of tax and amount of tax for each supply 

should be mentioned separately. 

 

Sr. 

No. 

Particulars for óInput Invoiceô 

1.  Name and registered address of the supplier 

2.  GST Registration number of supplier 

3.  Name of BSNL entity 

4.  óBill toô and óShip toô address of BSNL 

5.  GST registration number of BSNL 

6.  Date of document issued 

7.  Document Number 

8.  Place of supply (including state) 

9.  Amount of advance taken 

10.  Type of Tax(CGST, SGST and IGST) 

11.  Rate of Tax 

12.  Quantity of goods 

13.  In case invoice has more than one tax rates, rate of tax and amount of tax for each supply 

should be mentioned separately. 

Note: Invoice issued at a later stage against receipt voucher to mention this document number. 

Refund Voucher to be issued against the advances received if no supply is made and no invoice is 

raised.  

 

26.11 Where the location agreed are more than one state, then separate invoice state wise to claim input 

tax credit in a particular state (typically happens in a bill to-ship to scenario) shall have to be 

submitted. 

 

26.12 It shall be the responsibility of the supplier to mention State of place of supply of goods/services in 

the invoice issued to BSNL. 
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SECTION-5 Part B 

SPECIAL (COMMERCIAL) CONDITIONS OF CONTRACT (SCC) 
 

(These instructions may be read along with Section-5, Part-A) 

 

The Special (Commercial) Conditions of Contract (SCC) shall supplement General 

(Commercial) Conditions of Contract (GCC)) as contained in Section 5 Part A and 

wherever there is a conflict, the provisions herein shall prevail over those in 

Section 5 Part A i.e. General (Commercial) Conditions of Contract (GCC). 

 

In this Section some clauses of Section 5 Part A has been modified or deleted and 

some additional clauses has been incorporated as per the tender requirement. 

 

1. INSPECTION AND TESTS 

 

 (Modified as below - This supersedes Clause 5 of Section-5 Part A) 

   

1.1    The Purchaser or its representative shall have the right to inspect and test the goods as 

per agreed test schedule between vendor and BSNL for their conformity to the 

specifications. This agreed test schedule will be finalized within 4 weeks from the date of 

issue of PO subject to the condition that vendor submits draft test schedule within one 

week from the date of issue of PO. The successful bidder shall also provide and it shall be 

mutually agreed to have a concise list of parameters to be tested for satisfactory working 

of the system before it is declared Go-Live. The detailed tests shall be carried out as per 

the test schedule finalized for testing the conformity to the specifications. While testing the 

equipment, BSNL has the discretion to accept the equipment specifications by actual test 

or datasheet or an undertaking.  

  Acceptance Test for all equipment at different locations will be done as below 

  

(i) The tests shall be carried out at BSNL Corporate office for equipment for Corporate Office 

as well as MCU and backend infrastructure equipment. 

(ii) For VC in conference rooms  at four locations, the tests shall be carried out by as below 

¶ Chennai ïOffice of CGM, Tamil Nadu Circle 

¶ Kolkata - Office of CGM, West Bengal Circle 

¶ Chandigarh ï Office of CGM, Punjab Circle 

¶ Mumbai ï Office of CGM, Maharashtra Circle 

(iii) For Video Conference end points(Executive end points), the tests shall be carried out at 

respective locations 

(iv) Once satisfactory report is received from all units, Go Live certificate shall be issued.  

(v) In case, there is a delay in receiving satisfactory report which is not attributable to vendor 

as decided by an empowered committee setup at Corporate office, then Go Live 
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certificate shall be issued by once satisfactory certificate has been received  

1. For BSNL Corporate Office equipment AND 

2. For at least three of the VC conference room equipment from any of the four locations 

AND 

3. For at least 80% of executive VCs.  

Empowered committee shall be a high level committee comprising of senior officers from 

BSNL Corporate office who will look into all the issues brought to their notice regarding 

commissioning/Go Live, issuing of certificates, payment issues etc. The committee will be 

empowered to take decisions based on feedback, reports taken from locations and 

corporate office on case to case basis.  

 

(vi)  The vendor shall submit a complete project report having the following:  

¶ Configuration details of Telepresence, MCU, Endpoints, Display Units, VC setups, 
backend infrastructure 

¶ Network diagrams / cabling scheme.  

¶ Manuals and software.  

¶ Security scheme for entire solution 

¶ Details of Backup policy and configuration 
 

1.2  Should any inspected or tested goods fail to conform to the specifications the purchaser 

may reject them and the supplier shall either replace the rejected goods or make all 

alterations necessary to meet Specification / requirements free of cost to the purchaser. 

1.3 Notwithstanding the pre-supply tests and inspections prescribed in clause 1.1 &1.2 above, 

the equipment and accessories on receipt in the Purchaser's premises will also be tested 

and if any equipment or part thereof is found defective, the same shall be replaced free of 

all cost to the purchaser as laid down in clause 1.4 below. 

 

1.4 If any equipment or any part thereof, is found defective or fails to fulfill the requirements of 

the contract, BSNL shall give the Supplier notice setting forth details of such defects or 

failure and the supplier shall make the defective equipment good, or alter the same to 

make it comply with the requirements of the contract forthwith. These replacements shall 

be made by the supplier free of all charges at site. Should it fail to do so within this time, 

the purchaser reserves the discretion to reject and replace at the cost of the supplier the 

whole or any portion of equipment as the case may be, which is defective or fails to fulfill 

the requirements of the contract. The cost of any such replacement made by the 

purchaser shall be deducted from the amount payable to the supplier. BSNL has right to 

impose penalty for the defects, if any. 

 

2.  DELIVERY AND DOCUMENTS 

(Modified as below - This supersedes Clause 6 of Section-5 Part A) 

2.1    Delivery of the goods and documents shall be made by the supplier in accordance with 

the terms specified by the purchaser in its schedule of requirements and special 

conditions of contracts, and the goods shall remain at the risk of the supplier until delivery 

has been completed. The delivery of the equipment shall be to the ultimate consignee as 
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given in the purchase order. 

2.2 The delivery of the goods and documents shall be completed within time frame stated in 

tender document 

2.3 Clause 6.3 deleted. 

2.4 The extension of delivery period against the purchase order, if any, should be granted 

subject to the condition that BSNL shall have the absolute right to revise the price(s) and 

also to levy penalty for the delayed supplies. 

 

3. TRAINING 

(Modified as below - This supersedes Clause 7 of Section-5 Part A) 

 

i. The bidder shall impart two days system administration/O&M training to eight officials at 

BSNL Corporate office.  

ii. The bidder shall impart half day system administration/O&M training on Executive 

endpoints to respective CGM circle office officials at their respective location 

iii. The bidder shall impart half day system administration/O&M training on VC endpoints at 

four locations to respective CGM circle office officials at their respective location 

iv. The training at BSNL Corporate office should be imparted by OEM only. The training at 

other locations can be imparted by vendor or OEM or authorized partner of OEM for the 

purchases in this tender free of cost.  

 

4. INCIDENTAL SERVICES 

(Deleted - This supersedes Clause 8 of Section-5 Part A) 

 

 Clause Deleted. 

 

5. SPARES 

(Modified as below - This supersedes Clause 9 of Section-5 Part A) 

 

 In the event of termination of production of the spare parts or the VC Equipments, the 

supplier shall:  

 

i. give advance notification to the purchaser pending termination (not less than 1 year), in 

sufficient time to enable the purchaser to take necessary action 

 

6. WARRANTY 

(Modified as below - This supersedes Clause 10 of Section-5 Part A) 

 

6.1  The supplier shall warrant that the stores to be supplied shall be new and free from all 

defects and faults in materials used, workmanship and manufacture and shall be of  the 

highest grade and consistent with the established and generally accepted standards for  

materials of the type ordered and shall perform in full conformity with the specifications 

and drawings. The supplier shall be responsible for any defect that may develop under 
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the conditions provided by the contract and under proper use, arising from faulty material, 

design or workmanship such as corrosion of the equipment, inadequate quantity of  

material  to  meet  equipment requirements, inadequate contact protection, deficiencies in 

circuit design and/ or otherwise and shall remedy such defects  at its own cost when 

called upon to do so by the Purchaser who shall state in  writing in what respect the 

stores are faulty. This warranty shall survive inspection or payment for/ and acceptance of 

goods, but shall expire (except in respect of complaints notified prior to such date) two 

years after the equipment has been made Go Live 

6.2  If it becomes necessary for the Supplier to replace or renew any defective portion(s) of 

the equipment under this clause, the provisions of the clause 6.1 shall apply to the 

portion(s) of the equipment so replaced or renewed or until the end of the above 

mentioned period of three years, whichever may be later. If any defect is not remedied by 

the supplier within a reasonable time, the Purchaser may proceed to get the defects 

remedied from other supplier etc., at the supplier's risk and expenses, but without 

prejudice to any other rights which the purchaser may have against the supplier in respect 

of such defects. 

6.3 Replacement under warranty clause shall be made by the supplier free of all charges at 

site including freight, insurance and other incidental charges. 

6.4 All the terms and conditions of the AMC including the penalty provisions shall apply during 
the Warranty period. 

6.5 The bidder shall submit a PBG in accordance with clause 4 of Section 5A which shall be 
valid for a period of 2 years and 9 months and further extendable for a period to cover the 
complete warranty period. 

 

 

7. PAYMENT TERMS 

(Modified as below - This supersedes Clause 11.2 of Section-5 Part A) 

 

A. Supply, Installation, commissioning and Go Live(inclusive of two year warranty) 

 
i. 40% of PO value (excluding AMC and Resident engineers price) on successful 

Installation, commissioning and acceptance of the Equipments at Corporate office (along 
with backend infrastructure equipments) plus at least Installation, commissioning and 
acceptance of the Equipment at one other location.  

ii. 40% of PO value on receiving GO Live certificate. 
iii. 10% after completion of Year 1 from the date of Go Live.  
iv. 10% after completion of Year 2 from the date of Go Live.  

 

.kpa¾ Ò4da ^e``an od]hh bqnjeod pda ejrke_a ]__kn`ejc pk pda l]uiajp iehaopkjao ]o 

defined in clause 7A of section 5 part B. ò 
 
 

B. Resident Engineers for support and maintenance for five years 
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i. Payment shall be made on quarterly basis at the end of each quarter. Satisfactory 

performance report from BSNL shall be submitted along with the quarterly invoice  
 

C. AMC charges for support and maintenance for three years 

i. Payment shall be made on annual basis at the end of each year. First year will commence 

after finish of warranty i.e. two years from the date of Go Live. Satisfactory performance 

report in BSNL shall be submitted along with the yearly invoice. Satisfactory performance 

report shall be released based on the satisfactory report received from all locations. In 

case, there is a delay in receiving satisfactory report which is not attributable to vendor as 

decided by the empowered committee, then the decision of empowered committee shall 

be treated as final.  

 

ii.   For claiming above payments the following documents are to be submitted to the paying 

authority. 
a) Invoice clearly indicating break up details of composite price i.e. Basic, taxes in accordance with 

GST requirements.ò etc. 

b) Acknowledged Delivery Challan in original (for A(i)). 

c) Satisfactory report for working of equipment.(for A(i)) 

d) Go Live certificate(for A(ii)) 

e) Satisfactory performance report (for B(i))  

f) Satisfactory performance report (for C(i)) 

Note: -  If the supplier fails to furnish necessary supporting documents i.e. GST related, the 

amount pertaining to such Duties/Taxes will be deducted from the payment due to the 

firm. 

 

 

7.2   Clause 11.4 Deleted. 

7.3. The bidder has to give the mandate for receiving payment costing Rs.5 lakhs and above 

electronically and the charges, if any, levied by bank has to be borne by the bidder/ 

contractor/supplier. The bidder company is required to give the following information for 

this purpose:- 

(a) Beneficiary Bank Name: 

(b) Beneficiary branch Name: 

(c) IFSC code of beneficiary Branch 

(d) Beneficiary account No.: 

(e) Branch Serial No. (MICR No.): 
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8. CHANGES IN PURCHASE ORDERS 

(Clause 13 of Section-5 Part A deleted) 
 
 

 

9. Service Level Agreement 

SNo Activity Rate 

1 Failure in Maintenance 

during warranty period 

For locations other than corporate office: 

The equipment shall not be down beyond 48 hours 

(for a reason not attributable to BSNL), The faulty 

equipment shall be repaired/replaced within this 

time period called turnaround time. 

For Corporate Office INCLUDING BACKEND 

INFRASTRUCTURE ITEMS :  

The equipment shall not be down beyond 48 hours 

(for a reason not attributable to BSNL), The faulty 

equipment shall be repaired/replaced within this 

time period called turnaround time. 

Complete service is down: 

The complete service breakdown time i.e. BSNL is 

not able to use the VC services at all (for a reason 

not attributable to BSNL) shall not be beyond 12 

hours from the time of reporting The faulty 

equipment shall be repaired/replaced within this 

time period called turnaround time. 

2 Failure in Maintenance 

during AMC period 

For locations other than corporate office: 

The equipment shall not be down beyond 48 hours 

(for a reason not attributable to BSNL), The faulty 

equipment shall be repaired/repaired within this 

time period called turnaround time. 

For Corporate Office INCLUDING BACKEND 

INFRASTRUCTURE ITEMS :  

The equipment shall not be down beyond 48 hours 

(for a reason not attributable to BSNL), The faulty 

equipment shall be repaired/replaced within this 

time period called turnaround time. 

Complete service is down: 

The complete service breakdown time i.e. BSNL is 

not able to use the VC services at all (for a reason 

not attributable to BSNL) shall not be beyond 12 

hours from the time of reporting. The faulty 

equipment shall be repaired/ replaced within this 

time period called turnaround time. 
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10. PENALTY 

Clause 16.2, 16.3, 16.4 of Section 5 Part A stand deleted.  

 

SNo Activity Rate 

1 Failure in maintaining 

Delivery  Schedule 
A sum equivalent to 0.5% of the value of 

the item not delivered for each week of 
delay or part thereof for a period up to 5 

(FIVE) weeks, and thereafter at the rate of 
0.7% of the value of the item not installed 

for each week of delay or part thereof  
 
Maximum penalty will be limited to 2% of PO value 

 
2 Failure in maintaining 

Installation  Schedule 
A sum equivalent to 0.5% of the value of 
the item not installed for each week of 

delay or part thereof for a period up to 5 
(FIVE) weeks, and thereafter at the rate of 

0.7% of the value of the item not installed 
for each week of delay or part thereof for 

another five weeks of delay. In case the 

issue still persist the same will be referred 
to empowered committee.  
Maximum penalty will be limited to 2% of PO value 
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3 Failure in Maintenance 

during warranty period 

For locations other than corporate office: 

If any of the equipment is down beyond 48 

hours(for a reason not attributable to BSNL), 

penalty will be charged or recovered per day per 

equipment at the following rates  

 

Rs1,000/-  per day per equipment 

Note: Equipment is defined as all the items 

installed in the room of the officer / conference 

Rooms for VC purpose. 

 

Maximum penalty for locations other than 

corporate office in a year will be limited to 2% of 

PO value 

For Corporate Office INCLUDING BACKEND 

INFRASTRUCTURE ITEMS :  

If any of the equipment is down beyond 48 

hours(for a reason not attributable to BSNL), 

penalty will be charged or recovered per day per 

equipment at the following rates  

 

Rs2,000/-  per day per equipment 

Note: Equipment is defined as all the items 

installed in the room of the officer / conference 

Rooms for VC purpose. 

 

Maximum penalty For Corporate Office INCLUDING 

BACKEND INFRASTRUCTURE ITEMS in a year will 

be limited to 3% of PO value 

Complete service is down: 

In case BSNL is not able to use the VC services at 

all (for a reason not attributable to BSNL) beyond 

12 hours from the time of reporting then penalty 

shall be charged as below:  

 

Rs. 2000/- per hour (working hours of BSNL 

Corporate office) 

 

Maximum penalty in case Complete service is down 

in a year will be limited to 4 % of PO value 
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4 Failure in Maintenance 

during AMC period 

For locations other than corporate office: 

If any of the equipment is down beyond 48 

hours(for a reason not attributable to BSNL), 

penalty will be charged or recovered per day per 

equipment at the following rates  

 

Rs1,000/-  per day per equipment 

Note: Equipment is defined as all the items 

installed in the room of the officer / conference 

Rooms for VC purpose. 

 

Maximum penalty will be limited to 25% of AMC 

value for the corresponding period 

For Corporate Office INCLUDING BACKEND 

INFRASTRUCTURE ITEMS :  

If any of the equipment is down beyond 48 

hours(for a reason not attributable to BSNL), 

penalty will be charged or recovered per day per 

equipment at the following rates  

 

Rs2,000/-  per day per equipment 

Note: Equipment is defined as all the items 

installed in the room of the officer / conference 

Rooms for VC purpose. 

 

Maximum penalty will be limited to 25% of AMC 

Value for the corresponding period 

Complete service is down: 

In case BSNL is not able to use the VC services at 

all (for a reason not attributable to BSNL) beyond 

12 hours from the time of reporting then penalty 

shall be charged as below:  

 

Rs. 2000/- per hour 

 

Maximum penalty will be limited to 25% of AMC 

Value for the corresponding period 

5 Replacement of the 

faulty system 

Any faulty equipment will either be repaired/ 

rectified or replaced by the vendor. However any 

product failing at least three times in three 

months, displaying chronic system design or 

manufacturing defects or Quality Control problem 

shall be totally replaced by the Vendor at his cost 

and risk within three weeks, from the date of last 

failure. 

6 Incompetence / absence 

of resident engineer 
Resident engineer, if found incompetent by 
BSNL shall be changed by the vendor 
immediately. Penalty shall be levied for the 
absence of resident engineer at the rate of 
Rs.1000/- per day for every working day (along 
with amount due for the working day as per 
contract. This will be calculated as amount due 
for one working day = Annual amount in the 
contract for one resident engineer/365). 
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Section 5C  

 

General Conditions of AMC  

 

1. Annual Maintenance Contract is to be entered into between the successful bidder and BSNL on 

completion of two year Warranty period. The contract period for AMC is 3 years. 

2. AMC shall come into effect after completion of warranty period and shall remain valid for 

3years. Warranty of equipment/ Units/ terminals shall start from the date of GO Live as 

mentioned in the tender document. 

3. It shall be mandatory for the bidders to undertake the Annual maintenance contract for three 

years to be signed at the time of acceptance of APO for entire quantity proposed to be 

ordered. The selected bidder has to submit a signed copy of the draft AMC agreement 

(Annexure - C) along with the bid. The actual AMC agreement shall be signed before the 

expiry of the warranty period along with the PBG for AMC. 

4. The bidder shall establish at least one Nodal Repair Center in the country or each 

region/circle of BSNL within a period of 4 months (from the date of placement of PO)  or 

as defined in the bid document, where their equipment is allotted for supply to keep the 

turnaround time for repair of faulty terminals/units to minimum. 

5. The supplier shall provide the list of Nodal Repair Center and designated Courier service/ 

agency with their addresses/ Tel. No./ Fax. No./ E-Mail etc. within 4  months from date of 

placement of P. O. 

6. The bidder shall submit a performance bank guarantee towards fulfillment of obligations 

under AMC, equivalent to 2% of the cost of equipment as per P.O. or the first year AMC 

charge whichever is higher, in a prescribed proforma. The PBG shall be submitted at least 

two months in advance of date of start of AMC. The PBG shall be valid for a period of_3 

years and 6 months. The PBG shall be extendable for a further period as required if there 

is any delay in start of AMC for any reason. For the additional equipment, the amount of 

PBG shall be increased at the same rate as indicated above, within a time period of one 

month of the date of such equipment getting covered under AMC. 

7. If the Purchaser is not satisfied with the performance of the SUPPLIER during AMC, it reserves 

the right to terminate the AMC during its currency, after giving three months’ notice to the 

SUPPLIER  

8. The support for operations, planning, optimization and tuning after commissioning, whenever 

needed during Warranty / AMC shall be provided by supplier free of cost to the Purchaser. 

9. The Performance Bank Guarantee against the P.O. will be released only after submission of 

PBG against AMC by bidder and its consortium partner(s) and fulfillment of other obligations 

of AMC or P.O. which are pre-requisite for release of the PBG. 

10. Terms and conditions of AMC shall be applicable during Warranty period including imposition 

of penalties except that no charges for services provided under Warranty/ extended warranty 

shall be payable. Amount for penalties will be deducted from the pending payments against 

supplies or if that amount is insufficient then by invoking the PBG available against supply or 

AMC or from the charges due for AMC. 
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11. For this purpose the bidder shall quote all-inclusive Comprehensive AMC with operations & 

Maintenance charges for each year. AMC charges shall be included in evaluation of price bid, 

by applying a discounted rate of 12% per year to arrive at the NPV (Net Present Value). The 

quote for AMC shall be as a % (percent) of equipment cost (excluding input tax credit under 

GST i.e. net cost to BSNL) and it is mandatory to quote yearly charge in Rs. in a column in 

Section-9 of tender document. 

12. The performance bank guarantee shall not be released until the purchaser is satisfied that 

sufficient repair facilities have been established in addition to the fulfillment of other 

conditions of the contract.  The purchaser reserves the right to blacklist a supplier who 

does not meet the repair obligation as per the conditions of contract. 

13. The supplier (including designated courier service/ agency) shall accept all the faulty 

equipment/ terminals/ units for repair or replacement within prescribed turnaround time. 

14. The Vendor shall make available a web based fault booking system to enable officer in-charge 

/NOC to book the faults. The portal shall be designed in consultation with BSNL. 

15. In case the supplier fails to repair the faulty equipments/ terminal/ units and deliver the 

repaired one in the concerned BSNL office within stipulated time as indicated in the bid 

document, it shall be liable to pay penalty at the rate as defined in the bid document it per 

day/ week or part thereof for the entire period counted from the time of reporting by BSNL 

to designated person to the actual date of delivery of repaired Units including Saturday, 

Sunday and holidays. Capping on penalty will be 25% of the AMC value for the 

corresponding period or as decided on case-to-case basis of the AMC value for that 

period. 

16. Any Unit neither repaired/ rectified nor replaced within 60 days of its handing over to the 

designated courier/ agency/ center, an amount equivalent to 1.5 times the cost of 

equipment/ unit shall be levied from the supplier. This cost will not be counted as penalty, 

for the purpose of 25% cap on penalty as mentioned in above Para. 
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SECTION -  6 Part A  

 

UNDERTAKING & DECLARATION Performa  

 

For  Understanding the Terms & Conditions of tender  & Specifications of Work  

 

 

A) Certified that:  

 

1. I/ We ……………………………………. have read, understood and agree with all the terms and 

conditions, specifications included in the TENDER documents & offer to execute the contract at 

the rates quoted by us in the TENDER form. 

 

2. If I/ We fail to enter into the agreement & commence the contract in time the EMD/ SD 

deposited by us will stand forfeited to the BSNL.  

 

 

B) The Bidder hereby cov enants and declares that:  

 

1. All the information, Documents, Photo copies of the Documents/ Certificates enclosed along 

with the TENDER offer are correct. 

2. If anything is found false and/or incorrect and/or reveals any suppression of fact at any time, 

BSNL reserves the right to debar our tender offer/ cancel the LOA/ Purchase/ work order if 

issued and forfeit the EMD/ SD pending with BSNL. In addition, BSNL may debar the Bidder 

from participation in its future TENDERs.  

3. No addition/ deletion /correction have been made in the downloaded tender document being 

submitted and it is identical to the tender document appearing on website.  

In case of any correction/addition/alteration/omission in the TENDER document, the TENDER 

bid shall be treated as non-responsive and shall be rejected summarily 

 

 

Date:  ……………       ………………………………… 

Signature of Bidder 

 

Place: ……………      Name of Bidder………………………………. 

Along with date & Seal  
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6 (B) ï NEAR-RELATIONSHIP CERTIFICATE: 

(Format of the Certificate to be given as per the clause 33 of Section-4 Part-A by the 

bidder in respect of status of employment of his/ her near relation in BSNL) 

 

The format of the certificate to be given is "Iéééé..s/oéé.éér/oééééé..hereby 

certify that none of my relative(s) as defined in the tender document is/are employed in 

BSNL unit as per details given in tender document.  In case at any stage, it is found that 

the information given by me is false/ incorrect, BSNL shall have the absolute right to take 

any action as deemed fit/without any prior intimation to me." 

 

 

 

Signature of the tenderer 

With date and seal 
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SECTION -  7  (A)  

 For the BIDSECURITY/ EMD Guarantee  

 (To be typed on Rs.100/- non-judicial stamp paper) 

 

        

Dated: dd.mm.yyyy 

Sub:  Bid Security/EMD guarantee . 

  

Whereas M/s …………………………… office/at ……………… ………… ………………………………………  (Hereafter 

referred to as Bidder) has approached us for giving Bank Guarantee of Rs. ……………………/- 

(hereafter known as the “B. G. Amount”) valid up to …../……/ 20….. (Hereafter known as the 

“Validity date”) in favour of DGM (MMT) BSNL CO, Delhi (Hereafter referred to as BSNL) for 

participation in the tender of work of ……………………………………………..  vide tender no. 

………………………………….  

 Now at the request of the Bidder, We ……………………………………… Bank 

…………………………Branch having ………………………………………… ………. .……………………………………. 

(Address) and Regd. office address as ……… 

………...……………………………………………………………………… ……… ……… …………… (Hereinafter called ‘the 

Bank”) agrees to give this guarantee as hereinafter contained: 

 

2.  We the Bank do hereby undertake to pay the amounts due and payable under this guarantee 

without any demur, merely on a demand from the BSNL stating that the amount claimed is 

due by way of loss or damage caused to or would be caused to or suffered by the BSNL by 

reason of breach by the said bidder(s) of any of terms or conditions contained in the said 

Agreement or by reason of the bidder (s) failure to perform the said Agreement. Any such 

demand made on the bank shall be conclusive as regards the amount due and payable by the 

Bank under this guarantee where the decision of the BSNL in these counts shall be final and 

binding on the bank. However, our liability under this guarantee shall be restricted to an 

amount not exceeding the “B. G. Amount”. 

 

3.  We undertake to pay to the BSNL any money so demanded notwithstanding any dispute or 

disputes raised by the bidder(s) in any suit or proceeding before any court or tribunal relating 

thereto our liability under this present being absolute and unequivocal. The Payment so made 

by us under this bond shall be valid discharge of our liability for payment there under and the 

bidder(s) shall have no claim against us for making such payment.  

 

4.  We the Bank further agree that the guarantee herein contained shall remain in full force and 

effect during the period that would be taken for the performance of the said agreement and 

that it shall continue to be enforceable till all the dues of the BSNL under or by virtue of the 

said Agreement have been fully paid and its claims satisfied or discharged or till BSNL 

Certifies that the terms and conditions of the said Agreement have been fully and properly 

carried out by the said bidder(s) and accordingly discharge this guarantee. Unless a demand 

or claim under this guarantee is made on us in writing or before the expiry of Validity date 

from the date hereof, we shall be discharged from all liability under this guarantee thereafter.  

 

5. We the Bank further agree with the BSNL that the BSNL shall have the fullest liberty without 

our consent and without affecting in any manner our obligations hereunder to vary any of the 

terms and conditions of the said Agreement or to extend time of performance by the said 

bidder(s) from time to time or to postpone for any time or from time to time any of the 

powers exercisable by the BSNL against the said bidder(s) and to forbear or enforce any of 

the terms and conditions relating to the said agreement and we shall not be relieved from our 
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liability by reason of any such variation, or extension being granted to the said Bidder(s) or 

for any forbearance, act or omission on the part of the BSNL or any indulgence by the BSNL to 

the said bidder(s) or by any such matter or thing whatsoever which under the law relating to 

sureties would, but for this provision, have effect of so relieving us.  

 

6. Notwithstanding anything herein contained: 

 

(a) The liability of the Bank under this guarantee is restricted to the “B. G. Amount” and it will 

remain in force up to its Validity date specified above. 

(b) The guarantee shall stand completely discharged and all rights of the BSNL under this 

Guarantee shall be extinguished if no claim or demand is made on us in writing on or before 

its validity date. 

 

7. In case BSNL demands for any money under this bank guarantee, the same shall be paid 

through banker’s Cheque in favour of “AO (Cash) BSNL CO” payable at New Delhi.  

8. The Bank guarantees that the below mentioned officer who have signed it on behalf of the 

Bank have authority to give this guarantee under its delegated power. 

 

Place: 

 

Date   :         (Signature of the Bank Officer) 

                                          Rubber stamp of the bank 

    

Authorized Power of Attorney Number: ………………. 

 Name of the Bank officer: ……………………………..  

                Designation: …………………………………… 

 Complete Postal address of Bank: …………………… 

     ……………………………………………………………… 

     Telephone Numbers …………………………….. 

Fax numbers……………..   
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Section 7 ( B)  

For the Performance Guarantee  

 

(To be typed on Rs.100/ -  non - judicial stamp paper)  

 

Dated:…………….. 

 

Sub: Performance guarantee.  

 

Whereas DGM (MM) BSNL CO, Delhi R/o …………………………..…………………………….. (hereafter 

referred to as BSNL) has issued an APO no.…………..………. Dated ……/……/20….. awarding the 

work of …………… ……… ………………………………….. to M/s…………………..…………………………… 

R/o………………………………………………………………… (hereafter referred to as “Bidder”) and BSNL has 

asked him to submit a performance guarantee in favour of DGM(MMT) BSNL CO, Delhi of Rs. 

…………..……/- (hereafter referred to as “P.G. Amount”) valid up to ……/……/20………(hereafter 

referred to as “Validity Date”) 

 

Now at the request of the Bidder, We ………………………………………Bank …………………………Branch 

having ……………………..……………………………. .……………………………………. (Address) and Regd. office 

address as……… ………...……………………………………………………………………………… ……… …………… 

(Hereinafter called ‘the Bank”) agreed to give this guarantee as hereinafter contained: 

 

2. We, “the Bank” do hereby undertake and assure to the BSNL that if in the opinion of the 

BSNL, the Bidder has in any way failed to observe or perform the terms and conditions of the 

said agreement or has committed any breach of its obligations there-under, the Bank shall on 

demand and without any objection or demur pay to the BSNL the said sum limited to P.G. 

Amount or such lesser amount as BSNL may demand without requiring BSNL to have recourse 

to any legal remedy that may be available to it to compel the Bank to pay the same. 

 

3. Any such demand from the BSNL shall be conclusive as regards the liability of Bidder to pay 

to BSNL or as regards the amount payable by the Bank under this guarantee. The Bank shall 

not be entitled to withhold payment on the ground that the Bidder had disputed its liability to 

pay or has disputed the quantum of the amount or that any arbitration proceeding or legal 

proceeding is pending between Bidder and BSNL regarding the claim. 

 

4. We, the Bank further agree that the guarantee shall come into force from the date of its 

issue and shall remain in full force and effect up to its Validity date. 

 

5. The Bank further agrees that the BSNL shall have the fullest liberty without the consent of 

the Bank and without affecting in any way the obligations hereunder to vary any of the terms 

and conditions of the said agreement or to extend the time for performance of the said 

agreement from any of the powers exercisable by BSNL against the Bidder and to forebear to 

enforce any of the terms and conditions relating to the said agreement and the Bank shall not 

be relieved from its liability by reason of such failure or extension being granted to Bidder or 

through any forbearance, act or omission on the part of BSNL or any indulgence by BSNL to 

Bidder or any other matter or thing whatsoever which under the law relating to sureties would 

but for this provision have the effect of relieving or discharging the guarantor. 

 

6. Notwithstanding anything herein contained 

 

(a) The liability of the Bank under this guarantee is restricted to the P.G. Amount and it will 

remain in force up to its Validity date. 
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(b) The guarantee shall stand completely discharged and all rights of the BSNL under this 

Guarantee shall be extinguished if no claim or demand is made on us in writing on or before 

its validity date. 

 

7. In case BSNL demands for any money under this bank guarantee, the same shall be paid 

through banker’s Cheque in favour of “AO (Cash) BSNLCO” payable at New Delhi. 

 

8. The Bank guarantees that the below mentioned officer who have signed it on behalf of the 

Bank have authority to give this guarantee under its delegated power. 

 

Place: …………………………… 

 

Date: ………………………….. (Signature of the Bank Officer) 

 

Rubber stamp of the bank 

 

Authorized Power of Attorney Number: ………………. 

 

Name of the Bank officer: …………………………….. 

 

Designation: …………………………………… 

 

Complete Postal address of Bank: …………………… 

 

……………………………………………………………… 

 

Telephone Numbers …………………………….. 

 

Fax numbers ……………………………… 
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Section 7(C )  

 

Format for Letter of Authorization for attending Bid Opening  

 

 (To be typed preferably on letter head of the company) 

 

Subject:  Authorization  for attending Bid opening  

 

I/ We Mr. /Ms. …………………………………….. have submitted our bid for the tender no. 

………………………….……… in respect of …………………… ………………………………………………………….. (Item 

of work) which is due to open on …………………. (date) in the Meeting Room, O/o 

………………………………………………………………………………….   

 

 We hereby authorize Mr. / Ms. ………………………………& Mr. / Ms…………….………… 

(alternative)  whose signatures are attested below, to attend the bid opening for the tender 

mentioned above on our behalf.  

 

……………………………………. 

Signature of the Representative  

 

Name of the Representative       

……………………………………. 

Signature of the alternative Representative  

………………………………………….. 

Name of the alternative Representative     

 

Above Signatures Attested 

 

Signature of Bidder/ Officer authorized to sign 

on behalf of the Bidder 

 

Note 1:  Only one representative will be permitted to attend the Bid opening  

 

2.  Permission for entry to the hall where bids are opened may be refused in case authorization 

as prescribed above is not received.  
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SECTION 7 (D)  

 

Model Amendment Letter Intimating Conditions for Extension of Delivery Period  

(Refer to Appendix (i) to clause 15.3 of Section-5 Part A) 

Registered A Due 

 

Address of the purchaser 

--------------------------------  

--------------------------------  

To 

M/s ……………………………….. 

………………………………………  

Sub: This office contract no………….. dated …………. placed on you for supply of 

…………………………………………………………………….  

Ref :Your letter no……………………………… dated ………………. 

We are in receipt of your letter, wherein you have asked for extension/ further extension of 

time for delivery/ execution/ installation/ commissioning.  

In view of the circumstances stated in your above referred letter, the time of delivery can be 

extended from _______ (original/ last delivery period) to ____________ (presently agreed 

delivery period) subject to your unconditional acceptance of the following terms and 

conditions: 

 

1. That, liquidated damages shall be levied in accordance with agreed clause 16.2 & 16.3 

Section-5 Part A of terms and conditions of the tender/ PO. 

2. That, notwithstanding any stipulation in the contract for increase in price on any ground, no 

such increase, whatsoever, which takes place after current last date of Delivery shall be 

admissible on such of the said goods as are delivered after the said date as per clause 12 

Section-5 Part A.  

3. That, the prices during this extended delivery period shall be provisional and shall be 

governed as per agreed clauses 12 and 24 of Section 5 Part A and shall be finalized in 

accordance with the current PO price or the current PO price with latest budget/ duty impact 

or the prices in the new tender (T.E. no. ………..) from the date of its opening, on whichever is 

lower basis. 

4. An additional BG of Rs._____in accordance with clause 15.3, Section- 5PartA of the contract 

with validity up to _______.  

5. An undertaking as required vide clause 24.3, Section-5A. Otherwise furnish the details as 

requisite in clause 24.4 section 5 Part A” 

Please intimate your acceptance of this letter along with the additional BG within ten days of 

the issue of this letter failing which the contract will be cancelled at your risk and expense 

without any further reference to you. This letter shall form part and parcel of the agreement/ 

contract/ APO/ PO and all other terms & conditions of the contract remain unaltered. 

 

Yours faithfully, 

(………………………) 

For and on behalf of……….. 

Note:  The entries which are not applicable for the case under consideration are to be deleted.  
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SECTION 7 (E )  

 

 Model Amendment Letter for Extension of Delivery Period 

Appendix (ii) to clause 15.3 of Section-5 Part A 

 

Registered Acknowledgement Due 

 

Address of the purchaser 

-------------------------------- 

-------------------------------- 

To 

M/s éééééééééééé.. 

ééééééééééééééé 

 

Sub:This office contract noéééé.. dated éééé. placed on you for supply of 

éééééé  

Ref : 1. Your letter noéééééééééééé dated éééééé.  requesting DP 

extension 

 2. This office letter no. éééééé dated ééé intimating conditions for DP 

extension 

 3. Your letter noééééééé.. dated éééé. accepting the conditions for DP 

extension 

In your above letter under reference (1), you have asked for extension/ further extension 

of time for delivery/ execution/ installation/ commissioning. The terms and conditions for 

extension of delivery period were conveyed to you vide this office letter under reference 

(2).  

In view of the circumstances stated in your above referred letter, and upon your 

unconditional acceptance of the terms and conditions of this extension vide your letter 

under reference (3), the time of delivery is hereby extended from _______ (last delivery 

period) to ____________ (presently agreed delivery period) on the terms and conditions 

in letter under reference (2) above and agreed by you vide letter under reference (3) i.e.: 

(a) Liquidated damages shall be levied in accordance with agreed clause 16.2 & 16.3 

Section-5 Part A of terms and conditions of the tender/ PO. 

 

(b) Notwithstanding any stipulation in the contract for increase in price on any ground, 

no such increase, whatsoever, which takes place after current last date of Delivery/ 

completion of work shall be admissible on such of the said goods as are delivered after 

the said date as per clause 12 Section- 5 Part A. 

 

(c) The prices during this extended delivery period shall be governed as per clauses 

12 and 24 of Section-5 Part A and shall be finalized in accordance with current PO price 

or the current PO price with latest budget/ duty impact or the prices in the new tender 

(T.E. no. ééé..) from the date of its opening, on whichever is lower basis. 
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The letters under reference above and this letter shall form part and parcel of agreement/ 

contract/ APO/ PO and all other terms & conditions of the contract remain unaltered. 

 

Yours faithfully, 

 

 

(ééééééééé) 

for and on behalf ofééé.. 

Copy to: 

ééééééé.. 

ééééééé.. 

ééééééé.. 

(All concerned) 
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SECTION 7 (F )  

 

LETTER OF AUTHORIZATION BY OEM  

(On the OEM’s Letter Head) 

 

          Date : 

 

To  

 

BSNL 

New Delhi 

 

Subject: Letter of Authority 

 

Tender Ref No: --- 

 

Dear Sir,  

 

We hereby authorize __________________________________(the bidder) who has the capability 

to fulfill  the requirements of the tender enquiry ref. no. -----dated: --- , to bid for the tender. The 

said bidder is authorized to quote / negotiate, supply, install, commission and serve the 

warranty/AMC of the equipment as required in the above tender enquiry. 

 

The said bidder would ensure reliable service during complete contract period of 5 years starting 

from the date of Go Live.   

 

 
S.N All Hardware/ Network/ Software System  Model/ Version 

1   

2   

3   

4   

…   

 

We undertake to support the bidder for the installation, operation and maintenance of these items 

during the complete contract period of 5 years starting from the date of Go Live.   

 

 

 

(Authorized Signatory)  

 

For ________________________  

 

 

Note: This óLetter of Authorityô should be issued on the letterhead of OEM  
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Section 7 (H)  

 

ANNEXURE I  

 

 

(This is ONLY an INDICATIVE DRAFT. The ACTUAL CERTIFICATE MAY VARY IN WORDINGS BUT 

SHOULD CAPTURE THE ESSENCE OF THE FOLLOWING) 

 

CLIENT CERTIFICATEFOR: VIDEO CONFERENCING SOLUTION WITH MINIMUM 20 HD PORTS MCU 

AND 20 HD VIDEO ENDPOINTS 

This is to certify that M/s …………………………… have executed/ deployed above mentioned 

project for ………………………………… (Name of the organization)  

 

Organization name  

Location and Address  

Name, title of the authorized person of the 

service provider 

 

Number of HD ports MCU and HD Video 

endpoints deployed by M/s ………………………. 

 

  

 

Dated this ________________ day of ________________ 201_ 

 

 

          

(Signature of authorized person with Name, Designation and contact details )  

 

 

          

[Signature of Bidder authorized signatory]    in the capacity of  (Designation)  
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Section 7 (H)  

 

ANNEXURE II  

 

 

(This is ONLY an INDICATIVE DRAFT. The ACTUAL CERTIFICATE MAY VARY IN WORDINGS BUT 

SHOULD CAPTURE THE ESSENCE OF THE FOLLOWING) 

 

CLIENT CERTIFICATE FOR DEPLOYMENT OF 50 PORTS HD MCU AND 50 NOS. OF HARDWARE 

BASED VIDEO CONFERENCING ENDPOINTS  

This is to certify that M/s …………………………… have executed/ deployed above mentioned 

project for ………………………………… (Name of the organization)  

 

Organization name  

Location and Address  

Name, title of the authorized person of the 

service provider 

 

Number of HD ports MCU and number of 

hardware based video conferencing endpoints 

deployed by M/s ………………………. 

 

  

 

Dated this ________________ day of ________________ 201_ 

 

 

          

(Signature of authorized person with Name, Designation and contact details)  

 

 

          

[Signature of Bidder authorized signatory]    in the capacity of (Designation)  
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Section 7 (H)  

 

ANNEXURE III  

 

 

(This is ONLY an INDICATIVE DRAFT. The ACTUAL CERTIFICATE MAY VARY IN WORDINGS BUT 

SHOULD CAPTURE THE ESSENCE OF THE FOLLOWING) 

 

CLIENT CERTIFICATE FOR DEPLOYMENT OF IMMERSIVE TELEPRESENCE UNITS FOR VIDEO 

CONFERENCING  

This is to certify that M/s …………………………… have executed/ deployed above mentioned 

project for ………………………………… (Name of the organization)  

 

Organization name  

Location and Address  

Name, title of the authorized person of the 

service provider 

 

Whether M/s ………………………. has deployed 

Immersive Telepresence Units for video 

conferencing 

 

  

 

Dated this ________________ day of ________________ 201_ 

 

 

          

(Signature of authorized person with Name, Designation and contact details)  

 

 

          

[Signature of Bidder authorized signatory]    in the capacity of (Designation)  
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SECTION 7 (I )  

 

INTEGRITY PACT AGREEMENT  

Not Applicable  
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Section 7 (J)  

Format of Non - Disclosure  Agreement (NDA)  

(To be typed on Rs.100/- non-judicial stamp paper) 

This Agreement is made as of the ------------- 2017 between BHARAT SANCHAR NIGAM 

LIMITED (BSNL)  a Government of India Enterprise, having its Corporate office at Bharat 

Sanchar Bhawan, H.C. Mathur Lane, Janpath, New Delhi  which expression shall unless 

repugnant to the subject or the context mean and included its successors, nominees or 

assigns and M/s ------------------ -------------------------------------------------------------------

----------- a company incorporated under the Indian Companies Act, 1956, and having its 

registered office at -----------------------------------------------------------------------------------

------- herein after called “----------------------” which expression shall unless repugnant to 

the subject or the context mean and include its successors, nominees or assigns.  

Whereas in order to pursue the mutual business purpose of this particular project as specified 

in Exhibit A  (the “Business Purpose”), BSNL and M/s ------------------------------------------

----------------------------------------------------  recognize that there is a need to disclose to 

one another certain information, as defined in para 1 below, of each party to be used only for 

the Business Purpose and to protect such confidential information from unauthorized use and 

disclosure.  

In consideration of the other party’s disclosure of such information, each party agrees as 

follows:  

1. This Agreement will apply to all confidential and proprietary information disclosed by one 

party to the other party, including information listed in Exhibit A attached hereto and other 

information which the disclosing party identifies in writing or otherwise as confidential before 

or within thirty days after disclosure to the receiving party (“Confidential Information”). 

Information consists of certain specifications, designs, plans, drawings, software, prototypes 

and/or technical information, and all copies and derivatives containing such Information, that 

may be disclosed to one another for and during the Purpose, which a party considers 

proprietary or confidential (“Information”). Information may be in any form or medium, 

tangible or intangible, and may be communicated/disclosed in writing, orally, or through 

visual observation or by any other means to one party (hereinafter referred to as the 

receiving party) by the other party (hereinafter referred to as one disclosing party). 

Information shall be subject to this Agreement, if it is in tangible form, only if clearly marked 

as proprietary or confidential as the case may be, when disclosed to the receiving party or, if 

not in tangible form, its proprietary nature must first be announced, and it must be reduced to 

writing and furnished to the receiving party within thirty (30) days of the initial disclosure. 

 

2. M/s ----------------------------------------------------------------------------------------- and 

BSNL hereby agreed at during the Confidentiality Period:  

a) The receiving party shall use Information only for the Purpose, shall hold Information in 

confidence using the same degree of care as it normally exercises to protect its own 

proprietary information, but not less than reasonable care, taking into account the nature of 

the Information, and shall grant access to Information only to its employees who have a need 

to know, but only to the extent necessary to carry out the business purpose of this project as 

defined in exhibit A, shall cause its employees to comply with the provisions of this Agreement 

applicable to the receiving party, shall reproduce Information only to the extent essential to 

fulfilling the Purpose, and shall prevent disclosure of Information to third parties. The 

receiving party may, however, disclose the Information to its consultants and contractors with 

a need to know; provided that by doing so, the receiving party agrees to bind those 

consultants and contractors to terms at least as restrictive as those stated herein, advise 
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them of their obligations, and indemnify the disclosing party for any breach of those 

obligations.  

b)   Upon the disclosing party's request, the receiving party shall either return to the disclosing 

party all Information or shall certify to the disclosing party that all media containing 

Information have been destroyed. Provided, however, that an archival copy of the Information 

may be retained in the files of the receiving party's counsel, solely for the purpose of proving 

the contents of the Information.  

3. The foregoing restrictions on each party's use or disclosure of Information shall not apply to 

Information that the receiving party can demonstrate:  

a)   Was independently developed by or for the receiving party without reference to the 

Information, or was received without restrictions; or  

b) Has become generally available to the public without breach of confidentiality obligations of the 

receiving party; or  

c)   Was in the receiving party's possession without restriction or was known by the receiving party 

without restriction at the time of disclosure; or  

d)   is the subject of a subpoena or other legal or administrative demand for disclosure; provided, 

however, that the receiving party has given the disclosing party prompt notice of such 

demand for disclosure and the receiving party reasonably cooperates with the disclosing 

party's efforts to secure an appropriate protective order; or  

 

e)     is disclosed with the prior consent of the disclosing party; or  

f)    was in its possession or known to it by being in its use or being recorded in its files or 

computers or other recording media prior to receipt from the disclosing party and was not 

previously acquired by the receiving party from the disclosing party under an obligation of 

confidence; or  

g)   the receiving party obtains or has available from a source other than the disclosing party 

without breach by the receiving party or such source of any obligation of confidentiality or 

non-use towards the disclosing party.  

 

4. Each party agrees not to remove any of the other party’s Confidential Information from the 

premises of the disclosing party without the disclosing party’s prior written approval.  Each 

party agrees to exercise extreme care in protecting the confidentiality of any Confidential 

Information which is removed, only with the disclosing party’s prior written approval, from the 

disclosing party’s premises.  Each party agrees to comply with any and all terms and 

conditions the disclosing party may impose upon any such approved removal, such as 

conditions that the removed Confidential Information and all copies must be returned by a 

certain date, and that no copies are to be make off of the premises.  

5.  Upon the disclosing party’s request, the receiving party will promptly return to the disclosing 

party all tangible items containing or consisting of the disclosing party’s Confidential 

Information all copies thereof.    

6. Each party recognizes and agrees that all of the disclosing party’s Confidential Information is 

owned solely by the disclosing party (or its licensors) and that the unauthorized disclosure or 

use of such Confidential Information would cause irreparable harm and significant injury, the 

degree of which may be difficult to ascertain.  Accordingly, each party agrees that the 

disclosing party will have the right to obtain an immediate injunction enjoining any breach of 

this Agreement, as well as the right to pursue any and all other rights and remedies available 

at law or in equity for such a breach.  
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7. Access to Information hereunder shall not preclude an individual who has seen such 

Information for the purposes of this Agreement from working on future projects for the 

receiving party which relate to similar subject matters, provided that such individual does not 

make reference to the Information and does not copy the substance of the Information during 

the Confidentiality Period. Furthermore, nothing contained herein shall be construed as 

imposing any restriction on the receiving party's disclosure or use of any general learning, 

skills or know-how developed by the receiving party's personnel under this Agreement, if such 

disclosure and use would be regarded by a person of ordinary skill in the relevant area as not 

constituting a disclosure or use of the Information.  

8.  As between the parties, all Information shall remain the property of the disclosing party.  By 

disclosing Information or executing this Agreement, the disclosing party does not grant any 

license, explicitly or implicitly, under any trademark, patent, copyright, mask work protection 

right, trade secret or any other intellectual property right. THE DISCLOSING PARTY 

DISCLAIMS ALL WARRANTIES REGARDING THE INFORMATION, INCLUDING ALL WARRANTIES 

WITH RESPECT TO INFRINGEMENT OF INTELLECTUAL PROPERTY RIGHTS AND ALL 

WARRANTIES AS TO THE ACCURACY OR UTILITY OF SUCH INFORMATION. Execution of this 

Agreement and the disclosure of Information pursuant to this Agreement does not constitute 

or imply any commitment, promise, or inducement by either party to make any purchase or 

sale, or to enter into any additional agreement of any kind.  

9. Either party’s failure to enforce any provision, right or remedy under this agreement shall not 

constitute a waiver of such provision, right or remedy.  

10. This Agreement will be construed in, interpreted and applied in accordance with the laws of 

India.   

11. That in case of any dispute or differences, breach & violation relating to the terms of the 

Agreement. The said matter or dispute, difference shall be referred to sole arbitration of 

Chairman and Managing Director (CMD) of BSNL or any other person appointed by him. That 

the award of the arbitrator shall be final and binding on both the parties. In the event of such 

Arbitrator to whom the matter is originally referred to is being transferred or vacates his office 

on resignation or otherwise or refuses to do work or neglecting his work or being unable to act 

as Arbitrator for any reasons whatsoever, the CMD BSNL shall appoint another person to act 

as Arbitrator in place of outgoing Arbitrator and the person so appointed shall be entitled to 

proceed further with the reference from the stage at which it was left by his predecessor. M/s 

---------------------------------------------------------------------------------------- will have no 

Objection in any such appointment, that arbitrator so appointed is employee of BSNL. The 

said Arbitrator shall act under the Provisions of the Arbitration and conciliation Act, 1996 or 

any statutory modifications or re-enactment there of or any rules made thereof.  

12.  This Agreement and Exhibit A attached hereto constitutes the entire agreement of the parties 

with respect to the parties' respective obligations in connection with Information disclosed 

hereunder and supersedes all prior oral and written agreements and discussions with respect 

thereto. The parties can amend or modify this Agreement only by a writing duly executed by 

their respective authorized representatives. Neither party shall assign this Agreement without 

first securing the other party's written consent.  

13. This Agreement will remain in effect for five years from the date of the last disclosure of 

Confidential Information, at which time it will terminate, unless extended by the disclosing 

party in writing.  

 

IN WITNESS WHEREOF, the parties hereto have executed this Agreement by their duly 

authorized officers or representatives.  

M/s ___________________       BHARAT SANCHAR NIGAM IMITED  

Signature:_____________                Signature:____________   

Printed Name: _________                 Printed Name:___________  

Title:________________                      

Title:________________________    
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Exhibit A  

 

Business Purpose: Supply, Installation, Commissioning, Operation and Maintenance of video 
conferencing solution at BSNL Headquarter and various Telecom Circle offices of BSNL with TWO year 
warranty period and THREE years AMC 
 

1. Confidential Information of M/s - __________________________________ 

 

2. Confidential Information of Bharat Sanchar Nigam Limited(BSNL): 

 

ü All information shared, in oral or in written form, by BSNL with M/s 

_________________________________________________________  

 

ü Number of subscriptions, consumption pattern etc. 

 

        M/s ___________________________  

            Signed 
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Section 8  

 

Bidder’s profile & Questionnaire 

Tenderer / Bidder’s Profile & Questionnaire 

(To be filled in and submitted by the bidder) 

 

A) Tenderer’s Profile 

 

1. Name of the Individual/ Firm:  ……………………………………………… 

2.  Present Correspondence Address …………………………..……………… 

 …………..………………………………………………………………………… 

…………………………..………………………………………………………… 

 Telephone No. …………………………….. Mobile No. ………………………... FAX No. 

…………………………………………………………………………  

3.  Address of place of Works/ Manufacture ……….…………….………………………………………………. 

………………… ………………….…………………………………………………………………… 

Telephone No. ..………………………..  Mobile No. ……………………………  

4.  State the Type of Firm:   Sole proprietor-ship/partnership firm / (Tick the correct 

choice):    Private limited company.  

5. Name of the sole proprietor/ partners/ Director(s) of Pvt. Ltd Co.: 

  

S. No. Name Father’s Name Designation 

1.    

2.    

3.    

4.    

5.    

 

6. Name of the person authorized to enter into and execute contract/ agreement and the 

capacity in which he is authorized (in case of partnership/ private Ltd Company):  

…………………………………………………………………………………………………………………………………..……………………

……………………………………. 

7.  Permanent Account No. : ……………………………………………………… 

8.  Details of the Bidder’s Bank for effecting e-payments: 

(a) Beneficiary Bank Name:……………………………… 

(b) Beneficiary branch Name:……………………………. 

(c) IFSC code of beneficiary Branch…………………….. 

(d) Beneficiary account No.:………………………………. 

(e) Branch Serial No. (MICR No.):………………………... 

9. Whether the firm has Office/ works (i.e. manufacture of the tendered item) in Delhi? If so 

state its Address  

…………………………………………………………………………………………………………………………………………………………

……………… 

 

10 GSTN Registration Number(s) of all units/ business places of the bidder vide which he intends 

to execute the contract if awarded. 
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GSTN 1……………… 

GSTN 1……………… 

GSTN 1……………… and so on 

 

B) Questionnaire  

1. Do you think any other detail/ material is required to complete the work specified in the 

specification?  Yes/ No. 

1.1     If Yes, Give details 

……………………………………………………………………………………… 

……………………………………………………………………………………… 

2. Do you think any other item of work need be included in tender form to complete the work 

specified in the specification? Yes/ No. 

2.1 If Yes, Give details 

……………………………………………………………………………………… 

……………………………………………………………………………………… 

3. Kindly indicate the maximum Quantity of tendered material which you are capable of supplying 

within the scheduled delivery period. 

Name of the tendered Item Qty that can be supplied by the firm 

within scheduled delivery period. 

  

  

 

4.  Suggestion for improvement of the tender document. 

………………………………………………………………………………………. 

………………………………………………………………………………………. 

……………………………………………………………………………………. 

 

Place…………      Signature of contractor ……………………… 

Date ………………….  Name of Contractor …………………………… 
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SECTION - 9 Part - A 

BID FORM  

 

To        From, 

………………………………………….  ………………………………………. 

< complete address of the purchaser>  <complete address of the Bidder> 

………………………………………….  …………………………………  

………………………………………   …………………………………  

 

Bidder’s Reference No:……………....………………… …Dated……………………. 

 

Ref: Your Tender Enquiry No ……………………………………………………………dated …………………….. 

 

1.  Having examined the above mentioned tender enquiry document including amendment/ 

clarification/ addenda Nos. ...................... dated …………….. ……………the receipt of 

which is hereby duly acknowledged, we, the undersigned, offer to supply  and deliver 

.............................................. in conformity with the said drawings, conditions of 

contract and specifications for the sum shown in the schedule of prices attached 

herewith and made part of the financial Bid. 

2. Bid submitted by us is properly sealed and prepared so as to prevent any subsequent 

alteration and replacement. 

3. We agree to abide by this Bid for a period of  150 days from the date fixed for Bid 

opening or for subsequently extended period, if any, agreed to by us. This bid shall 

remain binding upon us up to the aforesaid period. 

4. We understand that you are not bound to accept the lowest or any bid, you may 

receive. 

5. If our Bid is accepted, we will provide you with a performance guarantee also from a 

consortium partner (as applicable)  from a Scheduled Bank for a sum as mentioned in 

section 5 B of tender for the due performance of the contract. 

6. If our Bid is accepted, we undertake to complete delivery of all the items and perform 

all the services specified in the contract in accordance with the delivery schedule 

specified in the Section-2 (Tender Information). 

7. Until a formal Purchase Order of Contract is prepared and executed, this Bid together 

with your written acceptance thereof in your notification of award shall constitute a 

binding contract between us. 

 

Dated: ....... day of  ................... 20… 

 

         Signature …………………………. 

Witness        Name …………………………….. 

Signature………………………….     In the capacity of 

 …………………………. 

Name …………………………….. Duly authorized to sign the bid for and on behalf of 

Address  ......................................  

 .............................................. 
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Section -9 Part B 

Part ïI Price schedule for Indigenous Supply 
      GST      

    FF Packing CGST SGST IGST      

S. 
No 

SoR Item 
Description 

Total 
quanti
ty 

Basic 
Unit 
Price 
excluding 
all taxes 
& 
charges 

Rat
e* 

Amo
unt 

Rat
e* 

Amou
nt 

Rate
* 

Amou
nt 

Rate
* 

Amo
unt 

All 
inclusi
ve 
Unit 
cost 

Amount 
of Input 
tax 
Credit 
(ITC ) 
to be 
availed 
by 
BSNL 

Unit 
price 
excludi
ng ITC 
amount 
(net 
unit 
cost to 
BSNL) 

Total 
price 
inclusi
ve of 
all 
levies 
and 
charg
es but 
exclud
ing 
ITC 
(net 
total 
cost) 

HSN 
for 
goo
ds 
and 
SAC  
for 
servi
ces 

1 2 3 4 5 6=5x
4 

7 8=7x(
4+6) 

9 10=9x
(4+6) 

11 12=1
1x(4
+6) 

13=4+
6[(8+1
0)or12
] 

14=(8+
10) or 
12 

15=13-
4 

16=3x
15 

17 

A. Equipment 

1 OEM integrated 
system with a 55" 
LED/LCD display, 
full HD 1080p 
codec, camera for 
CMD room 

1               

2 Personal 
Videoconferencing 
end point for 
Directors, ED at 
Corporate Office 

9               

3 Standalone system 
with Dual 55ò Led 
and full HD 1080p 
codec, dual 
automatic voice 
tracking camera, 
microphones for 4 
conference rooms 

4               

4 Immersive 
Telepresence for 
Corporate Office 

1               

5 Desktop Clients 
with  HD web 
cameras and audio 
kits (optional) 

20               

6 Remote end Router 5               

7 Multipoint control 
Unit with Call 
Control with firewall 
traversal and  
management and 
scheduling 

1               

8 Core Firewall 1               

9 Core Switch 1               

10 Core Router 1               

11 A Standalone 
system with 55" 
LED and full HD 
1080p codec, 
camera, 
microphones for 
territorial CGM 
rooms 

22               

B. Charges for 2 resident Engineers 

12 Year 1                

13 Year 2                

14 Year 3                

15 Year 4                

16 Year 5                

C. AMC Charges 

17 Year 1                

18 Year 2                

19 Year 3                

Imp Note: Charges for 2 resident engineers and AMC charges shall be included in evaluation of price bid, 

by applying a discounted rate of 12% per year to arrive at the NPV (Net Present Value). 
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Notes for bidder: 
1. Bidder must mandatorily quote for all GST components (CGST, SGST, IGST) as required 

2. If Annual maintenance Contract charges are required to be quoted as per SOR, basic charges should be shown 

in column-4 & the Goods and Services Tax (GST) in column 7 to 12 

3. The bidder who submits the offer with concessional Goods and Services Tax (GST) shall submit the proof of 

applicable concessional GST.  In case the concessional GST is not creditable to BSNL it should be included in 

the price of the goods/services. 

4. In case , dealer is registered under compounding scheme or any rule/notification where the BSNL is not 

eligible for input tax credit then the bidder should not disclose any amount in column 7 to 12 & 14 

5. * %age Rate of FF & packing should be shown of Basic Unit Price excluding all taxes & charges ( i.e as %age 

of Col.4) 

6. The FF & packing amount quoted shall not be subject to change after bid evaluation/ ordering on account of 

change of Copper, Lead base price, changes in duties & taxes of item, etc. 

7. Bidder must mandatorily mention HSN & SAC numbers 

Declaration by bidder 
1. We hereby declare that in quoting the above prices, we have taken into account the entire credit 

on inputs available under the GST Act introduced w.e.f. 1 July 2017 and further extended on more 

items till date*. 

2. ά²Ŝ ƘŜǊŜōȅ ŎŜǊǘƛŦȅ ǘƘŀǘ I{b κ{!/ ǎƘƻǿƴ ƛƴ ŎƻƭǳƳƴ мт ŀǊŜ ŎƻǊǊŜŎǘ ϧ ŎǊŜŘƛǘ ƻŦ D{¢ ŦƻǊ ǘƘŜ ŀƳƻǳƴǘ 

shown in column 14 above are admissible as per GST Laws. 

 

 

Name of Bidder 
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Section -9 Part B 

Part ïI I  Price schedule for Items to be supplied under Imported Category 
S.
N
o 

SoR 
Item 
Descripti
on 

Tot
al 
qu
anti
ty 

Basi
c 
Unit 
Price 
excl
udin
g all 
taxe
s & 
char
ges 

Per 
unit 
CIF 
cos
t 

Ass
ess
abl
e 
val
ue 

BCD EC and 
SHEC 

IGST FF & 
PACKIN
G 

GST on FF packing All 
inclu
sive 
Unit 
cost 

Am
oun
t of 
Inp
ut 
tax 
Cre
dit 
(IT
C) 
to 
be 
ava
iled 
by 
BS
NL 

Unit 
price 
excl
udin
g 
ITC 
amo
unt 
(net 
unit 
cost 
to 
BSN
L) 

Tot
al 
pric
e 
incl
usi
on 
of 
all 
levi
s 
and 
cha
rge
s 
but 
exc
ludi
ng 
ITC 
(ne
t 
tota
l 
cos
t) 

C
u
st
o
m
s 
ta
rif
f 
h
e
a
d 

H
S
N
 
f
o
r 
g
o
o
d
s
 
a
n
d
 
S
A
C
 
f
o
r 
s
e
r
v
i
c
e
s 

R
a
t
e  

Am
oun
t 

R
at
e  

Am
oun
t 

Rate  Amo
unt 

Rat
e * 

A
m
o
u
nt 

CGST SGST IGS
T 

R
at
e  

A
m
o
u
nt 

R
at
e  

Am
oun

t 

R
a
t
e
  

A
m
o
u
n
t 

1 2 3 4a 4b 4c 5 6=5

x4c 

7 8=6

x7 

9 10=(4

c+6+

8)x9 

11 12

=

11

x4

c 

13 14

=

13

x1

2 

15 16=

15x

12 

1

7 

1

8

=

1

7

x

1

2 

19=4

c+6+

8+10

+12+

[(14+

16)or

18] 

20=

10+

[(14

+16

)or1

8] 

21=1

9-20 

22=

3*2

1 

23 2

4 

A. Equipment 
1 OEM 

integrat
ed 
system 
with a 
55" 
LED/LC
D 
display, 
full HD 
1080p 
codec, 
camera 
for 
CMD 
room 

1                        

2 Person
al 
Videoco
nferenci
ng end 
point for 
Director
s, ED at 
Corpora
te 
Office 

9                        

3 Standal
one 
system 
with 
Dual 
55ò Led 
and full 
HD 
1080p 
codec, 
dual 
automat
ic voice 
tracking 

4                        
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camera, 
microph
ones for 
4 
confere
nce 
rooms 

4 Immersi
ve 
Telepre
sence 
for 
Corpora
te 
Office 

1                        

5 Deskto
p 
Clients 
with  
HD web 
camera
s and 
audio 
kits 
(optiona

l) 

20                        

6 Remote 
end 
Router 

5                        

7 Multipoi
nt 
control 
Unit 
with 
Call 
Control 
with 
firewall 
traversa
l and  
manage
ment 
and 
schedul
ing 

1                        

8 Core 
Firewall 

1                        
9 Core 

Switch 
1                        

10 Core 
Router 

1                        
11 A 

Standal
one 
system 
with 55" 
LED 
and full 
HD 
1080p 
codec, 
camera, 
microph
ones for 
territori
al CGM 
rooms 

22                        

B. Charges for 2 resident Engineers 
12 Year 1                         
13 Year 2                         
14 Year 3                         
15 Year 4                         
16 Year 5                         

C. AMC Charges 

17 Year 1                         
18 Year 2                         
19 Year 3                         
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Imp Note: Charges for 2 resident engineers and AMC charges shall be included in evaluation of 

price bid, by applying a discounted rate of 12% per year to arrive at the NPV (Net Present 

Value). 
Notes for bidder: 

1. Bidder must mandatorily quote for all GST components (CGST, SGST, IGST) as required 

2. If Annual maintenance Contract charges are required to be quoted as per SOR, basic charges should be 

shown in column-4c& the Goods and Services Tax (GST) in column 13 to 18 with calculations based 

on basic AMC cost quoted in Col. 4c. 

3. The bidder who submits the offer with concessional Goods and Services Tax (GST) shall submit the 

proof of applicable concessional GST.  In case the concessional GST is not creditable to BSNL it should 

be included in the price of the goods/services. 

4. In case , dealer is registered under compounding scheme or any rule/notification where the BSNL is not 

eligible for input tax credit then the bidder should not disclose any amount in column 9,10,13 to 18 & 

20 

5. * %age Rate of FF & packing should be shown of Assessible value ( i.e. as %age of Col.4c) 

6. The FF & packing amount quoted shall not be subject to change after bid evaluation/ ordering on 

account of change of Copper, Lead base price, changes in duties & taxes of item, etc. 

7. Bidder must mandatorily mention HSN & SAC numbers 

Declaration by bidder 
1. We hereby declare that in quoting the above prices, we have taken into account the entire 

credit on inputs available under the GST Act introduced w.e.f. 1 July 2017 and further 

extended on more items till date*. 

2. ά²Ŝ ƘŜǊŜōȅ ŎŜǊǘƛŦȅ ǘƘŀǘ CTH shown in col 23 and HSN/SAC shown in column 24 are correct & 

credit of GST for the amount shown in column 20 above are admissible as per GST Laws. 

 

 

Name of Bidder 
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ANNEXURE A  

 

Checklist of Make & Models Offered:  

 

Sl No  

 

Item Name/ Description Make and Model of 

Equipment(s) 

offered 

 

Remarks 

1.   MCU   

2.   Call control, Firewall Traversal 

and Management Solution 

  

3.   VC Executive Endpoints for 

Territorial CGMs 

  

4.   Telepresence   

5.   Executive VC Endpoints for 

Directors and ED 

  

6.   VC Endpoint for CMD   

7.   VC for Conference Rooms   

8.   Core Switch   

9.   Core Router   

10.   Remote End Router   

11.   Any other item as per the 

solution 
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ANNEXURE B  
List of Locations where VC is to be installed  

SNo  Location Name  Equipment  

1.   New Delhi Telepresence, VC Endpoint for CMD, Directors 
and EDs 

2.   BSNL Corporate office or a 

Data Center in NCR. 

MCU and back end infra equipment 

3.   Chennai Conference room VC 

4.   Kolkata Conference room VC 

5.   Chandigarh Conference room VC 

6.   Mumbai Conference room VC 

7.   Port Blair VC End points for territorial CGM room, A&N 

8.   Hyderabad VC End points for territorial CGM room, AP 

9.   Hyderabad VC End points for territorial CGM room, 
Telangana  

10.   Guwahati VC End points for territorial CGM room,  Assam 

11.   Patna VC End points for territorial CGM room, Bihar 

12.   Raipur VC End points for territorial CGM room, 
Chhattisgarh 

13.   Ahmedabad VC End points for territorial CGM room, Gujarat 

14.   Ambala VC End points for territorial CGM room, Haryana 

15.   Shimla VC End points for territorial CGM room, HP  

16.   Ranchi VC End points for territorial CGM room, 

Jharkhand 

17.   Bangalore VC End points for territorial CGM room, 

Karnataka 

18.   Trivandrum VC End points for territorial CGM room, Kerala  

19.   Mumbai VC End points for territorial CGM room, 

Maharashtra 

20.   Shillong VC End points for territorial CGM room, NE-I 

21.   Bhubaneshwar VC End points for territorial CGM room, Orissa 

22.   Chandigarh VC End points for territorial CGM room, Punjab  

23.   Jaipur VC End points for territorial CGM room, Rajasthan 

24.   Chennai VC End points for territorial CGM room, Tamil 
Nadu  

25.   Lucknow VC End points for territorial CGM room, UP ( E ) 

26.   Meerut VC End points for territorial CGM room, UP(W) 

27.   Dehradun VC End points for territorial CGM room, 
Uttaranchal 

28.   Kolkata VC End points for territorial CGM room, WB 
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ANNEXURE – C 

ANNUAL MAINTENANE CONTRACT AGREEMENT  

 

This agreement is made on the ________ day of ______(year) to be effective 

from ___________ between M/s. Bharat Sanchar Nigam Limited, a company 

registered under the Companies Act 1956 having license to provide all types 

of services of Telegraph/Telephony and having its registered office at 3rd 

Floor, Bharat Sanchar Bhawan, Janpath, Harish Chandra Mathur Lane, New 

Delhi – 110001 (hereinafter called BSNL) of the ONE PART and 

______________ a company registered under the Companies Act 1956 and 

having its registered office at _____________________ (hereinafter called 

SUPPLIER which expression shall unless repugnant to the context, include its 

successors in business, legal representatives and administrators or permitted 

assigns) of the OTHER PART. 

 

WHEREAS, BSNL has placed purchase order on the SUPPLIER vide No. 

_________ dated ________ against tender No._________, 

dated_____________. 

 

WHEREAS the SUPPLIER has made the offer to duly comply with all the 

provisions of the Bid Document, including those pertaining to Post Warranty 

Annual Maintenance Contract, after making himself fully aware and 

understanding fully the implications of the terms and conditions and 

specifications mentioned therein and which has been accepted by BSNL on the 

terms and conditions mentioned hereafter and after ascertaining that the 

SUPPLIER is fully capable of complying with the aforesaid terms of the Bid 

Document. 

 

NOW the AGREEEMENT WITNESSE as follows:  

 

1.  PERIOD OF VALIDITY OF THE AGREEMENT.  

 

1.1 This Agreement shall remain in force for three years from the date of 

completion of two year warranty, while at the same time the terms and 

conditions of this agreement except for payment of charges to the SUPPLIER 

shall also apply during warranty period. 

 

1.2 After the expiry of the annual maintenance Contract for three years 

period, BSNL reserves the right to extend the agreement at the mutually 

negotiated terms and conditions. 
 

2. In addition to complying with all the terms and conditions recorded in the Bid 

Document, the SUPPLIER hereby agrees and unequivocally undertakes to fully 

comply with all the terms and conditions stipulated in this agreement and 

without any deviation or reservations of any kind. 

 

3. Unless otherwise mentioned or appearing from the context, the Tender (Bid 

Document and any clarifications thereof and the purchase order shall form 

part and parcel of this agreement, provided that in case of conflict or 

inconsistency on any issue relating to this Agreement, the terms set out in the 

body of this agreement with schedules and Annexure thereto shall prevail. 

 

4. During the period of AMC the SUPPLIER shall inter alia : 

i. Diagnose the hardware and software faults. 

ii. Rectify the hardware/software faults detected. 
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iii. Repair and replace the faulty PCB and any other equipment or part thereof. 

iv. Carry out the periodic preventive maintenance quarterly once. It also includes 

performance monitoring, entire Network optimization, assistance for 

implementing any SLA/services, QOS& Traffic Engineering and resolving any 

network problems etc. 

v. Upkeep the hardware and software periodically. Periodic change of 

Consumable items like defective filters, fuses etc., & maintenance of hardware 

dust free also form part of hardware upkeep. 

vi. Upkeep, Updates and upgrade the software to latest version along with 

associated hardware, if any. All the latest Software Updates, Upgrades and /or 

Patches shall be implemented at no extra cost  

vii. The software and application when upgraded shall support all the features 

specific as part of tender document. Also all the current features shall be 

available on upgrade also. The applications shall be customized as per BSNL 

requirements. 

viii. Provide highest level of TAC support for resolving the issues related to 

product/services. 

 

5. The SUPPLIER shall provide all global software upgrades to BSNL free of cost as 

part of the AMC as well the maintenance of these upgrades.  

 

6. The SUPPLIER shall be solely responsible for the operations, maintenance, 

repair & up gradation of the software/hardware systems, equipments and parts 

thereof and BSNL shall not be liable to interact with any of the partners/ 

collaborators or subcontractors of the SUPPLIER. The supplier shall be 

responsible for diversion of spare parts required for operation and Management 

at no additional cost. 

 

7. The payment of AMC shall be made only when the bidder submits the 

agreement for the AMC with its back end OEM/ technology partners. 
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Annexure D 

AGREEMENTFOR ADDRESSING SECURITY CONCERNS 

 

This agreement is signed on the ________day of _________ 2017 by and 
between BHARAT SANCHAR NIGAM LIMITED , a company registered 
under the Companies Act 1956 having its registered office at Bharat Sanchar 
Bhawan, Harish Chandra Mathur Lane, Janpath, New Delhi - 110001 acting 
through Shri -------------------- (hereinafter called òBSNLó, which expression 
shall, unless repugnant to the context, include its successors in business, 
administrators, liquidators and assigns or legal representatives)  

AND  
 M/s ------------------a company registered under the Companies Act, 1956 

having its registered office at --------------------  acting through Shri. ----------------the 

authorized signatory (hereinafter called ô------------------õ which expression shall, 

unless repugnant to the context, include its successors in business, 

administrators, liquidators and assigns or legal representatives)  

 

AND WHEREAS  BSNL and ---------- are hereinafter referred as ôParty Aõ and 
ôParty Bõ, respectively and; both the parties namely, BSNL and --------are 
hereinafter collectively referred as ôPartiesõ and individually, as a òParty",  
Whereas BSNL is a major telecom service provider licensed to provide all types 

of telecom services (basic, cellular, internet, long distance etc.) throughout the 

country (except cities of Delhi and Mumbai).  

 

Whereas Party B is engaged in the ---------------------- etc.  

 

NOW THIS AGREEMENT WITNESSETH AS FOLLOWS:  
1. This agreement including terms & conditions shall not be amended or 

modified or altered or changed in any way except in writing and duly 

executed by the authorized representative of each Party by mutual agreement . 

2. This agreement is a confidential document. M/s ------ and BSNL shall not 

divulge any part of this agreement either through oral or written 

communication or through any other mode to any third party.  

 

 

IN WITNESS WHEREOF the Parties hereto have caused this agreement to be executed 
through their respective authorized representatives on the -------day of __________ 
2017. 

 
 

Signed for and on behalf of BSNL  by Shri -------------------, --------------------- 
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Signed for and on behalf of M/s -----------------------, by ------------------, -----(Name of the 
Authorized signatory)  the Authorized Signatory.  

In presence of the witnesses: 
1. Signature      2. Signature   
    Name          Name 
    Occupation          Occupation 
   
   Address          Address 
    Place          Place 
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Terms and Conditions 

(i) With a view to help and address the business continuity, communication, security 

ŀƴŘ ǎŜŎǳǊƛǘȅ ƳŀƴŀƎŜƳŜƴǘ ƻŦ .{b[Ωǎ ƴŜǘǿƻǊƪǎ ƛƴ ǊŜǎǇŜŎǘ ƻŦ ŜǉǳƛǇƳŜƴǘκ ǇǊƻŘǳŎǘǎκ 

software/ services, the parties hereto are desirous of recording the terms and 

conditions as set forth in this Agreement. 

   (ii) This Agreement would be read in conjunction with the respective contractual 

agreements BSNL and the Vendor, which they have for the supply of 

Equipment/Products and Services. In case of any conflict, the conditions of this 

agreement shall prevail. 

 

 

1. Definition of Terms and expressions 

Unless the context otherwise requires, the different terms and expression used 
shall have the meaning assigned to them for the purpose of this agreement in the 
following paragraphs. 
(Note: some of the terms defined here may not have been used in this agreement) 

 

a) ñAccessò-interconnection with BSNL Systems or access to or use of BSNL 

Information stored on BSNL Systems through interconnection with BSNL Systems 

or access to or use of BSNL Information stored on Vendor Systems or access to or 

use of BSNL Information stored in any mobile device. 

 

b) ñAuthorisedò ςBSNL has approved Access as part of the authorisation process 

and the Vendor Security Contact has a record of this authorisation.   

ά!ǳǘƘƻǊƛǎŀǘƛƻƴέ ǎƘŀƭƭ ōŜ ŎƻƴǎǘǊǳŜŘ ŀŎŎƻǊŘƛƴƎƭȅΦ 

 

c) ñCommencement Dateò and ά9ƴŘ 5ŀǘŜέ ƳŜŀƴǎ ǘƘŜ ŘŀǘŜ ǘƘŜ ŀƎǊŜŜƳŜƴǘ ƛǎ 

executed and the date when the validity or term of this contract ends or 

terminated. 
 

d) ñContract Personnelò means dedicated resources of the Vendor in terms of 

employees, subcontractors including employees of subcontractors and agents 

ƛƴŎƭǳŘƛƴƎ ŀƎŜƴǘΩǎ ǎǳōŎƻƴǘǊŀŎǘƻǊǎ ŀƴŘ ǘƘŜƛǊ ŜƳǇƭƻȅŜŜǎ ŜƴƎŀƎŜŘ ŦƻǊ ǘƘŜ ǇǳǊǇƻǎŜ ƻŦ 

this Agreement. 

 

e) ñNAIFò means Network Authorisation and Interconnect Facility is a procedure for 

registration of global network interconnect between BSNL and external companies. 

 

f) ñSensitive Informationò means any BSNL Information marked as classified as 

ǇŜǊ .{b[Ωǎ Řŀǘŀ ŎƭŀǎǎƛŦƛŎŀǘƛƻƴ policy or deemed business critical. This also includes 

any other data, or element of information, notified as such by the Government 

(e.g. IT Act 2000). 
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g) ñSecurity Standardsò means all the relevant contemporary standards 

associated with national and international security standard related to IT & 

Telecom equipment hardware and software and those related to information & 

communication security, including but without limitation to ISO 27000 series, 

ISO/IEC 15408, 3GPP, 3GPP2, WiMAX etc. applicable at the time of bidding. 

 

h) ñSubcontractorò any person, partnership or corporation with whom the Vendor 

places a contract and/or an order for the supply of any equipment, item, service or 

for any work in relation to the purpose of this Agreement. "Subcontract" shall be 

construed accordingly. 

 

i) ñSuppliesò means all components, materials, plant, tools, test equipment, 

documentation, hardware firmware, Software, spares parts, services and all the 

things &items to be provided to BSNL pursuant to the Agreement together with all 

Information and Work the Agreement requires to be supplied or performed for 

BSNL. 

 

j) ñTermò means the term of this Agreement from the [Commencement Date] to 

[End Date]. 

 

k) ñBSNLò means Bharat Sanchar Nigam Limited, a Telecom Service Provider 

licensed under section 4 of Indian Telegraph Act 1885 by the Licensor, Government 

of India 

 

l) ñBSNL Group Securityò means the security organisation based within BSNL 

Group Company. 

 

m) ñBSNL Informationò means all data including data, text, image, sound, voice, 

codes, circuit diagrams, core & applications software and database, intellectual 

ǇǊƻǇŜǊǘȅ ŀǎ ǿŜƭƭ ŀǎ ǇŜǊǎƻƴŀƭΣ ǇǳōƭƛŎΣ ƻǇŜǊŀǘƛƻƴŀƭ ŀƴŘ ǎŜǊǾƛŎŜǎ Řŀǘŀ ƛƴ .{b[Ωǎ 

custody which is and /or received which are supplied/ shared with Vendor for the 

purpose of this Agreement or are obtained by the Vendor on behalf of BSNL. 

 

n) ñBSNL Itemsò -all items provided by BSNL to the Vendor and all items held by 

the Vendor which belong to BSNL. 

 

o) ñBSNL Regulatory Contactò means in-charge of BSNL Regulatory Operations 

or such other person whose details shall be notified by BSNL to the Vendor from 

time to time. 
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p) ñBSNL Security Contactò means in-charge of BSNL Security Operations Centre 

or such other person whose details shall be notified by BSNL to the Vendor from 

time to time. 

 

q) ñBSNL Systemsò means any BSNL computer, application, databases, network 

infrastructure, network elements and appliances, core and applications software, 

which is subject to the contract or such other systems as may be agreed in writing 

from time to time between BSNL and the Vendor. 

 

r) ñVendorò means who supplies Equipment, Software and/or managed services to 

BSNL for the purpose of installation, provision, operations and/or maintenance of 

.{b[Ωǎ ƴŜǘǿƻǊƪǎΦ 

 

s) ñVendor Security Contactò means such person whose details shall be notified 

by the Vendor to BSNL from time to time for such purpose. 

 

t) ñVendor Regulatory Contactò means such person whose details shall be 

notified by the Vendor to BSNL from time to time for such purpose. 

 

u) ñVendor Systemsò means any Vendor owned computer hardware or software, 

application database or network elements / appliance or such other systems as 

may be agreed in writing from time to time by BSNL and the Vendor. 

 

2. Scope 

This  Agreement  sets  out  the  provisions  under  which  the  Vendor  will  be  able  

to  supply equipment and services and be granted Access to BSNL Systems, 

network, equipment, data and facilities and BSNL Information including Sensitive 

Information for the purpose of installation, provision, operations and 

maintenance by the Vendor. 

3. International Security Standard Certification 

The Vendor and the supplied equipment shall have contemporary relevant 

Security standard certification and shall comply with the provisions of security 

standards certification w.r.t. Telecom & IT equipment hardware and software and 

those related to information & communication security management, such as ISO 

15408 standards as applicable to IT and IT related products, ISO 27001 for 

Information Security Management System, standards used by other relevant 

standard formulation bodies for Telecom equipment like 3GPP,3GPP2, ITU 

standard etc. or equivalent acceptable international standards or certification. 

 

4. Security Requirements: The vendor shall comply with following security 

policies: 
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4.1. GENERAL 

4.1.1. The Vendor shall be authorized to access only BSNL Systems and Information in 

accordance with the provisions of this Agreement and only during the term of this 

Agreement. 

4.1.2. The vendor shall   identify to BSNL details   of Vendor Security Contact at the 

Commencement Date who will act as a single point of contact for BSNL, such as a 

senior manager or CIO responsible for security, for any security issues as and 

when required by BSNL.  

4.1.3. The authorization of the security contact and any changes in the personnel would 

be notified by the Vendor for the information and   for the approval (wherever 

applicable) of BSNL. 

4.1.4. The Vendor shall follow an Information Security policy compliant with latest 

security standards applicable to his area of operation. 

4.1.5. The Vendor shall implement the provisions of BSNL information security policy 

(along with updates), to the extent applicable for their area of operation. If the 

±ŜƴŘƻǊ Ƙŀǎ ŀƴ ƛǎǎǳŜΣ ǘƘŜ ǎŀƳŜ Ŏŀƴ ōŜ ǊŀƛǎŜŘ ǿƛǘƘ .{b[Σ ƘƻǿŜǾŜǊ .{b[Ωǎ ŘŜŎƛǎƛƻƴ 

shall be final in this regard. 

4.1.6. The Vendor shall be completely responsible for its security personnel and sub-

contractors. 

4.1.7. The Vendor shall conduct a Risk Analysis and ensure that all risks due to its own 

and sub- ŎƻƴǘǊŀŎǘƻǊǎΩ ƻǇŜǊŀǘƛƻƴǎ ǿƛǘƘ .{b[ ŀǊŜ ƛŘŜƴǘƛŦƛŜŘΣ ƳŜŀǎǳǊŜŘ ŀƴŘ 

ƳƛǘƛƎŀǘŜŘ ŀǎ ǇŜǊ .{b[Ωǎ ǊŜǉǳƛrements. 

4.1.8. The Vendor shall be responsible to maintain all aspects of security as per BSNL 

requirement and shall ensure that there is no security breach of any kind which 

Ŏŀƴ ƘǳǊǘ .{b[Ωǎ ƛƴǘŜǊŜǎǘǎΦ 

4.1.9. No replacement of BSNL System support tools must be undertaken by the Vendor 

without specific agreement from BSNL. 

 

4.2. PHYSICAL SECURITY 
 

4.2.1. All Contract Personnel including subcontractors and their employees, agents and 

their employees of the Vendor working on BSNL premises shall be in possession of 

an ID card, details of which shall be made available to BSNL. No person from 

ǾŜƴŘƻǊΩǎ ǎƛŘŜ ǎƘŀƭƭ ōŜ ǇŜǊƳƛǘǘŜŘ ǘƻ ŜƴǘŜǊ .{b[ ǇǊŜƳƛǎŜǎ ǿƛǘƘƻǳǘ ǘƘŜ ŎŀǊŘΦ 

4.2.2. The Vendor shall access any BSNL system/ equipment only after due /written 

authorization from BSNL. 

4.2.3. All the information related to BSNL systems shall be physically /logically 

segregated and the vendor shall ensure that it is accessed only by the authorized 

contact personal from vendorΩǎ ǎƛŘŜΦ 

4.2.4. The use of digital or conventional cameras, including any form of video camera or 

mobile phone cameras, of the interior of BSNL premises is not permissible without 
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prior Authorization from BSNL Security Contact. Vendor shall ensure that 

photography or capture of moving image of Vendor are as within BSNL premises 

where BSNL Information is processed or stored shall not capture any BSNL 

Information. 

4.2.5. CCTV security systems and their associated recording medium wherever provided 

shall be used by BSNL/ Vendor either in response to security incidents, as a 

security surveillance tool, As such, these systems shall be authorized by 

appropriate BSNL Security Contact when used by vendor, and stored images shall 

ōŜ ǎŜŎǳǊŜƭȅ ƘŜƭŘ ŦƻǊ ŀǘ ƭŜŀǎǘ с ƳƻƴǘƘǎΦ IƻǿŜǾŜǊ .{b[Ωǎ ŘŜŎƛǎƛƻƴ ǎƘŀƭƭ ōŜ Ŧƛƴŀƭ ƛƴ 

this regard. 

4.2.6. The Vendor shall disable the Access immediately if any Contract Personnel no 

longer require Access or change role for any reason what so ever or whose 

integrity is suspected or considered doubtful or as may be notified by BSNL. in 

accordance with clause 4.3.1. 

 

4.3. LOGICAL SECURITY 
 

4.3.1. The Vendor shall disable the access rights and shall notify BSNL immediately if any 

Contract Personnel no longer requires Access or change role for any reason what 

so ever thus enabling BSNL to disable or modify the Access rights. 
 

4.3.2. The Vendor shall, implement agreed as well as generally prevalent security 

measures across all supplied components and materials including software & Data 

to ensure and safeguard the confidentiality, availability and integrity of BSNL 

Systems and BSNL Information. The Vendor shall provide BSNL with full 

documentation in relation to the implementation of logical security in relation to 

Purpose and shall ensure that it has such security features which: 

 Prevents unauthorized individuals e.g.  hackers from  gaining  Access  to BSNL 

Systems; and 

 Reduces the risk of misuse of BSNL Systems or BSNL information, which could 

potentially cause loss of revenue or service (and its Quality) or reputation, breach 

of security by those individuals who are Authorized to Access it; and 

 Detects any security breaches that do occur enabling quick rectification of any 

problems that result and identification of the individuals who obtained Access and 

determination of how they obtained it. 

 

 

4.4. INFORMATION SECURITY 
 

4.4.1. The Vendor shall not use BSNL Information for any purpose other than for the 

purposes for which they were provided to the Vendor by BSNL and only to the 

extent necessary to enable the Vendor to perform as per this Agreement. 
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4.4.2. The Vendor shall use physical and electronic security measures to protect BSNL 

Systems, BSNL Information and areas where work is undertaken or where Vendor 

Systems provide Access. 

 

4.5. CONTRACT PERSONNEL SECURITY 
 

4.5.1. The vendor shall be completely responsible for the actions of the contract 

personnel hired /arranged by the vendor. 

4.5.2. The Vendor shall ensure that the Contract Personnel securely destroy any BSNL 

Information received in a recorded form from BSNL (or has recorded received 

.{b[ LƴŦƻǊƳŀǘƛƻƴύΣ ǿƘŜƴ ǘƘŜ /ƻƴǘǊŀŎǘ tŜǊǎƻƴƴŜƭΩǎ Ƨƻō ƻǊ ǊƻƭŜ Ƙŀǎ ŎƘŀƴƎŜŘ ƻǊ 

terminated. 

 

4.6. SERVICE CONTINUITY ASSURANCE: 
 

4.6.1. The Vendor shall ensure by means of all tools, skills, resources that the services 

of BSNL remains operational at  all  times (to the extent of the scope of this 

contract) as per Quality of Service parameters laid down by Telecom Regulatory 

Authority of India, as applicable. 

4.6.2. At the time of termination of contract or as and when required by BSNL, the 

vendor shall ensure making overall tools, procedures, documents, software, 

training etc. using which BSNL system were maintained operated, analyzed, 

attended etc., by the Vendor so that BSNL can continue to provide the services. 

 

5. Access to BSNL Systems 
 

5.1. In relation to Access to BSNL systems, the Vendor shall (and, where relevant, 

shall ensure that all Contract Personnel shall): 
 

a) Ensure each individual Contract Personnel has a unique user identification and 

password known only to such user for his/her sole use. 
 

b) Promptly provide to BSNL such reports as BSNL shall require from time to time 

ŎƻƴŎŜǊƴƛƴƎ ǘƘŜ ±ŜƴŘƻǊΩǎ ǳǎŜ ŀƴŘ ǎŜŎǳǊƛǘȅ ƻŦ !ŎŎŜǎs and any related matters to 

Access. 
 

c) Ensure onward bridging or linking to BSNL Systems is prevented unless 

authorized by BSNL. 
 

d) use all reasonable endeavors to ensure no viruses or malicious code like 

malware, spyware, key logger, bots(as the expressions are generally understood 

in the computing industry) are introduced, and that there is no corruption or 

modification or compromisation of BSNL Systems  or BSNL Information. This 

should un-doubtedly ensure that nothing results in denial of Service, interruption 

of Service, outages, reduction or compromise in quality and efficiency of Service, 
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leakage or stealing of BSNL Information, interference with mandated lawful 

interception policy, methodology & provisions, enhance risks of attacks, 

overbilling, frauds or any other aspect that compromises the security of all the 

stakeholders including the Government, users, BSNL etc. 
 

e) Use reasonable endeavors to ensure that personal files which contain 

information, data or media with no relevance to the purpose, are not stored on 

BSNL building servers or BSNL centralized storage facilities or BSNL Systems. 
 

5.2. If BSNL has provided the Vendor with Access to the Internet/Intranet, the Vendor 

shall, ensure that the Contract Personnel, access the Internet/Intranet 

appropriately 

 

5.3. The Vendor shall ensure that all Contract Personnel, subject to the Clauses 

ƘŜŀŘŜŘ άwŜƎǳƭŀǘƻǊȅ aŀǘǘŜǊǎέ ŀƴŘ ά/ƻƴŦƛŘŜƴǘƛŀƭƛǘȅέ ŎƻƳǇƭȅ ǿƛǘƘ /ƭŀǎǎƛŦȅƛƴƎ ŀƴŘ 

Handling of Information. 

 

 

6. Access to Vendor Systems 
 

6.1. If Contract Personnel is granted Access to Vendor Systems having bearing on 

BSNL data, information or network, the Vendor shall ensure that it has a fool 

proof mechanism to avoid any breach of security and the access is completely 

ǎŜŎǳǊŜ ǎƻ ǘƘŀǘ .{b[Ωǎ ƛƴǘŜǊests are not hurt in any way. 
 

a) Ensure that audit logs are generated to record user activity and security-relevant 

events and securely managed and retained with nil ability on the part of the 

Vendor to allow any un-authorized access or amendment to the audit logs. Such 

audit logs must be maintained for future reference for a period of at least one 

year. 
 

b) Ensure that monitoring of audit and event logs and analysis reports for 

anomalous behavior and/or attempted unauthorized access are performed by 

±ŜƴŘƻǊΩǎ ǎǘaff independent of those users being monitored. 
 

c) Make available audit logs where required by BSNL for review. 
 

d) Ensure all systems holding, processing or accessing BSNL Information shall be 

hardened to BSNL standards (Note to Buyer: If in doubt, please contact BSNL 

Security). 

e) Implement controls to detect and protect against malicious software and ensure 

that appropriate user awareness procedures are implemented. 
 

f) Ensure that data gathered after running audit tool is properly protected. 
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6.2. To the extent the servers are used to fulfill the purpose of this Agreement, 

±ŜƴŘƻǊΩǎ ǎŜǊǾŜǊǎ ǎƘŀƭƭ ƴƻǘ ōŜ ŘŜǇƭƻȅŜŘ ƻƴ ǳƴ-trusted networks without 

appropriate security controls. 

6.3.  Security procedures and controls shall be used to secure equipment holding, 

accessing or processing BSNL Information in Vendor Systems. 

 

7. Conditions for Equipment Vendors: 

 

7.1. Conformance to Security Standards and Policies 

The vendor shall ensure that the network elements supplied by him have been got 

tested as per relevant contemporary Indian or International Security Standards e.g. IT 

and IT related elements against ISO/IEC 15408 standards, for Information Security 

management Systems against ISO 27000 series standards, Telecom and Telecom related 

elements against 3GPP security standards, 3GPP2 security standards etc. from any 

International Agency / labs of the standards e.g. Common Criteria Labs in case of ISO / 

IEC 15408 standards until 31.3.2017. (From 1.4.2017, the certification shall be got done 

only from authorized and certified agencies / labs in India)*. 

The copies of test results and test certificates are to be submitted to BSNL on demand 

within a reasonable time period along with the details as per Format ς I. 

 

The vendor shall also ensure that the equipment supplied has all the 

contemporary security related features, facilities, hardware, software etc. for the 

purpose of Interception, Monitoring, Analysis etc. for use by the Law 

Enforcement Agencies and provide complete information to enable these 

features and facilities before the supply of the equipment or the procedure of 

enabling these, if these are to be enabled after the commissioning of the 

Network. The Vendor shall also submit a test report on these features and 

facilities and also a certificate that all contemporary features and facilities of this 

category exist in the equipment supplied. 

 

7.2. Submission of Test Reports: 
 

A report of the tests conducted with results of the tests conducted and 

mentioning areas where vulnerability exists and what precautions are to be taken 

by BSNL to minimize the effect of such vulnerabilities. For this purpose additional 

requirements may be provided in the Solution Designs. Compliance statements 

should be made against the relevant Security Standards and where practicable, 

tests performed to demonstrate compliance. 

 

7.3. Security from Malware: 

 

Vendors would provide adequate firewall and IDPs for security from malware and 

submit a certificate in this regard. 
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7.4.  Security against Remote Access: 

The vendor shall submit a written undertaking to BSNL clearly identifying all 

known means of remote control/remote access/ remote command and control in 

the supplied equipment as well as suitable mitigation means to close such access 

mechanisms. 

 

Note: vendor has to comply with the guidelines of remote access provided by 

DoT including instructions vide No.16-27/2007-CS-III dated 31.01.2013 and any 

subsequent instructions thereof. In case BSNL / vendor provides a Remote 

Access monitoring facility then it shall be the responsibility of the vendor to 

integrate with the same. 

 

7.5.  Penalty: 

In the event that the Vendor is unable to comply with its obligations under this 

Agreement, as a result of which the Licensor imposes any sanction on BSNL, 

which results in any financial and other liabilities on BSNL, the Vendor shall be 

liable to make good such loss the amount of which shall be limited to the value of 

the tender/ PO. 

 

In addition to the above, in case of any inadequate measures, act of intentional 

omissions, deliberate vulnerability left into the equipment or in case of 

deliberate attempt for a security breach by the Vendor, the Licensor may at its 

discretion blacklist the Vendor from entering into any supply deals with any 

Indian Telecom Operator. BSNL shall give the vendor the opportunity to defend 

any claim prior to imposing any penalty or blacklisting the vendor on account of 

security breach being attributable to it. 

 

7.6.  Inspection: 
 
The Vendor/Supplier must allow BSNL, Licensor/ DoT and/or its designated 

agencies to inspect the hardware, software, design, development, manufacturing 

facility and supply chain and subject all software to a security/threat check at the 

time of procurement of equipment and up to two more times every year until 

the supplies under the contract have been completed, at the time of discretion of 

BSNL. All the documents should be in English and handed over to the visiting 

team at least 4 weeks ahead of the visit. 

The number of such visits will be limited to two in a purchase order. The 

expenditure for such visits for order valuing more than 50 Crore upto 40 man-

days per visit shall be borne by BSNL. 
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7.7.  Language of Supplies: 
 
Documentation to be in English: Vendor has to ensure that all the documentation 

including software details obtained from manufacturer/vendor/supplier are to be 

supplied in English language. 

Vendor to maintain a list of all network elements and corresponding documentation 

as per format given in Format-II and submit to BSNL. 

7.8.  A report on the susceptibility to the attacks on mobile networks: 

Mobile Network like GSM equipment and its network are susceptible to several 

attacks. A few of the known attacks with their description are given in Appendix II. 

The vendor must submit a report categorically stating that out of these attacks or 

any other attack to which the equipment and the network is susceptible, the degree 

of risk of each type of attack and mitigation technique to deal with these attacks. The 

vendor will ensure that whatever mitigation was possible as per the current available 

technologies, techniques, configuration have already been used and adopted by 

them before the supply of the equipment.  

Similarly, for the CDMA Network Managers it may be re-ensured that the security 

features such as OS hardening, user access and operation audit, privilege-based user 

groups, centralized authentication, user profile and group management, customer 

plug-ins for authentication and secure remote access with IP Security Protocol 

(IPSec) and other capabilities in upgrading releases as well have been provided. 

Subscriber authentication to protect the infrastructure and to prevent unauthorized 

access to network resources: 

CDMA 1X access authentication is accomplished by means of an authentication 

ǎƛƎƴŀǘǳǊŜ ǘƘŀǘ ƛǎ ǾŜǊƛŦƛŜŘ ōȅ ǘƘŜ ƴŜǘǿƻǊƪΩǎ ŘŀǘŀōŀǎŜǎ ƻŦ ǳǎŜǊ ƛƴŦƻǊƳŀǘƛƻƴΦ ¢ƘŜ IƻƳŜ 

Location Register and Authentication Center as well as 1xEV-DO algorithm in OTASP 

to exchange keys between the mobile device and the Access Node-Authentication 

Authorization Accounting (AN-AAA) server should be thoroughly tested by the 

Vendor and reported. The authentication key exchange protocols ensures the 

identity of the mobile device.  

For CDMA2000 1X data sessions and EV-DO, including the Challenge Handshake 

Authentication Protocol (CHAP) or upgraded equivalent by the Packet Data Serving 

Node-Authentication Authorization Accounting (PDSN-AAA), server should not be 

compromised in any case and the tests reported. 

8. Data Protection: 

8.1. The Parties acknowledge that, in respect of all Personal Data processed by the 

Vendor for the  purpose of  the provision of Supplies under this  Contract, BSNL 

alone, as data controller, shall determine the purposes for which and the manner in 

which such Personal Data will be processed by the Vendor. 
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8.2. The Vendor shall: 

a) keep all Personal Data secure and confidential, act only on BSNL's instructions with 

respect to it, and comply with such further reasonable requirements from time to 

time of BSNL for the security of it; and 

 

b) notify BSNL forthwith, and in any event, no later than 12 hours from the time it 

ŎƻƳŜǎ ǘƻ ǘƘŜ ±ŜƴŘƻǊΩǎ ŀǘǘŜƴǘƛƻƴΣ ǘƘŀǘ tŜǊǎƻƴŀƭ 5ŀǘŀ ǘǊŀƴǎŦŜǊǊŜŘ ōȅ .{b[ ǘƻ ǘƘŜ 

Vendor has been the subject of accidental or unlawful destruction or accidental loss, 

alteration, unauthorized disclosure or access, or any other unlawful forms of 

processing; and 

8.3.  In respect of Transfer of Personal Data the following conditions shall apply: 

 

a) ƻōǘŀƛƴ .{b[Ωǎ ǇǊƛƻǊ ǿǊƛǘǘŜƴ ŎƻƴǎŜƴǘ ōŜŦƻǊŜ ǘǊŀƴǎŦŜǊǊƛƴƎ tŜǊǎƻƴŀƭ 5ŀǘŀ ǘƻ ŀƴȅ 

Subcontractors in connection with the provision of the Supplies; 

 

8.4. Any breach of this Condition by the Vendor shall be deemed to be a material breach 

of the Contract and the Vendor shall indemnify BSNL against any costs, losses, 

damages, proceedings, claims, expenses or demands incurred or suffered by BSNL 

which arise as a result of such breach. 

 

8.5. The Vendor shall, allow BSNL or its nominated representatives such access to its 

premises, Information and records and those of its agents subsidiaries and sub-

contractors, as may be reasonably required by BSNL from time to time to assess the 

±ŜƴŘƻǊΩǎ ŀƴŘκƻǊ /ƻƴǘǊŀŎǘ tŜǊǎƻƴƴŜƭΩǎ ŎƻƳǇƭƛŀƴŎŜ ǿƛǘƘ ǘƘƛǎ /ƻƴŘƛǘƛƻƴΦ 

 

9. Regulatory Matters: 
 

9.1. The Vendor shall 

a) Comply with all Regulatory Matters including, without limitation, any actions that 

BSNL may require in connection with any Regulatory Matter, that are notified to the 

Vendor Regulatory Contact from time to time by BSNL Regulatory Contact in so far as 

they relate to the performance of the Contract by the Vendor; 

b) Within 14 days of the Commencement Date, ensure that the Vendor Regulatory 

Contact contacts BSNL Regulatory Contact to establish the nature and extent of 

communication between them, which assist them in meeting all regulatory 

requirement asset by licensor or Sectoral regulator or any other person nominated 

by Licensor. 

c) Promptly provide such information to BSNL as shall be necessary for BSNL to respond 

fully and to the time scale required to any request or requirement for information 

from a government or any regulatory authority, to the extent that such information 

relates to the performance of the Agreement by the Vendor; and 
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d) Permit BSNL and/or its authorized agents such access to the Vendor's premises and 

such Access to and copies of its Information and Records(and to and of those of any  

Contract Personnel) as is required by   BSNL to assess and/or validate the Vendor's 

performance of its obligations under or in relation to this Clause. 
 
 
 
 
 
 
 
 
 

10. Confidentiality: 
 

10.1. In this Clause, BSNL Information which BSNL from time to time identifies to the 

Vendor as being commercially confidential, or is by its nature commercially 

confidential or defined by BSNL as confidential, or confidential as per the applicable 

law. 

10.2. Except with BSNL's agreement, the Vendor shall not disclose Information to any BSNL 

employee, without authorization. 

10.3. {ǳōƧŜŎǘ   ǘƻ  ǘƘŜ  /ƻƴŘƛǘƛƻƴ ƘŜŀŘŜŘ   ΨLƴǘŜƭƭŜŎǘǳŀƭ   tǊƻǇŜǊǘȅέΣ ŜƛǘƘŜǊ  ǇŀǊǘȅ ǊŜŎŜƛǾƛƴƎ 

LƴŦƻǊƳŀǘƛƻƴ όϦǘƘŜ wŜŎƛǇƛŜƴǘϦύ ŦǊƻƳ ǘƘŜ ƻǘƘŜǊ ǎƘŀƭƭ ƴƻǘ ǿƛǘƘƻǳǘ ǘƘŜ ƻǘƘŜǊΩǎ ǇǊƛƻǊ 

written consent use such Information except for Contract purposes or disclose such 

Information to any person other than BSNL's employees, agents and contractors or 

Contract Personnel who have a need to know and who are bound  by  equivalent 

obligations  of confidentiality. Any breach of such obligations by Contract Personnel 

or BSNL's employees, agents or contractors (as the case may be) shall be deemed to 

be a breach by the Vendor or BSNL respectively. 
 

10.4. Paragraphs 2 and 3 of this clause shall not apply to Information that is: 

a) published except by a breach of the Contract; or 

b) Lawfully known to the Recipient at the time of disclosure and is not subject to any 

obligations of confidentiality; or 

c) Lawfully disclosed to the Recipient by a Vendor without any obligations of 

confidentiality; or 

d) Replicated by development independently carried out by or for the Recipient by an 

employee or other person without access to or knowledge of the Information. 
 

10.5. ¢ƘŜ ±ŜƴŘƻǊ ǎƘŀƭƭ ƴƻǘ ǇǳōƭƛŎƛȊŜ ǘƘƛǎ !ƎǊŜŜƳŜƴǘ ǿƛǘƘƻǳǘ .{b[Ωǎ ǇǊƛƻǊ ǿǊƛǘǘŜƴ ŎƻƴǎŜƴǘ 

and shall ensure that any subcontractor is bound by similar confidentiality terms to 

those in this clause. 

10.6. Either party that has during the course of this Agreement received Information in a 

recorded form from the other(or has recorded received Information) shall return or 

destroy in a complete irrecoverable mode(at the option of the disclosing party)such 

records upon: 
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a) Expiry or termination of this Agreement; or 

b)  Upon earlier request unless such records are part of the Supplies. 

 

10.7. This clause shall survive termination/expiry of this Agreement. 

 

 

 

11. Intellectual Property: 

 

Each Party will retain its right, title and interest in its respective trademarks, service 

marks and trade names as well as rights in respect of any patent, copyright, trade 

secrets or other intellectual property used during the performance of this 

Agreement. Both Parties recognize that except as otherwise expressly provided 

herein or agreed between the Parties, they shall have no right, title, interest or claim 

ƻǾŜǊ ǘƘŜ ƻǘƘŜǊǎΩ ƛƴǘŜƭƭŜŎǘǳŀƭ ǇǊƻǇŜǊǘȅΦ 
 

12. Network Audit, Test and Certification: 

 

Vendor is required to audit the network (deployed by him- Telecom and IT 

Equipment / Networks) from security point of view once in a financial year. The same 

may be done by some authorized external agencies or internal team of the Vendor. 

The external agency carrying the audit must be certified to carry out the audit as per 

ISO 15408 and ISO 27001 standards. An available list of Test and Certification 

Agencies (Third Parties) in various countries who may take up the regular Technical 

Audit of Networks and Security Certification is given at Appendix-I to the security 

template. The Vendor may engage the services of any other Network Audit and 

Security Certification agency also. 

The audit should mandatorily cover below mentioned activities besides other checks: 

a) Network forensics to identify existing unwanted running processes\  

malwares\backdoors etc. on all networks' elements. The operation includes sniffing 

of live traffic to identify unwanted redirection and interception of traffic. 

b) Network Hardening to map all networks elements and to calibrate them to optimized 

secured state. 

c) Network penetration test to assure system durability against any kind of attack. 

d) Risk assessment to understand what actions should be taken to minimize future 

damage to carrier and what risks are inevitable. 

e) Actions to fix found problems by setting systems to default or acquiring relevant IT 

security technologies to prevent such problems from reoccurring. 

    Lǘ ƛǎ ŎƭŀǊƛŦƛŜŘ ǘƘŀǘ ǘƘŜ ŀōƻǾŜ ƭƛǎǘ ŘƻŜǎƴΩǘ ƭƛƳƛt the scope of the audit in any manner, 

which shall be based upon following manner. 

Since it is not mandatory for the security system to be certified and Vendor is free to 

audit the system internally. The Security audit, to check the security system and note 
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ƻōǎŜǊǾŀǘƛƻƴǎΣ ǿƛƭƭ ǳǎŜ ǘƘŜ ǘŜƳǇƭŀǘŜ ΨDǳƛŘŀƴŎŜ ŦƻǊ ǘƘŜ ǊŜǾƛŜǿ ƻŦ ƛƳǇƭŜƳŜƴǘŜŘ L{hκL9/ 

27001:2005, Annex-! /ƻƴǘǊƻƭǎΩΣ ŘŜǘŀƛƭŜŘ ƛƴ ǘƘŜ !ƴƴŜȄ-D of ISO/IEC 27006 

LƴǘŜǊƴŀǘƛƻƴŀƭ {ǘŀƴŘŀǊŘ ƻƴ ΨLƴŦƻǊƳŀǘƛƻƴ ǘŜŎƘƴƻƭƻƎȅ-Security techniques-

Requirements for bodies providing audit and certification of information security 

ƳŀƴŀƎŜƳŜƴǘ ǎȅǎǘŜƳǎΩΦ CƻǊ ŎŀǊǊȅƛƴƎ ƻǳǘ ǘƘŜ ŀǳŘƛǘΣ ±ŜƴŘƻǊ ǿƛƭƭ ƘŀǾŜ ǘƻ ƛŘŜƴǘƛŦȅ ǘƘŜ 

controls from relevant security standards like ISO 27001 as applicable to the business 

and get them approved by BSNL before the security audit is done. 

 

Or 

 

In case the network has been audited from the security point of view by an agency: 

a. The auditor shall verify that the audit has been conducted by an agency certified to 

carry out the audit as per ISO 27001. 

b.  Obtain the last audit report and note the compliance on comments and non-

conformities detailed in the report. 

The audit observations, their compliance and closure of all points is to be submitted to 

BSNL within a reasonable time. 

 

13. Security Features sought: 

Vendor is required to ensure that all contemporary security related features as 

prescribed under relevant security standards are included while supplying equipment 

in BSNL network. Further, vendor to ensure that all such security features are 

incorporated /implemented when that equipment is installed in BSNL network. 

A list of such security features is to be maintained and made available by vendor to 

BSNL within a reasonable time period as per format at Format ς III. 

 

A list of features, equipment, software etc. procured and implemented shall be kept by 

the vendor till they are in use, which may be subjected to inspection and testing by 

BSNL/ DoT at any time, in the network or otherwise, at the option of BSNL. 

 

14. O&M Manuals Records: 

Vendor has to keep a record of operation and maintenance procedure in the form of 

manuals and supply to BSNL. It should have the security related provisions capturing 

security related events among others of authentication, access control, password 

policy, configuration for and generation of access, command and alarm logs, their 

storage online and transmission to an independent log server. 

Vendor to maintain a list of all network elements and corresponding manuals as per 

format given in Format-IV and submit to BSNL. 
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15. Preserving Operation and Maintenance Command Logs: 

Vendor has to keep a record of all operation and maintenance command logs for a 

period of 12 months and the same information shall be stored/retained for 36 months 

in a non-online mode. Command logs shall include a) Actual command given, b) Who 

gave the command, c) When the command was given- with date and time, d) From 

where the command was given. 

The information as per the format given in Format-V has to be made available to BSNL 

on a yearly basis. 

(Note: This is applicable in contracts, where the Operation and Maintenance is with the 

vendor) 

16. User and Password Management: 

Vendor to keep a list of user IDs created (and updated) by him, which should be linked 

with name and other details of the users. Special emphasis to be laid on the users 

provided administrator/ root privileges and justification for the same is to be kept in 

record. Process for the allocation of temporary access for in-house and external 

maintenance personnel and logging and monitoring of the same to be devised and 

recorded. 

The information as per the format given in Format-VI has to be made available to BSNL 

on an yearly basis or as and when demanded. 

 

17. Record of Software Versions and Updates: 

Vendor has to keep a record of all software updates and changes applied in BSNL 

systems. Major updates and changes should be informed to BSNL within 15 days of 

completion of such updates and changes. 

Information as per the format given in Format-VII has to be made available to BSNL on 

a yearly basis or as and when demanded. 

 

18. Records of Supply Chain: 

Vendor has to keep a record of supply chain of the products (hardware/software). This 

should be taken from the manufacturer/vendor/supplier at the time of procurement 

of the products. 

Information as per the format given in Format-VIII has to be made available to BSNL on 

a yearly basis or as and when demanded. 

 
 
 

19. Creation of facilities for monitoring all intrusions, attacks and frauds: 

Vendor to create such a central facility for monitoring all intrusions, attacks and frauds 

and report the same to BSNL. This might require integration with all security devices 
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like Firewalls, IDPS, IDS or network elements etc. to a central location from where the 

monitoring is done. This facility shall be created within 6 months of issue of the PO. 

Vendor to report such incidences to BSNL regularly in a time bound manner. 

Information as per the format given in Format-IX has to be provided to BSNL on a 

regular basis or as and when demanded. 

 

20. Investigation: 
 
 

20.1. If BSNL believes that there has been a breach by the Vendor of the provisions of this 

Agreement, BSNL will inform the Vendor Security Contact. The Vendor shall cooperate 

with BSNL fully in any ensuing investigation, providing information / access to system 

sought by BSNL in this regard. 
 

20.2. The Vendor shall report to BSNL Security Contact promptly of any potential misuse of 

BSNL Information or improper or unauthorized access to BSNL Systems and BSNL 

Information and shall further cooperate with BSNL by providing information / access as 

required by BSNL. Please see note at the end of the clause 20. 

20.3. If any audit or investigation reveals that there is a potential risk to the confidentiality, 

ƛƴǘŜƎǊƛǘȅ ƻǊ ŀǾŀƛƭŀōƛƭƛǘȅ ƻŦ .{b[ LƴŦƻǊƳŀǘƛƻƴ ƛƴ ǘƘŜ ±ŜƴŘƻǊΩǎ ǇǊƻŎŜǎǎŜǎ ƻr Vendor 

{ȅǎǘŜƳǎΣ ±ŜƴŘƻǊ ǎƘŀƭƭ ǇǊƻƳǇǘƭȅ ŎƻǊǊŜŎǘ ŀƴȅ ǎŜŎǳǊƛǘȅ Ǌƛǎƪ ƛƴ ǘƘŜ ±ŜƴŘƻǊΩǎ ǇǊƻŎŜǎǎŜǎ ƻǊ 

Vendor Systems promptly. 

20.4. During investigation, the Vendor shall co-operate with BSNL, providing reasonable 

access, accommodation, facilities and assistance to all Vendor Systems as reasonably 

necessary to investigate the breach of the provisions of this Agreement including 

permitting interview of any sales, engineering or other operational personnel of 

Vendor. 

 

Note: The clause No.20. 1 to 20.4 relates to investigation of all the security aspects 

and other relevant provisions contained in the earlier paras/clauses. 

 

 

 

21. Termination: 
 
This Agreement shall be effective from the date hereof and shall continue to be in full force 

and effect concurrently with the Vendor agreement ("Term") unless terminated earlier by 

BSNL in accordance with the provisions in the main document. 

 

The Contract may also be terminated on directions of the Licensor along with Penalty under 

the Laws of the land in India in relation to security breaches noticed. 

 ²ƛǘƘƻǳǘ ǇǊŜƧǳŘƛŎŜ ǘƻ .{b[Ωǎ ǊƛƎƘǘǎ ŀƴŘ ǊŜƳŜŘƛŜǎ ǳƴŘŜǊ ǘƘŜ !ƎǊŜŜƳŜƴǘΣ ǘƘŜ ±ŜƴŘƻǊ 

shall at its own cost and expense take all steps necessary to restore the lost or 
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corrupted BSNL Information to the last back-up and/or terminate the unauthorised use 

of or access to the Information to the extent it caused such loss, corruption or 

unauthorised use of BSNL Information, due to act of omission or commission on the 

part of vendor. 

 

22. Law and jurisdiction: 
 

This Agreement is governed by Indian law and subject to clause 23, Parties agree to 

the exclusive jurisdiction of the Indian courts where the registered office of BSNL is 

situated. 
 

23. Arbitration: 

 

Any dispute arising out of this Agreement shall be settled and resolved as per the 

dispute resolution and arbitrations clause agreed between the Parties under the main 

Agreement. 
 

24. Notices: 

All notices, requests, consents, waivers or other communication required or permitted 

hereunder shall be delivered as per the Notice clause agreed between the Parties 

under the main Agreement. 
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Format-I: List of Network elements inducted- Status of Security Testing 
Sl. 
No. 

Name of 
Network 
Element, 

Element ID 
and location 

Relevant 
security 

standard/s 

Testing 
done in 

house or 
third party 

lab 

If Third party 
lab name 

and details 
of Lab and 

accreditation 
status 

Details of 
certificate 

If in-house 
required 

certificate 
available 
Yes/ No 

Remarks 

        

        

Notes of any 

 

 

 

 

Format -II: Documentation in English language 

Sl. No. Name of network 
element(including 

software), element ID 
and Location 

Document Reference Whether in English 
Language 

    

Note of any 

 
 

Format -III: Contemporary Security Features in Equipment 

 

Name of 

Network 

Element, 

Element 

ID, 

Location 

Relevant 

Security 

Standard/s 

Security 

Features 

under 

the 

Standard 

Incorporatio

n in PO 

Yes/No 

Implementatio

n status 

Availability 

of Record 

of features 

etc. 

If tested 

report on 

test and 

Remarks 

Sl. No. 
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Format ς IV: Manuals for Operation and Maintenance Procedure 
Sl. No. Name of 

Network 
element/ 

system(including 
software) 

Element ID and 
Location 

Document 
Reference 

Availability of 
Security related 

procedure 

Remarks 

      

      

Notes if any      

 

 

Note: The following certificate is required to be taken from the TSP: ά/ŜǊǘƛŦƛŜŘ ǘƘŀǘ hϧa 

Manuals for all the elements inducted into the network are available in English language, 

Ŏƻƴǘŀƛƴ ǊŜƭŜǾŀƴǘ ǇǊƻŎŜŘǳǊŜǎ ŦƻǊ ǎŜŎǳǊƛǘȅ ǊŜƭŀǘŜŘ ŜǾŜƴǘǎ ŀƴŘ ŀǊŜ ǎǳŦŦƛŎƛŜƴǘ ŦƻǊ ǘƘŜ hϧa ŀŎǘƛǾƛǘȅέΦ 

 

 

Format ς V: Record of Operation and Management Command Logs 
Sl. No. Name of 

Network 
Element/ 
System, 
Element ID 
and Location 

Logs 
available on 
line for 12 
months 
(Yes/No) and 
remarks if any 

Retained in 
Off-line 
mode for 24 
months 
(Yes/No) and 
remarks if any 

Whether 
includes 
Actual 
command 
given, 
Who gave 
command, 
When 
Command was 
given with 
date and time, 
from where 
command was 
given with 
remarks 

Status of 
Check on 
generation of 
logs by audit 
team 

Log 
extract 
reference 
and 
Remarks 

       

       

Notes if any 
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Format ς VI: List of user IDs certified by System Administrator 

Sl. No. User ID User Name and 
Employee ID 

Designation System Given 
Access to and 
Privileges 
Accorded 

 

Remarks 

      

      

Notes if any 

 

 

Format ς VII: Record of Software Changes and Updates 

Sl. 
No. 

Name of Network 
Element/Software, 

Element ID and 
Location 

Current 
Software 
version 

implemented 

Software 
version as per 

record 

Reasons for 
upgrade 

Remarks 
indicating 

availability of 
record of history 

of Software 
changes/updates. 
Extract of history 

sheet to be 
attached to 

report 

Remarks 
on 

intimation 
to 

Licensor 
of major 
changes 

       
       

Notes if any 
 

 

Format ς VIII: Record of Supply Chain of Products (Hardware/Software) 
Sl. No. Name of 

Network 
Element, 

Element ID and 
Location 

PO Ref and Date Name and 
Address of 

Vendor 

Detail of Supply Chain obtained 
from 
Vendor/Manufacturer/Supplier 
(Yes/No) 

Attach copy of extract 

Remarks 

      

      

Notes if any 

 

Format ς IX: Report on Intrusions, Attacks and Fraud 
Sl. No. Name of 

Network 
Element, 

Element ID 
and Location 
including IP 

address 

Type of 
intrusion, 

attack, fraud 

Date and 
Time of 
occurrence 

 

How 
detected 

Effect on the 
network/system 

Remedial 
action taken 

Remarks 

        

        

Notes if any 
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Appendix I 
 

 

List of Test and Certification Agencies (Third Parties) in various countries who may 

take up the regular Technical Audit of Networks and Security Certification. 

 

 

The List is indicative and Licensee may use the services of other Network Audit and Security 

Certification agency also. 

 

CC Evaluation Labs 
Australia and New Zealand 

1Computer Sciences Corporation (CSC)http://www.csc.com/security/offerings/26694-

common_criteria_at_cscContact:AndrewCoggle 

212NorthbourneAvenue 

BraddonACT2612 

Tel:+61262468000 

Fax:+61262468181 

E-mail:aisef@csc.com.au 

Web:  http://www.csc.com/commoncriteria 

 

2 Logica 

http://www.logica.com.au/Contact:BruceLegge 

1TorrensStreet 

BRADDONACT2612 

Tel:+61262461900 

Fax:+61262628827 

E-mail:aisef.au@logica.comWeb:http://www.logica.com/au 

3 Startsec 

 

http://www.stratsec.net/Home 

Contact:AleksLubiejewskiUnit1,50GeilsCourt 

DEAKINACT2600 

Tel:+61262608878 

Fax:+61262608828 

E-mail:lab@stratsec.netWeb:http://www.stratsec.net 

Germany 
1 CSCDeutschlandSolutionsGmbH 

 

http://www.csc.com/security/offerings/26694-common_criteria_at_csc
http://www.csc.com/security/offerings/26694-common_criteria_at_csc
mailto:aisef@csc.com.au
http://www.csc.com/commoncriteria
http://www.logica.com.au/
mailto:aisef.au@logica.com
http://www.logica.com/au
http://www.stratsec.net/Home
mailto:lab@stratsec.net
http://www.stratsec.net/
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Contact:HerrnDr.GoswinEisenSandstr.7-9 

80335München 

Telefon:+4989.5908.6504 

Fax.:+4989.5908.6503 

E-Mail:geisen@csc.com 

Web:     http://www.csc.com/security/ds/11371/15880-german_laboratory_experience 

 

2 Atsec information security GmbH 

http://www.atsec.com/us/addresses-contact.htmlContact: Gerald Krummeck 

Steinstr.70 

81667München 

Telefon:08944249-830 

Fax:08944249-831 

E-Mail:gerald@atsec.comWeb:http://www.atsec.com 

 
 

United Kingdom 
 

1EDShttp://h10134.www1.hp.com/2Logica 

www.logica.com 

 

3SiVenture 

http://www.siventure.com 
 

USA 
1 Arca Common Criteria Testing Laboratory 

http://www.savvis.net/en-US/Pages/Home.aspxContact:PeteFeeney 

45901NokesBoulevard 

Sterling,VA20166 

Tel:+1703-667-6684 

Fax:+1509-691-7440 

Mobile:+1703-999-1075 

E-mail:arca-cctl@savvis.net 

 

2 Cygna Com Solutions' Security Evaluation Laboratory 

http://www.cygnacom.com/labs/common-criteria/index.htmContact:Ms.NithyaRachamadugu 

7925JonesBranchDrive,Suite5200 

McLean,VA22102-3305 

Tel:+1703.270-3563 

Tel:+1858-509-0180 

mailto:geisen@csc.com
http://www.csc.com/security/ds/11371/15880-german_laboratory_experience
http://www.atsec.com/us/addresses-contact.htmlContact
mailto:gerald@atsec.com
http://www.atsec.com/
http://h10134.www1.hp.com/
http://www.logica.com/
http://www.siventure.com/
http://www.savvis.net/en-US/Pages/Home.aspx
mailto:arca-cctl@savvis.net
http://www.cygnacom.com/labs/common-criteria/index.htmContact:Ms
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Fax:+1703-848-0985 

E-mail:selinfo@cygnacom.comWeb:http://www.cygnacom.com 

 

3 SAICCommonCriteriaTestingLaboratoryhttp://www.saic.com/infosec/testing-

accreditation/common-criteria.htmlContact:RobertL.Williamson 

Ctr.forInformationSecurityTech.SAIC7125ColumbiaGatewayDrive,Suite300 

Columbia,MD21046 

Tel:+1410-953-6819 

Fax:+1410-953-7001 

E-mail:robert.l.williamson.jr@saic.comWeb:http://www.saic.com 

 

4 ComputerSciencesCorporation(CSC)http://www.csc.com/security/offerings/26694-

common_criteria_at_csc 

Contact:CharlesNightingale7231ParkwayDrive 

Hanover,Maryland21076 

Tel:443.445.8400 

Fax:443.445.8002 

E-mail:STCL@csc.com 

Web:  http://www.csc.com/commoncriteria 

 

5 BoozAllenHamiltonCommonCriteriaTestingLaboratory 

 

900ElkridgeLandingRoad,Suite100,Linthicum,MD21090 

http://www.boozallen.com/doingbusiness/contractvehicles/gmacs/alliant/alliant/38447966/38470

558 

 

6 COACTInc.CAFELaboratory 

 

9140 GuilfordRoad 

Suite N, Columbia, MD21046-2585 http://www.coact.com/ 

7 DSD Information Assurance Laboratories (DIAL) 1160JohnsonAve. 

Suite101, Bridgeport, WV26330 http://dsdial.com/ 

8 Info Gard Laboratories, Inc. 

 

709FieroLane 

Suite25,San Luis Obispo, CA93401 http://www.infogard.com/ 

mailto:selinfo@cygnacom.com
http://www.cygnacom.com/
http://www.saic.com/infosec/testing-accreditation/common-criteria.html
http://www.saic.com/infosec/testing-accreditation/common-criteria.html
mailto:robert.l.williamson.jr@saic.com
http://www.saic.com/
http://www.csc.com/security/offerings/26694-common_criteria_at_csc
http://www.csc.com/security/offerings/26694-common_criteria_at_csc
mailto:STCL@csc.com
http://www.csc.com/commoncriteria
http://www.boozallen.com/doingbusiness/contractvehicles/gmacs/alliant/alliant/38447966/38470558
http://www.boozallen.com/doingbusiness/contractvehicles/gmacs/alliant/alliant/38447966/38470558
http://www.coact.com/
http://dsdial.com/
http://www.infogard.com/
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Taiwan(notfromCCportal) 

Telecom Technology Center, Taipei, Taiwan 

http://www.ttc.org.tw/english/its_e.asphttp://www.ttc.org.tw/english/its_e_01.asp 

TheNederlands 
 

BrightsightITSecurityEvaluationFacility 

 

Contact:Mr.Dirk-JanOutDelftechpark1 

2628XJDelftTheNetherlands 

Telefon:+31152692500 

Fax:+31152692555 

E-Mail:info@brightsight.comWeb:http://www.brightsight.com 

Israel 
 

ALTALSecurityConsulting,Israelhttp://www.altalsec.com/index.php?langpage=eng&&language

=engCanada 

ElectronicWarfareAssociates(EWA),Canadahttp://www.ewa-canada.com/ 

Routers Tested as per CC: Cisco Routers 

Cisco Systems Routers(800,1700,1800,2600XM,2800,3700,3800,and7200runningCisco 

IOSRelease12.4(11)T2;7300,7400,and7600runningCiscoIOSRelease12.2(18)SXF8;10000and12

000running12.0(32)s7)andCiscoSecureACSversion4.1.2.12 

TOEevaluationwassponsoredbyCiscoSystems,SanJose 

 

Evaluationwascarriedoutby:ñArcaCommonCriteriaTestingLaboratoryò 

http://www.savvis.net/en-US/Pages/Home.aspx 

 

Contact:PeteFeeney45901NokesBoulevard 

Sterling,VA20166 

Tel:+1703-667-6684 

Fax:+1509-691-7440 

Mobile:+1703-999-1075 

E-mail:arca-cctl@savvis.net 

 

Juniper Routers 
 

JuniperNetworksJ-SeriesFamilyofServiceRoutersrunningJUNOS7.3R2.14STwaspreparedby: 

Science Applications International Corporation (SAIC) Common Criteria Testing Laboratory 

http://www.ttc.org.tw/english/its_e.asp
http://www.ttc.org.tw/english/its_e.asp
http://www.ttc.org.tw/english/its_e_01.asp
mailto:info@brightsight.com
http://www.brightsight.com/
http://www.altalsec.com/index.php?langpage=eng&amp;&amp;language=eng
http://www.altalsec.com/index.php?langpage=eng&amp;&amp;language=eng
http://www.ewa-canada.com/
http://www.savvis.net/en-US/Pages/Home.aspx
mailto:arca-cctl@savvis.net
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7125 Columbia Gateway Drive, Suite 300 

Columbia, MD 21046http://www.saic.com/Evaluationwascarriedoutby: 

Science Applications International Corporation (SAIC) Common Criteria Testing Laboratory 

7125ColumbiaGatewayDrive, Suite300 Columbia, MD21046http://www.saic.com/ 

VoIP equipments tested as per CC: AVAYA VoIP PBX System 

ST prepared by: 

 

CSC Deutschland Solutions GmbH 

 

Contact: Herrn  Dr. Goswin Eisen Sandstr.7-9 

80335München 

Telefon:+4989.5908.6504 

Fax.:+4989.5908.6503 

E-Mail: geisen@csc.com 

Web:     http://www.csc.com/security/ds/11371/15880-

german_laboratory_experienceEvaluatedby: 

CSC Deutschland Solutions GmbH 

 

Contact: Herrn  Dr. Goswin Eisen Sandstr.7-9 

80335München 

Telefon:+4989.5908.6504 

Fax.:+4989.5908.6503 

E-M ail:geisen@csc.com 

Web:     http://www.csc.com/security/ds/11371/15880-german_laboratory_experience 

http://www.saic.com/
http://www.saic.com/
mailto:geisen@csc.com
http://www.csc.com/security/ds/11371/15880-german_laboratory_experience
http://www.csc.com/security/ds/11371/15880-german_laboratory_experience
mailto:geisen@csc.com
http://www.csc.com/security/ds/11371/15880-german_laboratory_experience
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Appendix-II 
 

 

Some of the known types of attacks on GSM and CDMA networks 

 

· Eavesdropping 

This is the capability that the intruder eavesdrops signaling and data connections associated with 

other users. The required equipment is a modified MS. 

· User Impersonation 

An intruder sends signaling and/or user data to the network, in an attempt to make the network 

believe they originate from the target user. The required equipment is again a modified MS. 

· De-registration spoofing 

An attack that requires a modified MS and exploits the weakness that the network cannot 

authenticate the messages it receives over the radio interface. The intruder spoofs a de-

registration request (IMSIdetach) to the network. The network de-registers the user from the 

visited location area and instructs the HLR to do the same. The user is subsequently unreachable 

for mobile terminated services. 

· Location update spoofing 

An attack that requires a modified MS and exploits the weakness that the network cannot 

authenticate the messages it receives over the radio interface. The user spoofs a location update 

request in a different location area from the one in which the user is roaming. The network 

registers in the new location area and the target user will  be paged in that new area. The user is 

subsequently unreachable for mobile terminated services. 

· Passive Identity Caching 

A passive attack that requires a modified MS and exploits the weakness that the network 

may sometimes request the user to send its identity in clear text. 

· Active Identity Caching 

An active attack that requires a modified BTS and exploits the weakness that the network 

may request the MS to send its permanent user identity in clear text. An intruder entices the 

target user to camp on its false BTS and subsequently requests the target user to send its 

permanent user identity in clear text perhaps by forcing a new registration or by claiming a 

temporary identity mismatch due to data base failure. 

· Impersonation of the network 

This is the capability whereby the intruders ends signaling and/or user data to the target user, in 

an attempt to make the target user believe they originate from a genuine network. The required 

equipment is modified BTS. 

· Camping on a false BTS 

An attack that requires a modified BTS and exploits the weakness that a user can be enticed to 

camp on a false base station. Once the target user camps on the radio channels of a false base 

station, the target user is out of reach of the paging signals of the serving network in which he is 

registered. 

· Camping on false BTS/MS 

An attack that requires a modified BTS/MS and exploits the weakness that a user can be enticed 

to camp on a false base station. A false BTS/MS can act as a repeater for some time and can 

relay some requests in between the network and the target user, but subsequently modify or 

ignore certain service requests and/or paging messages related to the target user. 
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· Man-in-the-middle 

The intruder puts itself in between the target user and a genuine network and has the ability to 

eaves drop, modify, delete, re-order, replay, and spoof signaling and user data messages 

exchanged between the two parties. The required equipment is modified BTS in conjunction 

with a modified MS. 

· Compromising authentication vectors in the network 

The intruder possesses a compromised authentication vector, which may include 

challenge/response pairs, cipher keys and integrity keys. This data may have been obtained by 

compromising network nodes or by intercepting signaling messages on network links. 

o Over billing Attack 

Involving a malicious user hijacking a subscriberôs IP address and then using that connection to 

initiate fee-based downloads or simply use that connection for their own purposes. In either case, 

the legitimate user is billed for activity which they did not authorize or actually conduct. 

o Spoofed PDP context 

Exploiting the weakness in the GTP (GPRS Tunneling Protocol) 

 

o Spoofed delete PDP context packets 

Which would cause service loss or interruption for end users 

o Spoofed create PDP context packets 

Which would result in unauthorized or illegal access to the Internet or customer data networks 

o GTP packet floods 

Which is a type of Denial of Service attack. 

 

o Vulnerabilities with SIP-based VoIP systems That might allow hackers to: 

Reconfigure VoIP settings and gain access to individual users' account information Eavesdrop 

on VoIP communications 

Hijack a user's VoIP subscription and subsequent communications. 


